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Overview

Overview

Course Desc -iption

IT Service Management Essentials introduces the concept of IT Service Management (ITSM)
and a framewao k for identifying and interrelating the various activities involved in developing
a framework fo- delivering, measuring, and improving IT services to the user communities.
The origins of 1 1e course can be found in what is kmown as the Information Technology
Infrastructure 1ibrary (ITIL), & set of documents describing best practices in a number of TT
service areas, Ieluding but not Timited to Change Management, Configuration Management,
Release Manag menl, Service Desk and Incident Management. ITIL identifies approximately
40 such topics, il of which are mentioned in the introductory portion of this course.

ITIL was first d wwelaped in the T1L.K. with the involvement of numerous industry and
dovernmment ory anizations, s popularity as a driving loree behind elfective IT managemenl
has resulted in he establishment of a certification program. The first level of certification is
known as ITIL "oundation Certification, the purpose of which is to establish that an
individual has ¢ solid understanding of TTIL and has gained some field experience in
implementing ¢ ne or more ITIL best practlices. This course, combined with additional
experience, cor tributes to the students’ capacity to achieve TTIL Foundation Certification.

Course Goal:

This course has several important goals:

# Introduce the concepts underlying I'T Service Management.,

# Introduce the best practices documented in TTTL.

# Understand 1 e roles, processes, and components that are part of certain key I'TSM areas:
Service Des k, Incident Management, Problem Management, Change Management,
Conligurati »n Management, Belease Management, IT Service Continuity Management,
Availability Management, Capacity Management, Financial Management for IT Services
and Service Level Management.

# Be aware of 1 he implications in implementing one or more of the best practices,

# Increase the student's capacity to achieve ITIL Foundation Certification.

Student Performance Objectives

# I'nderstand 1TTL's history, purpose, and structure,

# Understand t 1e objectives of the ITIL practices and be able to identify which of those
practices could add value if ilplemented in one's own IT environment.

# Understand t 10 main elements in a reference model diagram.

= Know where o go for additional information,

# Understand « ptions [or next steps.

http://leducation hp.com 1 H1846S D.00




Overview

Student Profile and Prerequisites

Students should have at least some experience with the specification, development,
installation, and‘or management of information technology. This course will benelit those IT
Professionals and Executives who are responsible lor the delivery of IT services required by
their company or business, such as system and network administrators, IT managers,
business analysts, business process specialists, systems analysts, IT architects, and CI0's of
small companies.

Curriculum Path

No specific courses are required prior to attending this course. Upon completion of this
course, various opporfunities are available for the students to participate in additional
cducation that probes more deeply into ITTSM topics in an intense lecture/workshop setting,
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Modulz 1 — Introduction to IT Service
Management

Many publi- and private organizations contributed their knowledge and experience, n one
form or and ther, to the development of TTTL. Furthermore, as businesses continually
increase their investments in their IT operations, and as the complexity of those operations
continues £ increase, businesses have been searching for a strong [ramework that facilitates:

# The dese iptions and objectives ol the various services in an IT environment.
# A represd ntation ol how those services are interrelated,
# Some gui dance on implementing those services suceessfully.

The combit ation of TTTL, which provides service deseriptions and objectives, represents that
framework

hittp:/leduci tion.hp.com 1-1 H1846S D.00



Module 1
Introduction to IT Service Management

H18465S D.00 1-2 http://leducation.hp.com

o Ly T WL - I e mmama s B A RRS mEE . R mm TR i L ol i SRt LI S



Module 1
Introduction to IT Service Management

Welcome to. ..

ITIL Essentials for
IT Service Management

Student Notes
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Module 1
Introduction to IT Service Management

What Will This Course Give Me?

The purpose of this course is for students to learn about Service Management and TTTLL. Tt
covers the two main areas of Service Management, Service Support and Service Delivery, and
their application to the complete service lifecvele.

The topics covered are:
# The 10 key ITTL processes and 1 TTTL Function which go to make up these areas:

*  Configuration Management.

*  Service Desk (a funclion not a process).
»  Incident Management.

*  Problem Management.

= (Change Management.

* Release Management.

*  (Capacity Management.

*  Availability Management.

* [T Service Continuity Management,

*  Financial Management for IT Services.
o Service Level Management.

# The purpose of the different processes, how they relate to one another and elarification
of roles and responsibilities in each of them,

# The importance of using a standardized vocabulary to describe Service Management
Processes.

# An understanding of the relevance of Service Management to the student's own
organization.

On completion of the course students will be fully preparved to take the Foundation
Certificate in IT Service Managemiend,

H18485 D.0O 1-4 http://feducation.hp.com
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Module 1
Introduction to IT Service Management

—- What Will This Course Give Me?

o Familiarity with the key processes and
organizational issues relating to IT Service
Management

» A standardized vocabulary to describe
Service Management processes

* An understanding of the relevance of Service
Management to your organization

» Preparation for the examination —
ISEB/EXIN Foundation Certificate in IT
Service Management

Student Notes

http:/feduc: tion.hp.com 1-5 H1846S D.00



Introduction to IT Service Management

The Philosophy of IT Service Management

The advance ol technology has meant that businesses these days are totally dependant upon
IT. Tt is essential IT departments recognize that this means the quality, quantity and
availability of the infrastructure directly affects the quality, quantity and availability the
husiness is then able to deliver.

The TTTL philosophy adopts a process driven approach which is scaleable to fit both large and
small IT organizations. It considers IT Service Management to consist of a number of closely
related and highly integrated processes. To realize the key objectives of IT Service
Management these processes must use the three P's (people, processes and products)
effectively, efficiently and economically, Only then can IT organizations be sure of delivering
high quality, innovative [T services that are aligned to the business processes.

H18465 D.00 1-6 http:/feducation.hp.com



Module 1
Introduction to IT Service Management

— = The Philosophy of IT Service
Management .

IT is the business
And
The business is IT

Student Notes
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Module 1
Introduction to IT Service Management

The Three P’s

The key objectives of TT Service Management can only be realized by the best utilization of
the three s, people, processes wul products:

People

Users, Customers, IT Staff and managers all come under this heading. Communication,
training and clear definitions of roles and responsibilities for all parties involved are essential
if this valuable assel is Lo be utilized fully.

Processes

This is where ITIL comes in. Service Management processes are the heart of ITIL and are
considered as two core areas:

Service Support Service Delivery ,
Service Desk* Service Level Management |
Incident Management Financial Management for IT Services

| Problem Management Capacity Management

| Configuration Management | IT Service Continuity Management

~ Change Management Availability Management
Eelease Management

#This is a function and nol a procedure.

Service Support concentrates on the day to day nnming and support of TT Services whilst
Service Delivery concentrates on long term planning and improvement of the same.

This course serves to explain at an introductory level cach of the above areas and how they
relate to each other.

Products

Tools and technology have come a long way since the evolution of ITIL. There are now a
number of tools available to IT organizations that are considered as being “ITIL Compliant”,
This basically means that they have been developed to compliment IT Service Management
procedures. They should be regarded as their name suggests a tool that can assist in the
implementation and ruorming of IT service provisions. It would be a mistake to think that
simply by using one of these tools you would be working to ITIL standards. “A Fool with a
Tool is Still a Fool” (Hewletl Packard While Paper -

httpydwww itilalumnd.comdmembers/featurefeature. html)

H18465 D.00 1-8 http:/feducation.hp.com



Module 1
Introduction to IT Service Management

——= The Three P’s

This is all about the efficient, effective and
economical use of;

e People

—Customers, Users & IT Staff
* Processes

—ITSM /ITIL
* Products

—Tools and technology

Student Notes
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Module 1
Introduction to IT Service Management

Service Management — General

One of the higgest issies in an organization is that roles & responsibilities are not delined. IT
stall olten have an enormons variety of tasks they need to carry out such as handling
ineidents, problems and changes. This can lead to confusion when there is no clear
demarcation of responsibility or good processes and procedures to be [ollowed.

A benefit ol introducing good Service Management practices is that siluations like this can be
controlled. For each of the processes covered by this course, one or more roles are identified
for carrying oul the [unctions and activities required. Organizations may allocate more than
one role to an individual within the organization or as more often happens, allocate more
than one individual to a role. The purpose of the role is to locale responsibility rather than to
create an organizational structure.
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Module 1
Introduction to IT Service Management

—- Service Management — General

Student Notes
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Module 1
Introduction to IT Service Management

Customer and Users

To avoid confusion regarding roles and Lerminology the terms ‘Customer” and ‘User’ are used
throughout this course to differentiate between those people (generally senior managers)
who payv for and own the IT Services (the Customers) and those people who use the services
on a day-to-day basis (the Users). The semanties are less important than the reason for
differentiation.

The primary point of contact for Customers is the Customer Relationship Manager, whilst the
primary point of contact for Users is the Service Desk. A poorly functioning Ineident
Management process will affect the User population inmediately. A service thal is poor
value for money will have a greater inpact on the Customer.

It is therefore important that we distinguish the different, but relaled, needs of Users and
Customers in the provision of services. Certainly, their goals may be at odds and need to be
balanced; for example Users may demand high availability whereas Customers look for value
for money at different levels of availability. There are information flows that should be
maintained and key process elements that should be defined for use by both parties.

The term Super or Expert is often applied to Users who have been nominated by the business
to act as the primary contact for incidents and problems. They can also play a first —line
support role for minor incidents or service requests. This has to be managed carefully or two
possible issues will arise:

1. Tlsers will stop using the Service Desk and
2. The Super User will be so tied up doing support they are unable to complete their
everyday role,

H1846S D.00
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. Module 1
Introduction to IT Service Management

- = Customers and Users

» Customer
This term is used for the Customer management who
have responsibility for the funding of the service

» User
This term is used for the person using the service

» Super or Expert User

The User to deal with first-line support problems and
queries

Student Notes
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Module 1
Introduction to IT Service Management

Challenges to the IT Organization

Organizations are increasingly dependent upon [T to satisfy their corporate aims and meet
their business needs. This growing dependency leads to a demand for high quality IT services
that match those needs. Add to this demand economy, reliability, flexdbility and consistency
and the challenges [acing most IT organizations become obvious.

Many IT organizations have been guilty of concentrating on technical issues or [ocusing
internally. These days with demands from the business as mentioned in the previous
paragraph IT has to change their locus and concentrate on a more Customer oriented
approach, This means that the IT organization should try Lo provide whatever is agreed with
their Customers and develop a more professional and business like relationship with them.

One of the main problems in IT service delivery is that Customers frequently don't know
what IT reguirements they need. Therefore, IT organizations should aim to translate their
business requircments into solutions - Customers don’t bay IT products: they buy services (or
solutions),

Onee the appropriate TT solution has been found Customers want to know when they can
recelve it and should be satisfied that it will fulfill their business requirement. They want it Lo
be consistent and to know that they are getting value for money. In other words, the price
they pay should be a air one for the product or service they receive.

Customoers wanlt Lo be told what they are getting, plus when, how and what to do if they have
a problem with it.

By working in partnership with the Customer, T organizations should be able to justify their
costs and subsequently the investment in continmally improving the services they provide.

I'T organizations should be seen as a valuable part of the business chain and not an
expensive, unreliable resource.
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Module 1
Introduction to IT Service Management

——~ Chalienges to the iT Organization

Contribution to solving business challenges

— This means contributing earlier in the
planning cycle

A measurable contribution to the business

value chain

Service provision as opposed to IT product
delivery

A business like relationship
A consistent and stable service
[Less emphasis on technology

Student Notes
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Module 1
Introduction to IT Service Management

The Support Problem

In alat of I'T organizations there is no structured customer supporl mechanism in place.
There is usually some sort ol Service Desk and some sort of a 2nd and 3rd line support. But
all Lthese departinents are trying to solve the same incidents on their own. Often there is very
little communication and cooperation between the departinents that results in incidents not
solved quickly enough and an inconsistency in the quality of response Limes. This is one of
the reasons such organizations have a low Customer conlidence / perception and that those
Customers start solving their own issues resulting in high “Peer support”. The costs involved
in situations like this are hard to estimate, especially the lost opportunity costs, but can be
high, directly affecting the business.

Most organizations are very reactive and interrupt driven. Support resources are under
managed and they are continually fire fighting, resolving incident & problems repeatedly
rather than eliminating them. There is olten an over dependency on key staff which is
compounded by the fact that the knowledge in their heads is not documented. A further
problem is that a lot of IT staff lack focus on the Customer’s needs and issues. [T stall
resources and related cost requirements are most of the time very unclear and it is not always
known what some people do and why they are there, They don’t always fully know
themselves.

In many IT organizations, uncoordinated and unrecorded change lakes place every day. This
poor change control costs a lot of money and soaks up resources because things have Lo be
done over and over again. A lack of Change Management can have major negative effects on
olher processes as this lack of control over changes to the IT infrastructure makes such
changes more susceplible to failure.

There are very few SLA's that succeed in their supposed objective of unproving the quality of
service, That is if SLA's exist in the first place. One of the main reasons for this is that
management information is not available — decisions are based on 'I think’ rather than ‘T
know'. Measuring Service Managerment that drives improvement is very difficult if the
baseline cannot be identified. This can make a Service Management iimprovement program
hard to justify. Value for money can’t be judged without a good understanding of costs
(including the cost of changes). An understanding of the service costs also provides a sound
basis for decisions for I'T development.
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Module 1
Introduction to IT Service Management

——- The Support Problem
This can be broken down into 3 main areas:

(.ustomer
— no structured customer support mechanism in place
— low customer confidence in/perception of IT
— a lack of focus on customer’s needs
| danagement
— support under managed and under resourced
— problems being resolved repeatedly rather than
eliminated
— an inconsistent quality of call response and response
fimes
— uncoordinated and unrecorded changes
| Jecision Making Information
— no management information available — decisions
being based on 'l think' rather than ‘I know’

Student Notes
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Module 1
Introduction to IT Service Management

Why Implement Service Management?

Having recognized that TT departiments are now in the business of service provision they
cmeemmee —ee- —shonld adopt g whole newoway ol thinking and embrace tho eame higiness conconte ag those
used by all service providers, There is a lot of catching up to do.

The Service Management approach with ITIL is that new way of thinking. But...it should not
b implemented because it is currently fashionable. Tf vou don't understand why vou are
implementing ITIL, you will not succeed. The driving factor should be the desire to deliver
added value and value for money to the customer.

Whilst there are short-term benefits, many organizations will need to plan a long-term
program of process improvements before they can be considered best in class. Ttis
important Lo realize this is one of the greatest benefits for the organization of implementing
the Service Management methodology. It will give the organization (an):

v

YWY

Improved quality ol service - more reliable business support.

More focused IT Service Contimuity procedures and more confidence in their ability to
follow them when required.

Clearer view of current IT capahility.

Better information on current services (and possibly on where changes would bring most
benefits).

Greater flexibility for the business through improved understanding of TT support.

More motivated stafl: improved job satisfaction through better understanding of
capability and better management of expectations.

Enhanced Customer satisfaction as service providers know and deliver what is expected
of them,

Increased fexibility and adaptability within the services.

System-led beneflts, e.g. improvements in security, accuracy, speed, availability as
required for the required level of service.

Improved cycle time for changes and greater success rate.

Operating costs will decrease as less effort is wasted giving Customers products or
services they don't want.

Profits margins will improve as more repeat business is won — it is much cheaper to sell
to an existing Customer than to cowrt a new one.

Efficiency will improve, as stafl will work more effectively as teams.

Morale and staff turnover will improve as stall achieves job satisfaction and job security.
Service quality will be constantly improving, resulting in an enhanced reputation for the
IT department, which will tempt new Customers and encourage existing Customers Lo
buy more.

The IT department will become more effective al supporting the needs of the business
and will be more responsive o changes in business direction.

The importance and level of these will vary between organizations. The issues arise when
trying to deline these benefits for any organization in a way that will be measurable later on.
Following ITIL guidance can help to guantify some of these elements.
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Module 1
Introduction to IT Service Management

—= Why Implement Service Management?

» Professionalism

* Focus on benefits to the customer/business
* Decision making metrics

s (Clear points of contact

* Part of a QM strategy - focus on continuous
improvement

* (Cost reduction - based on the standardization of the
expensive processes (20/80)

= Avoid reinventing the wheel
* [ong term survival!

Student Notes
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Module 1
Intreduction to IT Service Management

The Objectives of ITSM

Service Management is a process-oriented approach to delivering customer-focused TT
services that meet cost and performance Largets set in partnership with Line-ol-Business
(LOB) customers and embodied in service level agreements (SLA's) and operational level
agreements (OLA's).

The challenges facing the IT Managers of today are to co-ordinate and work in partnership
with the business to create new business opportunities whilst reducing the Total Cost of
Ownership (TCO).

This means that IT organizations must be responsive to the ever changing needs of the
business and flexible enough Lo adapt to these changes withoul causing disruption to the
business flow.

Customer expectations are high as they not only require this responsive and flexible service
but expect [T organizations lo meel these demands whilst mainlaining or improving the
quality of the services they deliver.

In the current environment this also means performing these tasks in the most economical
way.

This is where ['TIL comes in by providing 1T Service Managers with a comprehensive and
consistent set of best practices, whilst promoting a quality approach to achieving business
ellectiveness and elliciency in the use of information systems.

Important note; The intention when implementing ITIL processes is that they support but do
not dictate the business processes of an organization.
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Module 1
Introduction to IT Service Management

——-~ The Objectives of ITSM

» Align IT services with the ever changing
needs of the business

e Improve the quality of IT services

* Reduce the long-term cost of service
provision

Se vice Management is all about the delivery of customer-
focused IT services using a process-oriented approach

Student Notes
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Module 1
Introduction to IT Service Management

IT Process

As mentioned previously, [T Service Management is based on processes. A process is a
bundle of logical activities combined to achieve a certain goal (result). The benefits of
processes are:

» Inaprocess the goals (results) are described and how they are going to be achieved.

# For every process the inputs and outputs are defined: what needs Lo be done to achieve
the gnal(s) and what are the things that other processes need from us to achieve theirs (in
other words: our result).

# A whole organization can be run with a nwnber of different processes, These can be
monitored one by one which is better and easier than monitoring the whole.

# People can be made responsible [or the efficiency, effectiveness and result of their

process, which provides a means of monitoring and controlling an organization.

An organization can improve by setling 4 norm then relating results to it. This can show

the ways to improve activities in a process. And/or one can increase the norm and in this

way improve continuously,

# By creating clearer roles and responsibilities, then organdzing them efficiently and
effectively it becomes casier to avoid condlict of interest. For example, a support
engineer will not prioritize his own problems as most important because “he does not like
to solve incidents”.

# Activities that have to be executed in several departments but are related to one result
can be controlled better i there is one overall main process.

'

Processes are the highest level ol defining activities and are, most of the time, a standard for
the whole organization. Procedures (work instructions) are more about detail and they
describe who executes certain activities ina process. Procedures can be varying from
departrnent to department or activity to activity. For example: the Change Process demand’s
that every change will be requested by a RfC (Request for Change), but the information
contained within each RfC could be different from department A to B.

Most organizations are structured in departments and IT Staff that execute different activities
in a process are part of those departinents. For example: to solve an incident one requires
1st line support, 2™ and 3 line support and specialists. They all are - most likely - part of 3
or 4 difTerent departments, but in some “moment of time” part of a sole process, with only
one objective: to restore the service as quickly as possible. The same IT Staff can be part of
other processes in other moiments in time. Whilst this is the biggest benefit of processes it
could cause problems if process managers and department managers have not previously
agreed how to allocate resources.
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Module 1
Introduction to IT Service Management

———~|T Process

Decisio + Making Level: ITIL definition

Objective Result

Operati wnal Level

Input > Qutput ::
Matarials, Goods,
Machines, Information,
Intarmatian, Services
Labor

Student Notes
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Module 1
_Introduction to IT Service Management =~

Roles & Responsibilities within Processes & Procedures

Each process can be broken down into a series of tasks. Each task will be executed by a
role. This may be embodied in a human being or performed by a piece of software. If human-
centric, then there will be a set of competencies that an individual needs in order to perform
the role,

The execution of the role is governed by a set of rules. These will range [rom the simple (“All
hoxes on the form should be completed™) to the very complex (“Credit is only allowed if a set
of criteria are met according to an algorithm™).

Often, a process will span various organizational boundaries. Il is inportant, therefore, that
each process should have an cwner. This s another role,

The process owner is responsible for the process definition, which should be treated as a CIL
subject to the usual Change Control Process, The process owner is responsible for ensuring
that evervbody whao is invalved in the execution of the process is kepl informed of any
changes that occur.

A good poind to remember - Processes cover WHAT needs to done whilst procedures cover
HOW o do it
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Maodule 1

Introduction to IT Service Management

- = |T Process

Decisio  Making Leveal: ITIL definition

Objective

m—

Result

Operati mnal Level

Input [

Output [

Matarials, Goods,
Machines, Information,
Information, Services
Labor

Student Notes
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Module 1
Intreduction to IT Service Management

Quality

"‘We have learned to live in a world of mistakes and defective products as if they were
necessary lo life. It is time to adopt a new philosophy..." (W Edwards Deming, 1900-93)

The way that an organization plans to manage its operations so that it delivers quality
services is specified by ils quality management system. The qualily management system
defines the organizational structure, roles & responsibilities, policies, procedures, processes,
standards and resources required to deliver quality IT services. However, a quality
management system will only function as intended if management and staff are committed to
achieving its ohjectives.

Excerpts from Deming's fourteen points relevant to Service Managerment:

# Break down barriers between departiments (improves communicalions and
managerment).

» Management should learn their responsibilities and take on leadership, Process
improvement requires commitment from the top; good leaders motivate people to
improve themselves and therefore the image of the organization,

» Improve constantly. A central theme [or Service Managers is continuous improvement;
this is also a theme for quality management. A process-oriented approach is key to
achieving this tardet.

#» Install education and self-improvement, learning and improving skills have been the focus
of Service Management for many years.

# Training on the job (linked to continnous improvement),

# Transformation is everyone's job - the emphasis being on teamwork and imderstanding.

For gquality improvement, Deming proposcd the Deming Cycle (or Circle). The four key
stages are plan, do, check and act, after which a phase of consolidation prevents the ‘Circle’
from ‘rolling down the hill'. The consolidation phase enables the organization to take stock
of what has been taking place and to ensure that improvements are embedded. Often, a
series of improvements have been made o processes that require documentation (both to
allow processes Lo be repeatable and to facilitate recognition of the achievement ol some
form of quality standard).

W. Edwards Deming is best known for his management philosophy establishing qualily,
productivity, and competitive position. As part of this philosophy, he formulated 14 points
af attention for managers. Some of these poinis are more appropriate to Service
Management than others,
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Module 1
Introduction to IT Service Management

- Quality

e

Continuous
Step by step
improvement

Maturity

Consolidation of the level reached
{e.g. 150 9001)

:
Time Scale

Ser ice Improvement Program:
A fo mal project undertaken within an arganization to identify and introduce

mea surable improvements within a specified work area or, work process

Student Notes
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Module 1
Introduction to IT Service Management

ITIL‘ LLE

ITIL was originallv a set of about 60 hooks developed in the late 1880's as a set of best
practices for I'T by the CCTA (Central Communications and Telecom Agency) of the UK
government. The CCTA still owns the books. Currently, ITIL may be thought of as more than
the set of hooks. ITIL has become a widely accepled base for running the business ol I'T.

From the beginning, ITIL has been publicly available, This means that any organization can
use the framework deseribed in the books. Because of this, the IT Infrastrmicture Library
guidance has been used by a diverse range of organizations, such as local and central
government, energy, public utilities, retail, finance, and manufacturing. Very large
organizations, very small organizations and everything in belween have implemented ITIL
PIOCesses.

The IT Infrastructure Library documents industry best practice guidance. Tt has proved its
value from the very beginning, Initially, CCTA colleeted information on how various
organizations addressed Service Management, analyzed this and filtered those issues that
would prove uselul Lo CCTA and Lo ils Customers in UK central government. Other
organizations found that the guidance was generally applicable and markets outside of
government were very soon crealed by the service industry.

Being a [ramework, ITIL describes the contours of organizing Service Management. The
models show the goals, general activities, inputs and outputs of the various processes, which
can be incorporated within IT organizations, ITIL does not cast in stone every action that
should be done on a day-to-day basis because that is something which will differ from
organization to organization, Instead it focuses on best practice that can be utilized in
different ways according to need.

Thanks to this framewaork of proven best practices, the IT Infrastructure Library can be used
within organizations with existing methods and activities in Service Management. TUsing TTIL
doesn't imply a completely new way of thinking and acting. Tt provides a framework in which
to place existing methods and activities in a structured context. By emphasizing the
relationships between the processes, any lack of communication and co-operation between
various IT functions can be eliminated or minimized. ITIL provides a proven method for
planning common processes, roles and activities with appropriate reference to each other
and how the communication lines should exist between them.

An ITIL approach lends itsell well Lo supporting today's complex IT world in the light of
btusiness objectives. The TTIL umbrella includes the ITIL books (as a core), ITIL
Certification, ITIL Consultants and Services, ITIL-supporting software and tools, TTIL and
ITIL-based training (like this course), and user groups such as the itSMF.

The itSMF is a totally independent, not-for-profit organization owned and run by ils
members. It promaotes and helps to sef the standards for best praclice in [T Service
Management. There are nalional chapters in many parts of the world. For further details
af the chapters, and how to condact them, access the web site www.itsmf.com.
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Module 1
Introduction to IT Service Management

— ITIL ....

* Was gathered from Users, Suppliers, Consultants
* Proven in practice

* [s under constant development

* |s supported by tools

* |s the world wide de facto standard for IT Service
Management

» Offers certification of consultants and practitioners
*» Managing the infrastructure now in top 3 concerns
» Avoid reinventing the wheel

* Has its own international user group (IT Service
Management Forum)

Student Notes
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Module 1
Introduction to IT Service Management

IT Service Management Courses

The Service Delivery and Service Support books are the books that are used to cover the IT
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Module 1
Introduction to IT Service Management

IT Service Management Courses

*additional study required to
complate the foundation exam
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Module 1
Introduction to IT Service Management

Model (According to ITIL)

The Service Delivery and Service Support books are the books thal are used Lo cover the IT
Service Management methodology. The Service Delivery book looks at what service the
business requires of the provider in order to provide adequate support to the business Users.
To provide the necessary support the book covers the following topics:

Capacily Management.

Financial Management for IT Services,
Awailability Management.

Service Level Management.

IT Service Continuity Management.

YV V¥V

Very much related to the Service Delivery topics is Customer Relationship Management, This
process is often the bridge between the technology focused [T organization and the Business
that wanls to realize their business objectives. CRM is the entrance to IT for the customer

The Service Support book is concerned with ensuring that the Customer has access Lo the
appropriate services to support the business functions. Issues discussed in this hook are:

#  Bervice Desk.

# Incident Management.

# Problem Management.

# Configuration Management.
# Change Management.

# Release Management.

The Service Desk is the entrance [or the end-user. All IT Service related issues could be
directed to the Service Tdesk, which will be the interface between the end-user and the
Service support processes,

Very much related to Availability Management is Security Management. Right now it is not
officially part of the Service Delivery and Support sets, however reference to security can
frequently be found in many of the processes.
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Module 1
Introduction to IT Service Management

Model (According to ITIL)

The Service Delivery and Service Support books are the books thal are used Lo cover the IT
Service Management methodology. The Service Delivery book looks at what service the
business requires of the provider in order to provide adequate support to the business Users.
To provide the necessary support the book covers the following topics:

Capacily Management.

Financial Management for IT Services,
Awailability Management.

Service Level Management.

IT Service Continuity Management.

YV V¥V

Very much related to the Service Delivery topics is Customer Relationship Management, This
process is often the bridge between the technology focused [T organization and the Business
that wanls to realize their business objectives. CRM is the entrance to IT for the customer

The Service Support book is concerned with ensuring that the Customer has access Lo the
appropriate services to support the business functions. Issues discussed in this hook are:

#  Bervice Desk.

# Incident Management.

# Problem Management.

# Configuration Management.
# Change Management.

# Release Management.

The Service Desk is the entrance [or the end-user. All IT Service related issues could be
directed to the Service Tdesk, which will be the interface between the end-user and the
Service support processes,

Very much related to Availability Management is Security Management. Right now it is not
officially part of the Service Delivery and Support sets, however reference to security can
frequently be found in many of the processes.
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Module 1
Introduction to IT Service Management

Model (According to ITIL)

Service Support

Ci M t
Protion MeeaerEn
Caonfiguration Management Incident Management

IT Customer
| Relationship

|@gerneﬂr

Capacity Managemeant

Service Level Managemsnt

Financial Management IT Sarvica
for IT Services Continuity Management |

. .
Service Delivery

[ Siﬁufit}r Wanagemeant |

Student Notes
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Module 1
Introduction to IT Service Management

HP Reference Model
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Module 1
Intmdu-_:tion to IT Service Management

—— HP Reference Model

Business A ligprime Operaiiona Bridge

e Des s 2rageme | Service Development & Deployment

Student Notes
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Module 1
Introduction to IT Service Management

HP Reference Model
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Module 1
Introduction to IT Service Management

—— HP Reference Model

Business - IT Alignment

Student Notes

http:/leducation.hp.co 1-37 H18485 D.00

S I P ] ey T "N T T I} A ra— a T Ay e e R m om a mW T EE: Bm B



Module 1
Introduction to IT Service Management

High-level Linkages
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Module 1
Introduction to IT Service Management

High-level Linkages
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Module 1
Introduction to IT Service Management

HP Reference Model
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Module 1
Introduction to IT Service Management

——— HP Reference Model
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Module 1
Introduction to IT Service Management
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Module 2 — Configuration Management

This module introduces Configuration Management, a discipline that allows IT management
to gain tight control over IT assels such as hardware devices, computer prograins,
docwmentation, outsourced services, facilities, job descriptions, process documentation, and
any other items (called Conliguration Items) thal are reluted to the IT indrastructure,

Implementation of the Configuration Management discipline allows management Lo:

# Specify version, ownership, and status information for Configuration Iltems (Cl's) in
existence throughout the [T indrastructure.

7 Describe the relationships between those items.

# Maintain current records aboul those ilems,

# Control changes to those items by ensuring those changes are consistent with the
objectives ol appropriate authorities.

= And audit the TT infrastimicture to make sure it contains only authorized Cl's,
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Module 2
Configuration Management

Configuration Management

H1846S D.00 2-2 http://education.hp.com

P S N R T T T . T P T . e g gy e d gy B o RNET L EEY O R o P™S O O e



Module 2
Configuration Management

Configuration Management

Busingas - IT A.Hgnﬂ:l_er_!t
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Module 2
Configuration Management

Configuration Management - Goals

- - TP be officlent-and effoctive, all organizations-noed-e sentreb thelr IT infrastrueture and
services. Configuration Management provides a logical model of the infrastructure or a
service by identifying, controlling, maintaining and verifyving the versions of Configuration
Iterns (CI's) in existence.

Detailed objectives for Configuration Management should include:

%

v

LR

Y VY

Lo

Providing everyone working in Service Management and support with correct and
accurate information on the present configurations with their physical and [unctional
specilications.

Defining and documenting the procedures and working practices to be followed.
Identifying, labeling and recording the names and versions of the CI's that make up the IT
services, infrastructure and their relationships.

Controlling and storing definitive, authorized and trusted copies of specifications,
documentation and software.

Reporting the current status and history of all items on the TT infrastructure.

Ensuring that all changes to CI's are recorded as soon as practicable,

Tracking and reconciling the actual state of the IT infrastructure against the authorizecd
configuration records and data.

Educating and training the organization in the control processes.

Reporting metrics on CI's, changes and releases.

Auditing and reporting exceptions to infrastrueture standards and Configuration
Management procedures.

Providing accurate information on configurations and their documentation to support all
the other Service Management processes.

Providing a sound basis for Incident Management, Problem Management, Change
Management and Release Management.

Account for all the IT assets and configurations within the organization and its services.
Verity the configuration records against the infrastructure and correct any exceplions,
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Module 2
Configuration Management

Configuration Management — Goals

* Providing information on the IT infrastructure
— To all other processes
—IT Management

» Enabling control of the infrastructure by
monitoring and maintaining information on

— All the resources needed to deliver
services

— Configuration Item (CI) status and history
— Configuration ltem relationships

Student Notes
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Module 2
Configuration Management

Configuration Management - Responsibilities

The basic activities ol Configuration Management are as follows:

Flanning.
Planning and defining the purpose, scope, ohjectives, policies and procedures, and the
organizational and technical context, for Configuration Management.

Tdentification and naming.

Selecting and identifying the configuration structures for all the infrastructure’s CT's,
including their ‘owner’, their interrelationships and configuration documentation. [t includes
allocating identifiers and version nwnbers for CI's, labeling each item, and entering it on the
Configuration Management Database (CMDB).

Control.

Ensuring that only authorized and identifiable CI's are accepled and recorded, from receipt to
disposal. It ensures that no CT is added, modified, replaced or removed without appropriate
controlling documentation, e.g. an approved change request, and an updated specification.

Status accounting.

The reporting of all current and historical data coneerned with each CT throughout its life
cycle. This enables changes to CI's and their records to be traceable, e.g. tracking the stalus
of a Cl as it changes [rom one state Lo another for instance ‘under development’, ‘being
tested’, Tive', or ‘withdrawn’.

Verification and audit.

Configuration verification and audil comprises a series ol reviews and audits that verily the
physical existence of CI's and check that the CT's are correctly recorded in the CMDB and
controlled libraries. It includes the verification ol release and conliguration docwnentation
before changing the live enviroranent.
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Module 2
Configuration Management

Configuration Management —

and Audit

Student Notes
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Module 2
Configuration Management

Configuration Item (CI)

The IT Infrastructure consists ol configuration items. A configuration item is a documented
element from the IT Infrastructure, such as hardware, software, accommodation, people and
documentation (category). The recording of a Cl contains characteristics such as tvpe,
version, supplier, customer ete (attributes). The relationship between the CT's are also
recorded in the CMDB. These are vital for the aceurate prediction of the impact of proposed
change. Last but not least we record the status - such as in development, tested,
implemented, maintained, history - of every configuration item.

A definition of a CI could be: *it is needed to deliver a service, it is unique and we can identily
it. If we want to change it we have to register a RfC because it can be and will managed hy
Change Management”
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Module 2
Configuration Management

— Configuration Item (Cl)

* A Configuration ltem

— Is needed to deliver a
service

— Is uniquely identifiable
— |s subject to change
— Can be managed
* A Configuration ltem has
— a Category
— Relationships
— Attributes
— a Status

Student Notes
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Madule 2
Configuration Management

Cls - Scope and Detail

The IT Infrastructure consists of configuration items. A configuration item is a documented
element from the IT Infrastructure, such as hardware, software, accommodation, people and
documentation (category).

Seope CMDI

The over-riding factor in deciding both scope and detail is the information needed to manage
the service, irrespective ol the cost or difficulty of obtaining and maintaining that data. A
more pragmatic view is that not only should those factors be taken into account but also, and
perhaps most unportantly, managers should consider the consequences of inaccurate and
out-of-date data being stored on the CMDB.

Before the transition to arranging a CMDE is made, a decision needs to be made on what part
of the IT-infrastructure the Configuration Management will be controlling. The choice of
Scope influences the range of diagnoses of Problem Management, for the coordination of
Change Management, ete. This choice is gathered from the Mission Statements that is set up
for the processes. The choice of Scope also partially is gathered from an analysis of the
services and their contribution to, or inpact on, the business activities of the customers.
Besides that the Scope can be gathered from the determination of a Service Level Agreement.

Detail CMDB

With the subdividing in levels a hierarchy ol components and units is ereated. Choices are
made on what main CI's are and in how many levels these CI's should be detailed, The
highest level is the TT-infrastructure itsell, The lowest useful level is the level where it is still
possible o conduel control. The embodying of a CT in the CMDDB is only effective when the
control over the CI and the indornmation that comes along with it are useful for other TTIL-
Processes.

With setting up the hierarchy of a CMDB the following rules apply:

7  When there are more levels, more information should be maintained. This involves more
work and results in a bigger CMDB.

7 When there are lesser levels, there is less control and information over the I'T-
infrastructure.

When the CMDEB does not have enough depth, changes to lower laying components cannot be
kept up with correctly. Each adjustment to components of a mother CL will result in an
alternative version of the mother CI; a PC that appears with two types of hard drives will then
have a version A and a version B, Should there appear many adjustinents on daughter
components, then the variation mnnbering eventually will be opaque and hard to keep up
with.

H1846S D.00 2410 hitp://education.hp.com

I LT T N O M T P P L L S ) ST e



Module 2
Configuration Management

Cls — Scope and Detail
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Module 2
Configuration Management

Naming and Attributes

Naming

The name of a Cl must be unique. Every CI in the controlled infrastructure must be identified
and we only can do this by giving this Cl a unique number. Like your car: this care is unique
in the whole world because of a combination of yvour license plate number and the
state/country where you live in.

Naming should be simple and logical. Simple becanse what's the need to make in diffienlt? IT
staff and customers must have a clue how to read and assemnbly the Cl identification. So try
as much as possible to find a logical and simple identification: like A1234567 instead of

PC_DBUILDA_LOK1.4 1234

Throughout the whaole lifecyele of a Cl the first given identification should stay the save, OF
course the exception makes the mle! So that's another reason why you should not implement
[ numbers as PC_BUILDA_LOK1.4_1234 because il is related Lo the building where it is
installed.

Attritnetes
The following attributes are examples that cowld be used in the CMDB. Note that hardware
CI types will have different attributes from software CI fypes.

Attribuite | Descriplion
CT Name | The wigue name by which this type of CIis known.
Copy or Serial The number that imiquely identifies the particular instances of
Number this CI, for example, for soltware the copy number, for hardware
the serial number. -
Calegory Classification of a CI (e.g. hardware, software, documentation)
Tvpe Description of CT type, amplifying ‘category” information (e.g.
| hardware conliguration, software package, hardware device).
Model Number Model of CI {corresponding, for example, to supplier's model
number (hardware) e.g. Dell model xxx, PClax model yyy).
Warranty expiry date  Date when the supplier's warranty expires for the CL
Version Number . The version number of the CL
Location The location of the CI, e.g. the library or media where the
software CT's reside, the site/room where a service is located.

Uwner Responsible | The name and/or designation ol the owner responsible for the CL
Responsibility Date | Date the above owner became responsible for the CLL

Source/supplier The source of the CI, e.g. developed in-house, bought in from
I company XXX efe.

Licence License number or reference to license agreement,

Supply Date Date when the CI was supplied Lo the organization.

Accepted Date Date when the CI was accepled by the organization

Status (current) The current status of the CI; e.g. under ‘test’, ‘live’, ‘archived’.

Status (scheduled) The next scheduled status of the CI (with the date or indication of |
the event that will trigger the status change).
Comment A conunent [ield to be used for textal narrative
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Module 2
Configuration Management

—— Naming and Attributes

* Naming Conventions
— Unique
— Logical
— Unchanging
— Suitable for the tools being used
» Examples of Attributes
— Cl Name
— Type
— Location
— Version
— Service Details

Student Notes
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Module 2
Configuration Management

- imijaét of Relﬁtiﬁns]ﬁp -

Enowing the relationships that the CI's have to each other is heneficial for all of the
Processes.

First of all it could be a tremendons help for the Service Lovel Manager. When creating a SLA
or OLA’s or contract, it is very important to know how the infrastructure is built and which
(Is are a part of the services being delivered. They also need to understand how end-to-end
services are configured,

Secondly, it is very beneficial for the diagnoses of tecludeal problems. Tt can be used for an
impacl analysis by seeing whal other Cls will / could be alfecled. 1L can be use Lo see i
incidents are related and can help with the investigation to find the root cause. If past change
records have been related this may highlight if the change was the cause of an incidenl or
problem.

If the Availability Manager wants to predict the availability of certain services it is important
that they arc able Lo allocate the C6's that are needed to deliver those services. Based on the
information that he/she has about those CT's and their relationships the caleulation can start.,

Last but not least, relationships are very important to used to analyze the impact of a change,
By seeing the relationship between the CI that has to be changed and other CI's the Change
Manager can set the category, can invite the right staff for the CAD and can decide what has
1o be done to make this change a success.

Typical relationships are:

= Is a component of; this is the mother-daughter relation of the Cl, like a floppy drive is a
component of a PC and a software-module is a component of a program.

Is a copy of; a copy of a standard model or a program.

Relafes fo; a procedure, an 5LA or a costumer area.

Relates with; for example a PC that is connected to a LAN-segment.

Is used by; like a C1 that is used by a service, so that costs and availability of the service
can be calculated, or a soltware module that is called on by several programs so that
'what the impact of an adjustment is' can be traced.

YW OV Y

As when determining the scope and detail, a thorough 'welghing one against the other' on
what is needed, the amount of work Lhat comes along with it and the available recourses for
that work, should be done with determining the necessary relationships.

Other types relationships:

EFC's; the relation with all RICs affecting this CL

Relation with Changes; the relation with of all change records affecting this CL
Relation with Problem; the relation with all problem records affecting this CI.
Relation with Incident; the relation with all incident records affecting this CI,

Yy
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Module 2
Configuration Management

Monitor

~ Keyboard
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Security
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Module 2
Configuration Management

Status of Cls

Reporting on the current and historical data regarding cach CI throughout its life cycle
enables changes to Cls and tracking of their records through various statuses. For example;

Ordered.

Received.

In development.

Tested,

Accepled.

(Change has been approved and taken into consideration in the planning, a new CI and
documentation (that is also a CI) is cotning.

In maintenance,

Diowm, in technical probleins.

Out of use, added to archives,

The order has been received or the adjusted version is available,
Active, the Cl is being used.

VWV YV Y

VVYVYY

Status reports should be produced on a regular basis and should show the current, previous
and planned states of CIs. These reports can be used to establish baselines and enable
changes to be traceable,
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Module 2

Configuration Management

Status of Cls
& ®
X o \E .ab
¢ @b s & & 63}“ N
¢ ¢ ¢ &S

*mﬁr_-=------— AL LTI LR LT L R L L eI L SR T I L L L T O I T T T O L O T TR e T o e ot i i M-:;I'*
Scope of the CMDB

Student Notes

http:/feducation.hp.com 217

H1846S D.00



Module 2
Configuration Management

Baseline

A configuration baseline is the configuration of a product or system established at a specific
point in time, which captures both the structure and details of a configuration. Itisa
reference for further activities. An application or software baseline provides the ability to
change or to rebuild a specific version at a later date.

Configuration baselines should be established by fornal agreement at specific points in time
and used as reference points for the formal control of a configuration. Configuration
baselines plus approved changes lo those baselines together constitute the currently
approved configuration. Specific examples of baselines that may he identified are:

# A particular standard’ CI needed when buying many items of the same type (e.g. deskiop
compuler) over a protracled period. [ some servers are (o include additional printed
cirenit boards, this could correspond to ‘haseline plus’. If all future desktop computers
arc Lo have these boards, a new baseline is created.

b o

An application Release and its associated documentation
o tobe reverted to (should exist physically and be capable of easy reversion)
 asthe state of software for distribution to remote sites
* as the state of software to he worked on in the future
+ asthe state a system should be in before it can be upgraded to accept new
hardware
* orsoftware.

Several baselines cormresponding to different stages in the life of a ‘baselined item’, can exist
at any given time — for example, the baseline for a software Release that i1s currently live, the
one that was last live and has now been archived, the one that will next be installed (subject
Lo change under Conliguration Management control), and one or more under test.
Furthermaore, if, for instance, new software is being introduced gradually on a regional basis,
more than one version of a baseline could be live’ al the same tme, Il is therelore best Lo
refer to each by a unique version number, rather than live’, mext’, ‘old’,

A configuration haseline is also a snapshot, or a position, that is recorded. Although the
posilion may be updated later, the condiguration baseline remains fixed as the original state
and is thus available to be compared with the current position. A configuration baseline is
used to assemble all relevant components in readiness for a change or release, and to provide
the basis for a configuration andit and regression, e.g. after a change. The Configuration
Management system should be able Lo save, protect and report on a configuration baseline,
its contents and documentation.
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Module 2
Configuration Management

Baseline

* Configuration Baseline
— Configuration of a product or system established
at a specific point in time, which captures both the
structure and details of the product or system

— A snapshot or a position, which is recorded.
Although the position may be updated later, the
baseline remains unchanged and available as a
reference of the original state and as a
comparison against the current position (PRINCE
2)

Student Notes
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Module 2
Configuration Management

Assets versus Configuration Items

Assel
Component of a business process like people, accommaodation, computer systetns, paper
records, fax machines, ete.

Configuration Tew (CT)

Component of an infrastrcture - or an item, such as a Request for Change, associated with
an infrastructure — and services, which is (or is to be) under the control of Configuration
Management. (CT's may vary widely in complexity, size and type - from an entire system to a
minor hardware component. Examples are: hardware, software, docwnentation, procedures,
functions, accommodations, services, servers, enviromments, equipment, network
components, desktops, mobile units, applications, licenses, teleconununication

Ceonifiguration Management Database (CMDB)

Many organizations are already using some elements of Configuration Management, olten
using spreadsheets, local databases or paper-based systems, In loday's large and complex IT
infrastructures, Configuration Management requires the use of support tools, which includes
a Configuration Management Database (CMDB). Physical and electronic libraries are needed
along with the CMDB to hold delinitive copies of software and documentation. The CMDB is
likely to be based upon database technology that provides flexible and powerful interrogation
facilities. The CMDB should hold the relationships between all system components,
including incidents, problems, known errors, changes and releases, The CMDDB also contains
information about incidents, known errors and problems, and corporate data about
emplovees, suppliers, locations and business units.

The CMDB may also be used to store and control details of IT Users, IT staff and business
units, although the legal implications ol holding information about people in the CMDB
should be considered. Storing such information in the CMDB would allow personnel
Changes to be related Lo Changes in Cl ownership.
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Module 2

Configuration Management

Assets versus Configuration ltems

* Asset
— Component of a business process

= Configuration Item (Cl)

— Component of an infrastructure - or an item
associated with an infrastructure - which is (or is to
be) under the control of Configuration
Management

* Configuration Management Database (CMDB)

— A database, which contains all relevant details of
each Cl and details of the important relationships
between Cls

Student Notes
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Module 2
Configuration Management

Essentials

Configuration Management is the basis of the whole TT Service Management framework.
Without it we cannat effectively and efficiently meet. the needs of our customer(s), It is
closely linked with all the other Support and Delivery processes, both supporting and
depending on them. Configuration Management should be planned and developed alongside
Lhem.

The Configuration Management Plan (Planning). This should cover up to the next six
months in detail then follow with an outline for the next twelve months. The plan itsell
should include:

Strategy, policy, scope, objectives, roles and responsibilities.
Processes and procedures,

CMDB, relationships with other processes,

Details about the resources required including fools.

b A S .

Tdentification. Identifying the configuration structures for all CT's, including their ‘owner’,
their interrelationships and documentation. Allocating identifiers and version numbers for
CT's, labeling each item, and enlering it on the CMDT

Control. Ensures that only authorized and identifiable CI's are accepted and recorded and
that no CI is added, modified, replaced or removed without appropriate controlling
documentation.

Status accounting. Recording information on the ¢urrent and historieal data for each 1
throughout its life eyele. Thus enabling Changes to CT's and their records Lo be Lraceable,

Verification and audit. A series of reviews and audits that verify the physical existence of
{T's and check that the CI's are correctly recorded in the CMDB.

Role in assessing the impact of changes. Facilitates Change Management by providing
information on the impact, cost, benefit and risk of proposed changes.

Scope & detail. The way the CMDB is built is very important. We only want Lo control what
is necessary for the organization, so make sure that evervbody is involved with the build of
the CMDT and that we constantly asks ourselves: is this information / are those measures
that we wanl,

Baseline. The conliguration ol a product or system established at a specific point in time,
which captures both the structure and details of a configuration. It is a reference lor [urther
activities and provides an ability to change or to rebuild a specific version at a later date

More than an assel register. Conliguration Management is far more than just good Asset
Management. Configuration Management maintains not only relevant inlormealion on the
assels themselves but also information about relationships between assets.
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Module 2
Configuration Management

Essentials

Goals

— Provide information about the |T infrastructure
— Monitor & Control the IT Infrastructure
Responsibilities

- Planning, ldentification, Control, Status Accounting,
Verification & Audit

— Role in assessing impact of changes
Configuration item

-~ Categories, Attributes, Relationships, Status, History, Unique
Ref. No.

Scope and detail (value of the information)
Baselines

Supports all other processes

More than an asset register

Student Notes
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Module 2
Configuration Management

Management Reporting

Management reports should be designed to support Service Management activities such as
progress monitoring, Configuration audits and service planning. The reports should be made
available for interrogation and trend analysis by IT Service Management and other groups
within the TT services structure. In general, IT SBervice Management should set the future
direction for Configuration Management in the light of these management reports, taking in
account the planned Configuration Management workload and growth.

Management reports for Configuration Management should cover the following:

# HResults of configuration andils.

#  Information on any non-registered or inaccurately registered Cls that have been detected
and the corrective action.

# Information on the nwmber of registered Cls and CT versions, broken down by CI
category, type and status (and possibly also by location or other CI attributes).

7 Growth and capacity information.

» Information on the rate of change of Cls/CMDB and the DSL.

#  Details of any backlogs of Configuration Management work or any delays caused by
Conliguration Management activities, and proposed remedies.

#» The Configuration Management staffing position.

» The amount of authorized work done out of hours by other IT service staff.

# The results of efficiency/effectiveness reviews, growth reviews and audits of the
Configuration Management system and proposals [or tackling actual or potential
problems.

#  Dala and analyses on the number of Cls by type (e, services, servers, routers, hubs,
software licenses, desktop PCs, efc).

# The value of Cls (or assets),

# The location of Cls by business unit, suppot group or service.
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Module 3 — Service Desk

Since IT Service Management is oriented around the delivery of predetermined levels of
service to end Users, it is sensible to install an organization whose fundamental directives are
Lo:

# Support the Users as thev require assistance in making use of services present in the IT
environment.

# Monitor the I'T enviromment for compliance with those predetermined service levels and
properly escalate incidents in service delivery when they arise.

The Service Desk has traditionally been perceived as a sort of catchall collection of
individuals who hopefully have the right technical expertise to answer virtually any tvpe of
question or complaint. As represented in ITIL, this Service Desk discipline has evolved Lo the

point where it can be executed with a high degree of efficiency, accomplished via several
factors:

# The "service" attitude is installed into the discipline's documentation, empowering the
Service Desk stall to focus not just on "xing this incident” but more on "imimediately
restoring service for the Tser”.

Rigorous processes are defined to facilitate the Service Desk's staff activities.
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Service Desk

Service Desk
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Module 3
Service Desk

Service Desk

Buzinesa - IT Alignme

_ OparationsBridge
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Module 3
Service Desk

Service Desk - Goals

The Service Desk provides a vital day-to-day contact point between Customers, Users, IT
services and third-party support organizations. Service Level Management is a prime
business enabler for this function. A Service Desk provides value to an organization in that it:

# Acts as a strategic function to identify and lower the cost of ownership for supporting the
computing and support infrastructure.

» Supports the integration and management ol Change across distributed business,
technology and process bonmdaries.

# Reduces costs by the efficient use of resource and technology.

= Supports the oplimization of investments and the management of the businesses support
services.

# Helps to ensure long term Customer retention and satisfaction.

# Assists in the identification of business opportunitics.

Strategically, for Customers the Service Desk is probably the most important function in an
aorganization. For many, the Service Desk is their only window on the level of service and
professionalism offered by the whole organization or a department. This delivers the prime
service component of ‘Customer Perception and Satisfaction’. Tnternal to the IT function,
Lthe Service Desk represents the interests of the Customer to the service team

Other objectives are:

When a service has been interrupted, the goal of some processes is to restore the service,
The Service Desk is the organization that facilitates the other processes. This means that the
Service Desk is responsible for a service event from start to finish. While other functions -
such as Znd, 3rd line support - will assist for resolution the Service Desk retains
“administrative” control over the incident. Another objective is to be the Single Point of
Contact (SPOC) between Customers, Users, IT services and third-party support organizations
for all IT related needs, questions, complains, remarks and changes

= The Service Desk should support business activities by inderstanding TT in a business
context and suggesting improvements in service provision.

The Service Desk will generate managerment reports,

The Service Desk will conununicate Lo the customer ahout there service calls,

The Service Desk will promaote their benefits to the entire organization.

YV VY

Service Desk is not chartered with finding the root cause of a service interription: that
responsibility lies within Problem Management.
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Module 3
Service Desk

Service Desk — Goals

* To provide a vital day-to-day contact point
between Customers, Users, IT services and
third-party support organizations

* To provide primary contact point for all Calls

* To facilitate the restoration of normal
operational service with minimal business
impact on the Customer within agreed service
levels and business priorities

* To generate reports, to communicate and to
promote

To provide value to an organisation

Student Notes
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Module 3
Service Desk

Service Desk - Responsibilities

The Service Desk has a lot of activities. The most important are:

Receiving, recording, prioritizing and tracking service calls.

Monitoring and status tracking of all registered calls.

Escalation and referral to other parts of the organizations.

Reporting about calls and quality of the desk,

First Line Support (not for Call Centers).

Keeping customers informed on request status and progress.

Monnitoring and escalation procedures relative to the appropriate SLA.
Commumicating planned and short-term changes of service levels to customers.
Coordinating sccond-line and third-party support groups.

Providing management information and recommendations for service improvement.
Highlighting customer training and education needs.

Closing incidents and confirmation with the customer.

Contributing to Problem identification.

YoV W

VYV YVVYVVYVYY

Providing Customers and Users with confinmation that their request has been accepted and
its progress, is one of the most important roles of the Service Desk. Yet very few
organizations have the staff resources to focus on and maintain this activity. As stated
earlier, the use of technologies, such as email, will assist in this. However the real challenge
is to create a personalized bond with customers, even through electronic conununication,
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Module 3
Service Desk

—— Service Desk — Responsibilities

* Receiving, Recording, Prioritizing and Tracking
service calls

* Monitoring and Status Tracking of all registered calls

» Escalation and Referral to other parts of the
organizations

* Reporting about calls on quality of the desk
* First Line Support (not for Call Centers)

* Keeping customers informed on request status and
progress

* Coordinating second-line and third-party support
groups

» Closing incidents and confirmation with the customer

Student Notes
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Module 3
Service Desk

Different Desks

Call Center

A Call Center's emphasis is on handling large volumes of telephone-based Lransactions.
Normally a Call Center will not react to those transactions but only register them and refer
them to other parts of the organization.

Help Desk

The pritnary purpose is to manage, coordinate and resolve incidents, as quickly as possible
and to ensure that no request is lost, forgotten or ignored. Links to Conliguration
Management and knowledge tools are generally used as supporting technologies. A Help
Desk normally does not handle more than incidents. You can have a skilled and imskilled
Help Desk. Anunskilled Help Desk does nol handling a lot of incidents, however it is nol the
same as a Call Center

Service Desl

The Service Desk extends the range of services allowing business processes to be integraled
into the Service Management infrastructure, Tt not only handles Incidents, Problems and
questions, but also provides an interface for other activities such as customer Change
requests, maintenance contracts, software licenses, Service Level Management,
Configuration Management, Availability Management, Financial Management for IT Services,
and IT Service Continuity Management.

Many Call Centers and Service Desks naturally evolve into Service Desks to improve and
extend overall service to the Customers and the business, All three functions share common
characteristics: they represent the service provider to the Customer and to the User (internal
or external) they operate on the principle that customer satisfaction and perception is critical
they depend on blending people, processes and technology to deliver a business service.
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Module 3
Service Desk

—— Different Desks

e Call Center
Handling large call volumes of telephone-based
transactions, registering them and refering them to

other parts of the organization

* Help Desk
Managing, coordinating and resolving Incidents as
quickly as possible

» Service Desk
Allowing business processes to be integrated into the
Service Management infrastructure. It not only
handles Incidents, Problems and questions, but also
provides an interface for other activities

Student Notes
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Module 3
Service Desk

Inputs and Outputs

Customer interaction is no longer restricted to the lelephone and personal contact. Service
can be greatly enhanced and extended to the Customer, Users and support stafl by expanding
the methods for registering, updating and querying requests. This could be: using email and
the Internet/Intranet for remote offices, although Fax can also be a valuable tool. These
methods are best exploited for activities that are not business-critical, which include
registering non-urgent. Incidents or requests, such as:

Incident product purchases.

Applicalion queries,

Requests for equipment moves, installations, upgrades and enhancements.
Requests [or consuwmables,

L& v \_.-' '\

For the support team, a nuwmber of benefits are derived, including:

# Support personnel are freed from unnecessary telephone interruptions.
# Workloads are hetter managed.

The usage of form-based inputs increases the integrity of the data supplied and assists in
allocation to the best-suiled support specialist, team or department. The Service Desk tool
should antomatically provide the Customer or User with a receipted unique reference
munber, which also allows for online querying of the request’s progress.

Providing Customers and Users with confirmation that their request has been accepted and
its progress, is one of the most important roles of the Service Desk. Yel very few
organizations have the staff resources to focus on and maintain this activity, As stated
earlier, the use of technologies, such as email, will assist in this. TTowever the real challenge
is lo create a personalized bond with customers, even through electronic communication.
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Module 3

Service Desk
Inputs and Outputs
Telephons Fax
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Madule 3
Service Desk

Structures: Local Service Desk

Traditionally, organizations have created local support desks to meet local business needs.
Local Service Desks are also implemented for local support on site. If your organization is
maintaining several local support desks, it is important that operational standards are
introduced.

Considerations for implementing a local Service Desk structure include:

» Establishing comimon processes across all locations and, where possible, common
procedures,

7 Making localized skills known and available Lo other Service Desks.

Ensuring compatibility ol hardware, software and network infrastructure.

# Using the same escalation processes, and the same impact, severity, priority and status
codes across all localions,

# Using commaon management reporting metrics.

Ising a (logically) common shared database.

& Il available, putting in place the ability to pass or escalate requests between Service
Desks. preferably automalically.

S

i 1
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Module 3
Service Desk

Structures: Local Service Desk
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Module 3
Service Desk

Structures: Centralized Service Desk

Local Service Desks are practical but because of multiple locations you are duplicating skills
and resources and that is expensive. Therefore it is good to establish a central Service Desk
if the kind of support allows it and if it is technically possible. In this option, all service
requests are logged to a central physical location. If your organization has multiple locations,
having a central support service has major business benefits, including:

# Heduced operational costs.
#» Consolidated management overview.
7 linproved usage of available resources.

O course other parts of the services still have to be supported on location. That’s why you
see a lot of organizations where Local and Central desk are combined.
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Module 3
Service Desk

— Structures: Centralized Service Desk

Cuslomer Customr Custormer
Site 1 Site 2 | Site 3
Centralized First-tine Suppart
Service Desk
| Second-line Support
L 4 L 4 L 4 k4 A 4
Dieskiop Network Applicaton gﬁﬁ?ﬂsﬂ Third Party |
Support Suppart Supoart ‘iurlpnr'- Suppart
Student Notes
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Module 3
Service Desk

Structnres: Virtunal Service Desk.

To a great extent the physical location of the Service Desk and the associated services arc
irmunaterial, due to advances in network performance and telecommunications. The “Virtnal
Service Desk' can be situated and accessed from anywhere in the world. If vour organizalion
has multiple locations, a single global support Service Desk has similar business benefits to a
Central Service Desk

However, the prime operational restriction to the Virtual Desk is the need for a physical
presence by a specialist or replacement engineer.

Considerations when setting up a Virtual Service Desk inclnde the following:

# All persons accessing the Virtual Service Desk should use comumon processes, procedures
and terminology,

» A common, agreed-on language should be used for data entry.

» Customers and Users still need to interact with a single point of contact. Consider global
telephone numbers, local munbers that route to the Virtual Desk and Automatic Call
Distribution (ACD) technology.

# There will be the need [or a physical presence on site by a specialisl or maintenance
engineer from time to time.

» Network performance should be *fit for purpose”. This should be reviewed In terms of

forecast workloads. For example, il the local Service Desk in Holland is only handling

ten requests a day, then network volume may not be a major consideration. However, a

narrow bandwidth is not practical il several hundred requests are processed.

For the Virtual Desk, the support tools in place should allow for ‘workload partitioning’

and authorized views. (For example, if [ am the person looking after local support in, say,

Amsterdam, | only want to see requests for that location.) This should include other

associated processes and related data, such as planned Changes, asset and configuration

data.

#  Consistent ownership and management processes lor Incidents should be used
throughout the Virtual Service Desk, with automated transfers of Incidents and Incident
views between local desks.

3
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Module 3
Service Desk

Considerations

Establishing a Service Desk is not easy. Therefore here some fips.

}

o
P

First establish that the business need is clearly identified and understood. Without this it
is very hard to implement a desk.

Make sure management commitment, budget and resource are made available, All kinds
of processes and procedures have to be implemented, tools have Lo be deployed and roles
and responsibilities defined. Without management commitment this is not going to be
enforced.

Ensure the proposed solution aligns with your service support strategy

TIdentify, achieve and communicate quick wins, Good publie relations and fast results are
going to help you to promote the desk.

Define clear objectives and deliverables

Start simple; don't try to do everything at once; Adopt a phased approach.
Involve/consult your customers and end users Don't use jargon but speak their language,
Talk with them about their expectations and explain them your objectives and task

Sell the benefits to support staff. Tell them that one Single Point of Contact is also in
their benefits. They will have more time to do the “real” work.

Train I'T staff to be service stalf, Communication is one of the most critical success
factors. Service Desk should not be technical focused but service oriented.

Educate customers and users in the nuse of the new service and its benelits

Advertise and ‘sell’ your service,

When preparing to sel up a Service Desk, il possible, provide a roomvlocation away from the
main support area with:

Y VY Y

YWY

s

A pleasant and comfortable area for Customers and Service Desk stall

A low noise cnvironiment

Privacy

Tnstall a library of all your product, hardware and software docwnentation and reference
material used by Cuslomers

Ensure an up-to-date Service Catalogue is available at all times

Install conference phone facilities and hands-free units

Provide seating and desk space for round-table discussion — this helps defuse any ‘them
and us’ sitation

Provide beverage facilities to ofler Customers, or at least casy access to them

Publish to the Customer base the location of the unit and its operating times.

When considering the level of service and the environment being provided, ask yourself
Is this how [ would like to be treated?
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Module 3
Service Desk

—— Considerations

+ The business need is clearly identified and understood

+ Management commitment, budget and resource is made
available

+ |dentify, achieve and communicate quick wins
+ Define clear objectives and deliverables
+ Start simple; don't try to do everything at once

» |nvolve/consult end users and customers and educate them
on the new service and its benefits

+ Sell the benefits to support staff
* Train IT staff to be service staff
+ Advertise and ‘sell’ your service

Student Notes
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Module 3
Service Desk

Essentials

“Gorly, The mangoaks vithe Service Desicarer -~ -

» Toacl as the SPOC between Users and IT Service ‘hland,y:{m*m

» To facilitate the restoration of normal service as soon as possible. They are not
concerned with finding the underlying root cause of incidents; this is the responsibility of
Problem Management.

» To provide an interface for the other Processes, provide information on service
performance, and Lo act as the marketing tool for IT.

Responsibilities

# The Service Desk plays a key role in the Incident Management Process by receiving,
recording and tracking all incidents and service requests, They are responsibility for all
calls from registration to closure even when other parties are carrying out the resohition.

» Escalation Management. Telephone pick-up timnes and telephone talk times are key
influencers on Customer perception, it is vital that, if these arce in place they are
commmicated and monitored. The Service Desk is also responsible for managing urgent
requests and service breaches. There should be clear procedures [or all these situations

= Referral. A main responsibility is in making an initial assessment of requests, attempting
Lo resolve them or passing them on to the relevant support group as outlined in the SLA..
They also

Support Changes. By providing an interface for RFCs and supporting the integration and
management of change across distributed business, lechnology and process boundaries.

Inpels and outputs. Customer interaction is no longer restricted to the telephone and
personal contact, email and the Internet/Intranet and lax can also be valuable tools. The
usage of form-based inputs increases the integrity of the data supplied and assists in
allocation to the best-suited support specialist, teain or department. It is important Lo
remember though, providing Customers and Users with confirmation that their request has
been accepled and its progress, is one of the most inportant roles of the Service Desk. The
real challenge is to create a personalized bond with customers, even through electronic
cominunication.

Types of Service Desk. Selecting the right Service Desk structure will be dependent upon a
nurnber of factors. There is no “universal” configuration that will suit all. Flexibility is
cricial however as when business requirements change the support needs to be adaptable
enough to change with it. No matter what type of desk is in place, Local, Central or Virtual or
any combination ol these, all of the above goals, responsibilities ete. still apply.

Considerations, It is imperative that the business needs and goals have been clearly defined
and understood. The second step is Lo gain management commitment at the most senior
level to budget and resources.  Next look at where you can make an immediate positive
impact and gain some quick wins ensuring the benefits of your services are well defined, not
only with the Customer but with TT management and other support staff. Make sure you
conununicate vour objectives and give regular progress reports. Involve Users, Customers
and other support stafl whenever possible in process and procedure design, Provide training
for evervone. Advertise and sell your service.
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Service Desk

Essentials

Goals

— Provide a SPOC for all Users' requirements

- Facilitate the restoration of normal service ASAP

— Deliver high quality support to meet business goals

- Support Changes, generate reports, communicate &
promote IT

* Responsibilities
— Receive, record & track all calls
— Escalation and referral
— Play a key role in the management of the incident lifecycle
* Inputs & Outputs
» Types of Service Desk — Local, Central, Virtual
+ Considerations

* Hemember: The Service Desk is a function and not a process

Student Notes
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Module 4 — Incident Management

Since IT Service Management is oriented around the delivery of predetermined levels of
service to end Users, it is sensible to install an organization whose fundamental directives are
Lo:

Mowitor the IT envivonment for complianee with those predetermined service levels and
properly escalate incidents in service delivery when they arise,

The Incident Management fimction has the responsibility to solve incidents as quickly as
possible,

Indeed the importance of the Incident Management process can be siunmarized as follows:
when a User experiences an incident the Incident Management process will make sure that
Lthe User's service will be on-line again as quickly as possible.
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Incident Management
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Incident Management

Incident Management

= Business - IT Alignmant
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Incident Management

Incident Management - Goals

The main objective Incident Management is to:

#» Resolve the service event as quickly as possible, at least within the targeted time as
documented in the service level agreement,

# To keep comumunication going between the IT organization and their customer about the
status in relation to a service event (e.g. Escalation, estimated time until solved ete).

Evaluate an incident to determine whether it is likely to reoccur or is the symplom ol a
chronic problem. If it is, inform a Problem Manager about this,
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Module 4
Incident Management

Incident Management — Goals

* To restore normal service operation as quickly as possible
* Minimize the adverse impact on business operations

* Ensuring that the best possible levels of service quality
and availability are maintained according to SLA's

Student Notes
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Module 4
Incident Management

Incident Management — Responsibilities

Mmeident delection and recording.

The Service Desk is responsible for recording and monitoring the resolution of all incidents;
this is a very reactive process. To enable ellective and efficient reaction a formal method of
working must be implemented. At this point they record basic details of the Ineident, alert
specialist support groups as necessary and start procedures for handling the service request.

Classification of all incidents and initial support.

This is the process of identifying the reason for the incident and hence the corresponding
resalution action., Iere the CMDBE can be checked for known errors and problems, an
assessment of the impact and urgency can be made to help define priority and some initial
support given. Typically the initial support could be providing a work around. Many
incidents are regularly experiences and the appropriate resolution actions are well known.

Investigation and diagnosis.

After an initial assessment of the Incident further relaled information is collected and
analyzed. The investigation and detection may become an iterative process, starting with a
different specialist support group and [ollowing elimination of a previous possible cause. It
may involve multisite support or even outside vendors. It demands a rigorous, disciplined
approach and detailed recording of actions Llaken with corresponding results.

Resolution and recovery.
The Incident has been successfully resolved or circumvented or a RFC has been raised.

Incident closure,

This can only be done once the User is salislied with the resolution or work-around. At this
stage the Service Desk should ensure that:

s details of the action taken to resolve the Incident are concise and readable

» classification is complete and accurate according to root cause

s the resolution is agreed with the Cuslomer

» all details applicable to this Incident are recorded

Inciden! coridrol,

See the Incident Life Cyele slide and notes that follow.
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Incident Management — Responsibilities

Classification of all
Incidents and initial
support

Incident
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recording

Incident
Management
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& diagnosis

control
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Module 4
Incident Management

Terminology

Incidend

Any event that is not part of the agreed service is called an incident. Most of the time this
incident interrupts the service, occasionally it only reduces the service. In 99 out of 100 cases
the incident has already interrupted or reduced the level of service...but in that one time stall
can see it coming. Even then it is necessary Lo register the incident but hopefully it can be
solved before the customer is affected.

Workaround

This is a method of bypassing an incident or problem either from a temporary fix or from a
technique that means the Customer is not reliant on a particular aspect of the service thal is
known to have a problem. Tt is usually the [irst solution that restores the service. It is not a
permanent solution bul something that is implemented to gel the service up and running. A
workaround usually will reduce the service for example: reroufing print jobs Lo another
printer in the same building is a workaround. The user can get the prints but has to walk a
distance to get it

Service Reguest

This can be surmised as every incident not heing a failure in the I'T Infrastructure, A service
request could be a request for information or a change request related to one of the services
that an organization is delivering.
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Module 4
Incident Management

Terminology

* Incident

Any event which is not part of the standard operation
of a

service and which causes, or may cause, an
interruption to,

or a reduction in, the quality of that service
» Work-Around

Method of avoiding an Incident or Problem
* Service Request

Every Incident not being a failure in the IT
Infrastructure

Student Notes
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Module 4
Incident Management

The Incident Life Cycle

Incident Detection & Recording.

Customer interaction is no longer restricted to the telephone and personal contact. Service
can be greatly enhanced and extended to the Customer, Users and support staff by expanding
the methods for registering, updaling and gqueryving requests

Registration of data according to the interruption or reduction of the service is very
impaortant for:

# Tracking the incident throughout the whole incident life eycle.

» Adding useful information that can help, inform and assist support organizations so they
are able to {ind a solution or & workaround (sooner).

Gathering historical information for future use,

Collecting information (e.g. For reports) about number of incidents, efliciency,
availability and trend analysis and olther management purposes,

VoY

Classification and Initial Suppori.

The Service Desk determines the priority of incidents as they receive them. In consultation

with the Customer, the Service Desk will calculate the priority lrom the inpact and urgency
of the incident. Recording priorities in o SLA then making that SLA available to the Service

Desk staff can greatly assist this step in the life cycle. The call is categorized (e.g. hardware,
software) and the Service Desk operator should earry out incident matching.

Consulting the CMDEB is necessary to get wove information about the service that is
interrupted, the SLA data, the CI's that arve related lo this service and hopefully related past
incidents, now ervors and change records.

Service Reguest o Tncldendt.

If the call is a Service Request then the Service Desk operator follows the appropriate Service
Request procedure, If it is an incident, after providing some initial support (assess incident
details, find quick fixes) they will resolve it or forward it on to 2™ or 3" line support for
further investigation.

Investigation and DMagnosis,
Other support groups will start analyzing the incldent with the only parpose to find a
permanent solution, or - if this is not possible - to find a workaround.

Resolution and Recovery.

After successiul execution of the resolution or some cirewmvention activity, service recovery
can be affected and recovery actions carried out, often by specialist staff (2™ or 3™ support).
The Incident Management system should allow for the recording of events and actions during
the resolution and recovery activity.

Incident Closure.

If a permanent solution or a workaround is found this is inplemented and the service
restored. The solution group will inform the Service Desk staff who will liaise with the
customer to check if the offered solution / workaround has restored the service to their
satisfaction. If this is the case then the Service Desk staff can close the incident.

H184&%5 D.00 410 http:/leducation.hp.com
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Incident Management

—— The Incident Life Cycle
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Incident Closure
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Module 4
Incident Management

Throughout the whole process the Incldent Manager has a responsibiiity to track and monitor
progress and quality as well as providing necessary reports. In most cases the Incident
Management role will be taken on board by the Service Desk Manager. The Service Desk
also has a responsihility 1o keep the Customer / User informed at all times about the progress
of the call.
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Module 4
Incident Management

Classification - Prioritization

The Service Desk determines the priority of incidents as they receive them. In consultation
with the Customer, the Service Desk will caleulate the priority from the impact and urgency
of the incident, considered against the eriteria deseribed in the Service Level Agreement.
Impact is determined by the effect upon the activities of the business and urgency is
determined by how quickly the incident needs to be resolved.

When determining priority Service Desk staff should take into consideration:

Potential cost of non resolution,
Threat of injury to customers or staff,
Legal implications,

Disruption to customers and stafl

LT

Limpaet is NOT about the technical complexity of resohition.

By prioritizing calls at this point, 2nd line support can easily determine which calls need more
urgent attention than others and in what order. Priority is not simply about queuning incidents
for resolution: it is also about the resources (time, staff, expertise, research and 3rd party
support) that will be allocated to resolution. In practical terins, sometimes a low priority
incident may be allowed Lo miss its resolution target time, so that a higher priority incident
can be dealt with within target.
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Incident Management

Classification — Prioritization

* Impact
— Evidence of effect upon business activities
— Service Levels in danger
* Urgency
— Evidence of effect upon business
deadlines
» Prioritize resources
— Manpower
— Money
—Time

Student Notes
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Module 4
Incident Management

Classification - Categorization

o mntnameatioan of incidante can sencheo a firct clbon lonearde nenoblam definition. This
A pan H_-‘Ll"l.ﬁ'lJJ.JJ'.‘J.I.J.l.JJ.I. AL AL ELA AL LA ol b R R L L B R LR e ) e e i h  a -

demonstrates the need for Incident Management and Problem Management to establish
conunon categorization terminology.

Appropriate categories should be created both for recording reported incidents (usually in
Customer terms) and for recording the finally detected causes (usually in technical terms).

Categorization of incidents and problems and creative analysis may reveal trends and lead to
the identification of specific problem areas that need finrther investigation,

Examples of incident categories are:

= Application
» Service nol available
o Application bug/query
» Hardware
e Automatic alert
e Printer nol printing
#  Bervice Request
+ Password forgotten
#  Becurity Ineident
«  Virus
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Module 4
Incident Management

——— Classification — Categorization

Exampies of Incident categories are:

» Application
— Service not available
— Application bug/query
* Hardware
— Automatic alert
— Printer not printing
» Service Request
— Password forgotten
* Security Incident
— Virus

Student Notes
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Module 4
Incident Management

Classification - Matching

After categorization the incident should be matched with the incident, problem and known
error database to see il any incidents with the same or similar symptoms already exist. Tf
they do exist most likely there is a workaround that can be used Lo restore the service.
Another alternative is that there is an outstanding incident that the new one can be related to.
For example:

A user contacts the Service Desk to inform them he is having problems sending emails, the
call is recovded. The Serviee Desk then receives five more calls from five different users all
cxperiencing the same problem. In this siluation the five new calls can be “related” to the
Sirst incident,

If the incident cannot be matched then it is a unique incident and must be recorded as such.
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Module 4
Incident Management

Classification — Matching

Open
Incidents

Is the Incident already called in?
Is this incident related to an existing problem?
Is there a known workaround?

Student Notes
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Module 4
Incident Management

Routing Incidents

Often, departments and (specialist) support. groups other than the Service Desk are referred
Lo as second- or third-line support groups. These support groups generally have more
specialist skills, lime or other resources to solve ineidents. In this respect, the Service Desk
would be first-line support.

The diagram opposite illustrates the different roles plaved during the Incident Life Cycle.
Below demonstrates a step by step procedure.

Step 1: Attempt to resolve Incident by the service desk:
Perform initial evaluation and search for solution or workaround. If solution is found close
the incident. If not refer to the next level.

Step 2: Assign Service Call to 2" line support:

If no solution can be found at the service desk refer to second line support. If 2" line support
can find solution, refer back to service desk who will close the incident. If not refer to the
next level

Step 3: Assign Service Call to 3™ line support:

If no solution can be found at the 2™ line support refer to third line support. If 3™ line support
can find solution, refer back to service desk who will close the incident. If not refer to the
next level.

Step 4: Assign Service Call to Specialist:
If no solution can be found at the 3™ line support refer Lo a specialist. I the specialist can find
solution, refer back to service desk who will close the incident.

If it is not clear which support group should investigale or resolve a User-related incident, the
Service Desk, as the owner of all incidents, should coordinate the Incident Management
process. If there are differences of opinion or there are any other issues arising, then the
Service Desk should escalate the incident to the Problem Management team.

Note that third- and/or second-line support may inchide external suppliers, who can be given
direct access to the incident regisiration tool,
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; | Resalution, o
Diagnose : | Fecovery

Elcetlera
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Module 4
Incident Management

Escalation and Referral

Tneident routing is called horizontal escalation or referral and primarily takes place because
of a lack of inowledge or expertise. When referring incidents care should be taken by the
Service Desk that SLA resolution times are not exceeded.

ITierarchical or vertical escalation can take place at any moment during the Incident Life
Cycle. It usually occurs when major incidents are reported or when it becomes apparent that
an incident will not be resolved in time and SLAs are in danger. This allows the relevant
authwority to take corrective action.

Escalation or Referral NEVER turns an incident into a problem, although it may result in
ownership of an incident passing to the Problem Manager for administrative reasons and/or
the identification ol an associated problem. Problems are NOT simply very serious incidents.
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Module 4
Incident Management

Escalation and Referral

Inform / Support
(vertical escalation)

Knowledge (functional escalation)

Student Notes
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Module 4
Incident Management

Essentials

(roals

The goals of Tncident Managemenl are to remedy as quickly as possible failures or potential
failures in the service to customers. Customers should suffer as few failures as possible and
must be able to continue their daily work as quickly as possible.

The Incident Management process also plays a role in ensuring service guality and that
agreed service levels are met.

Responsibilities
Usually there is a clear point of contact in the organisation, where the customer can obtain
information and report incidents: in [TIL this is the Service Desk.

After the customer has reported an incident, or after receiving such a report from an
automated system, the Service Desk records the relevant data in as much detail as possible.
Recording is important in order to keep an eve on the status of incidents. Further, the
Service Desk sels priorities for the solving of the incident and categorizes it for resolution
and referral. Subsequently it will try Lo match it: i.e, it will check whether similar incidents
have oceurred before and what solution was then applicable. If the incident has not occurred
before, the Service Desk, possibly supported by a ‘second line’ member of staff, will carry oul
an investigation in order to resolve the incident. If the incident manager does not succeed in
concluding the investigation within the sel criteria (Tor example, time, lack of expertise), the
problem management process will be initiated. The most important thing is to resume the
service to the customer as quickly as possible. The incident can be closed only after the
custoier is satisfied.

As a result of these procedures, there is a clear point of contact for the client as well as
insight into the incidents ocowrring and a guaraniee that service will be resumed as quickly as
possible.
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Module 4
Incident Management

Essentials

*» Goals
— Restore service ASAP whilst minimizing impact
— Ensure service quality and availability meet SLA's
+  Responsibilities
— Incident detection & recording
Classification and initial support
Investigation & diagnosis
Resolution & recovery, Incident closure
Incident Control
— Incident ownership, monitoring, tracking & communication
» Concentrates on Incident Lifecycle Management
» (Classification — Priority & Category & Incident Matching

Student Notes
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Module 4
Incident Management

Management Reporting

Reporting is VERY important. Quality Improvement is fundamentally based on
[INFORMATION; there will be no information without high quality registration and flexible
reporting.

# For the Service Level Managers / Account Managers it is vital Lo have reports lor their
customers, that can give information about performance in relation to the agreed
performance in the SLA's. This information also provides input for negotiation of the
service levels in future SLA's,

» For {incident) management if. is important to know ahout how the Service Desk /
incident management process performs, How effective is the stalf with handling calls.
Diid they refer the calls to the right support group? How many incidents where solved
within the Service Desk / 1st line support? Were the termns in the SLA met?

# For other parts of the organization and the process managers it is important to know
how reliable CT's are. What the downtime was on CI's? What type of incidents
ocourred? Were incidents related to bad changes, capacity issues or security issues?

sSuggested reports:

Daily reviews of individual Incident and Problem statug against service levels, E.g. areas
requiring escalation by group; possible service breaches; all outstanding Incidents.

Weekly management reviews. E.g. service availability; major Incident areas; related Incidents
that require Problem records to be generated; Known Errors and required Changes; service
breaches: Customer satisfaction; frends; major services affecting the business; stafl
workloads.

Monthly management reviews. E.g. service availabilily; overall performance, achievements
and trend analyses: individual service target achievements;, Customer perceptions and levels
of satisfaction; Customer training and education needs; support staff and third-party
performance; application and technology performance; content of review and reporting
matrix; cost of service provision/failure.

Proactive service reports. Consider the following reports to aid this:

Planned changes for the following week

Major incidents/problems/changes from the previous week

Unsatisfied’ customer incidents from previous weeks

Previous weeks’ poorly performing infrastructure itemns (e.g., server, network,
application).

YV VY
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Module 5 — Problem Management

This module introduces the [TSM discipline of Problem Management, which is aimed at
handling all types of failed IT services. Its main objective is to identily the root causes of
those failures and recommending changes in Configuration Items (CIs) to Change
Management. The Problem Management processes use information collected from a variety
of other areas, including Incident Management and Change Management.

Problem Management focuses on these areas:
# Problem control: getting to the root cause of incidents,

% Error control: correcting problems, management information related Lo problems, and
known errors
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Problem Management

Problem Management

H1846S D.00 5-2 http:/feducation.hp.com

™ La=gi=rn | = 2 » 2. B T e



Module 5
Problem Management

Problem Management

Business - IT Afligniment S Operalions Bridge
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Module 5
Problem Management

Problem Management - Goals

The first objective of Problem Management is to minimize the adverse iimpact of incidents
and problems on the business that are cansed by errors within the IT Infrastructure. The
second one is to prevent recurrence of incidents related Lo these errors. In order to achieve
this goal, Problem Management seeks to get to the root cause of incidents and then initiate
actions to improve or correct the situation. Part of Problem Management's responsibility is
to ensure that previous information is docwnented in such a way that it is readily available to
first-line and other second-line staff.

The Problem Management process has both reactive and proactive aspects, The reactive
aspect is concerned with solving problems in response to one or more incidents. Proactive
Problem Management is concerned with identifying and solving problems and known crrors
before incidents ocour in the first place,
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Module &
Problem Management

Problem Management — Goals

* To minimize the adverse impact of Incidents and Problems on
the business that are caused by errors within the IT
Infrastructure

» To prevent recurrence of Incidents related to errors
» Improve productive use of resources

Student Notes
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Module 5
Problem Management

Problem Management — Responsibilities

¥

Problem Control. This part of the process is where problems are identified and
recorded. Fach problem is then classified before being allocated Lo the appropriate
support group who will perform rool cause analysis in order to find a permanent
solution.

Known Evror Control. This part of the process is about controlling the known errors

33w

“ratid generating RECs to Change Matiagettieno to rémove ihe known errors irom Lhe

infrastructure. It maintains the knowledge and known error / workaround databases.
It publishes the known errors so that the Incident Process can solve incidenls sooner
and it will investigate whether or not problems and/or known errors are also present
in other parts of the controlled infrastructure.,

Assist with handling of major incidents, Major incidents are those that have an
extreme impact on the TUser community. The Service Desk notifies the Problem
Manager who, in these circumstances, should arrange a formal meeting with relevant
support staff.

Proactive Prevention: Prevent the introduction of new incidents, problems. For
example, preventlalive maintenance, communicating with other departments such as
software development, and trend analysis,

ldentifying Trends. This part of the process il to do wilth actively monitoring
incidents and, with the use of statistical methods tries to identify trends so that
problems can be recognized. Trends alone are usually not enough to identify a
problem. Some human expertise is necessary to determine if the trend actually leads
Lo a problem,

Managemendt info. Creates reports aboul the effectiveness and performance of
Problem Management and supplies this information 1o management and other
processes

Completing major problem reviews. Problem management files requests for change.
Only after the implementation of a change the determination can be made whether
the change actually did what problem management hoped for: the reduction or
elimination of incidents. The Post Implementation Review (PIR) checks if that is the
case.
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Problem Management

Problem Management —
Responsibilities

Problem
Control

Completing
Major Problem
Reviews

Problem
Management

Assist with
Handling of
Major
Incidents

Management
Information

Proactive
Prevention
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Module 5
Problem Management

Problem
Unknown root canse of one or more incidents,

It can also be deseribed as a condition identified as a result of multiple incidents that exhibit
commaon symptoms. Problems can also be identified from a single significant incident.

Known Evror

An incident or problem for which the root cause is known and for which a temporary
workaround / (ix or a permanent solution has been found. It remains a kmown error unless it
is permanently fxed by a change,
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Module 5
Problem Management

Terminology

* Problem

— The unknown root cause of one or more
incidents (not necessarily - or often -
solved at the time the incident is closed)

e Known Error

— A condition that exists after the successful
diagnosis of the root cause of a problem
when it is confirmed that a Cl is at fault.
(The error is removed by implementing a
change)

Student Notes
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Module 5
Problem Management

Problem Control

Identification the ways to identify a problem are:

# II'there was an incident with considerable impact that has been solved the Problem
Manager should immediately register a problem right so an investigation can be launched
to find the root cause.

During trend analysis a number of incidents with similar symptoms may be discovered.
Someone discovers a source of potential problerns,

It an ineident is closed with the code *workaround”

If a problem is forwarded from another domain.

LR S

Classification The step to collect data so the problem can be categorized and prioritized:

Which CT's are involved?

What are the related incidents?

What are the symptoms?

Whal are the causes?

What are the resolutions / work around?

What are the changes related to this CT's?

What service levels are related?

Whal is the danger?

Which customers are involved?

How much time do we need to (hopefully) find an answer (both duration and effort)?
How urgently needs the problemn to be solved?

How high is the possible positive benefit if we solve the problem (impact)?

L \_." LE "_.' y \_.' N "'_-' ! '\_.' L H

Assign Resowrces

Classification (categorization and prioritization) of a problem enables the appropriate
resources to be assigned (or reassigned). This ensures that problems are handled efficiently
and effectively, it also highlights those with the highest business impact.

I'nvestigation and diagnosis

The aim of investigation and diagnosis is to detect the underlyving cause of one or more
incidents. Investigation activities should include available workarounds for the incidents
related to the problem, as registered in the incident record database. Records of recent
changes should also be interrogated, because these may provide pointers to the cause.
Historical information of CI's (from the CMDB) could be useful as well.

Establish Known Error
After the previous phase the known error will be determined. This phase records that known
crror and routes the error to the error control process.

Throughout the whole process the Problem Manager has a responsibility to track and
monitor progress and quality as well as providing necessary reports,
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Problem Control
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Module 5
Problem Management

Error Control

- Enowh-Error condral-is responsible for the-regiztiation; monitoring and handling of all known
errors right from the start (the identification) until the successiul implementation of the
changde has taken away the root canuse.

The steps are:

Evror identification and vecording.  An ervor is identified when a broken CI is detected. A
Known Error status is assigned when the root cause of a Problem is found. There are twao
sources of known errors, one is from Problem Control of the live enviromment and the other
is from the development environment,

Error assessment. This step performs an initial assessment of the means of resolving the
error, in collaboration with specialist stall. The resolution process for each known error
should be recorded in the Problem Management system. Tt is vital that data on the Cls,
symptoms, and resolution or circwmvention actions relating Lo all known errors is registered
in the Known Error database because it's then available for incident matching, providing
guidance during future investigations and for providing management information.

Recording evrov/resolution (send oul RFC).  This step records the resolution process for
cach known error and completes an RFC according to Change Management procedures. The
priority of the RFC is determined by the urgency and impact of the error on the business.
The RFC identifier should be included in the Enown Error record and vice versa in order to
maintain a full andit trail, or the two records should be linked, The final stages of error
resolution — inpact analysis, detailed assessment of the resolution action to be carried out,
amendment of the item in error, and testing of the Change — are under the control of Change
Manageinent.

Lrrov Closure,  Following successful implementation of changes (determined by a Post
Implementation Review) to resalve errors, the relevant known error record is closed,
together with any associated incident or problem records.
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Error Control
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Module 5
Problem Management

Proactive Problem Management ( Proactive Prevention)

Proactive Problem Management covers the activities aimed at identifying and resolving
Problems before Incidents oceur. These activities are:

-

Trend analysis. Incident and problem reports can provide information for proactive
measures to improve service quality. Incident and problem analysis can identify trends
such as:

* The post change occwrence of a particular problem type.

» [nitial faults of a particular type.

e Recrring incidents and problems with particular Cls.

¢ The need for staff or customer training.

Targeting support action. Trend analysis can lead to the identification of faults in the TT
infrastructure, which can then be analyzed and corrected. It can also lead to the
identification of general problem areas needing more support attention.

Informationing the vrganization. Problem Management can provide information on
problems, known errors and RfCs issued. This helps determine the health of the business
and the details can be used to indornn the decision making process within the
arganizations and other Processes such as Service Level Management and Service Desk.

By redirecting the efforts of an organization from reacting to large numbers of incidents to
preventing Incidents, an organization provides a beller service to its Customers and makes
more effective and efficient use of the available resources within the I'T support organization.
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——— Proactive Problem Management
(Proactive Prevention)

Trend
Analysis

Proactive
Prevention

Targeting
Support
Actions

Informing the
Organization
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Module 5
Problem Management

Incidents versus Problems

Ineidents and problems {and changes) are separate entities. An incident never becomes a
problem.

The slide shows a model in which incidents, problems and even changes can be alive
simultaneously.

Stert: Oidy aon incident

When an incident oceurs, the Incident Management process will try to solve the incident as
guickly as possible. The incident can only be closed when the incident is resolved to the
Customer's satisfaction. If during the incident investigation phase no solution is found, then
the Incident Management process seeks the help from Problem Management, so the root
canse of the incident can be determined.

Investigated and Escalated: Incident and Problem exist simulfaneously

Problem management defines a problem with high urgency and immediately assigns
resources. Those resources dingnose the problem and find the root cause of the inderlying
incident.

Diagnased: Incident, Problem and Knouwn Evror exist simultaneously
A known error is delined and, alter figuring out how to solve it, an RFC is raised to change
management to resolve the situation.

Change wnderway: Incident, Problen, Known Evror and Change exis! simullaneously
The change is implemented successlully. The Post implementation review shows that the
change actually eliminated the known error successfiully. Investigation also shows Lthal the
incident has been solved and so the problem, opened for this reason can now be closed also.

Finale: Incidend solved, change, problem and known error closed

If somewhere during the diagnosis phase the problem team finds a workaround, the incident
can be closed (with the OK from the Customer). This does not mean that the problem no
longer exists. The only change in the problem record will be that the urgency will drop from
urgent to non-urgent. It is up to the problem process to decide if there are enough resources
free at that moment in fime pursue diagnosis of the problem or that these resources can
better be used elsewhere.
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Incidents versus Problems
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Module 5
Problem Management

Processing Known Errors from the Development Environment

The second source of known errors arises from development activity. For example,
implementation of a new application or packaged release is likely to include known, but
unresolved, errors from the development phase. When an application or a release package is
implemented the data relating to kmown errors from development needs to be made available
Lo Problem Management who in turn should notify the Service Desk.
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Processing Known Errors from the
Development Environment
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Module 5
Problem Management

Reactive — Proactive

The activities described so far in problem and error control are mainly reactive. Proactive
Problem Management activities are concerned with identifyving and resolving problems and
known errors belore incldents oceur, in other words minimizing the adverse impact on the
service and business-related costs. Problem prevention ranges from prevention of individual
problems through Lo strategic decisions. The latter may require major expenditure to

© implement, siich as investiment in a better networkl

The main activities within proactive Problem Management processes are trend analysis and
the targeting of preventative action. Trend analysis can lead to the identification of faults in
the IT infrastructure, which can then be analyvzed and corrected as described in the problem
and error control sections. Trend analysis can also lead to the idendification of general
problem areas needing more support attention. It should be possible to make meaningful
comparisons by expressing this in terms of Anancial cost Lo the organization,

Incident and problem analysis reports provide information lor proactive measures to improve
service quality. The objective is to idenfify fragile’ components of an IT infrastrmicture and
investigate the reasons for the fragility — in this context Tragility’ is proportional to the
impact to the business should the CT fail.

Categorization of incidents and problems and creative analysis may reveal trends and lead to
the identification of specific (potential) problem areas that need further investigation, For
instance, analysis may indicate that incidents related to the usability of recently installed
client—server systems is the problem area that has the most growth in terms of negative
impact on business.

Analysis ol Problem Management data may reveal: - that problems oceurring on one platform
may occur on another platforim - lor example, a problem concerning network software on a
midrange system may well be of significance on a mainframe system - the existence of
recurring problems — for example, if three routers are substituted serially, because of the
samme lailure, it may indicate that the router-type concerned is not appropriate and should be
replaced by another type, or when a software application is involved then complete
redevelopment might be necessary which would be classed as a major change.
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Reactive — Proactive

Reactive Proactive

A R ——

* Prevention of problems on
other systems and
applications

-" Monitoring of Change Management

= Initiating changes to combat:
= oceurrence of incidents
« repetition of incidents

iy Identification of trends

=  problem identification
Problem diagnosis

= Supplying 2nd/3rd line incident support
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Module 5
Problem Management

Essentials

(roals

The goals of problem management are to increase the quality of the I'T infrastructure by
examining the causes of the incidents or potential incidents and permanently removing them.
Preventing incidents from ocewring in the first place and to minimize the impact when they
do oecur.

Responsihilifies

Problems and known errors.

A problem is a “fault’ in the ICT infrastructure, the cause of which is wnknown and as a result
of which incidents occur, If the cause of the problem is known, it is called a known error.

The problem manager

The problem manager is responsible for analysing incidents, investigating their causes and
managing the resolution of underlying problems through formal change control. The problem
manager monitors the progress of problems and takes care of the recording of known errors.

The process
Froblems are defined, recorded and classificd either in a reactive (at the request of incident
management) or pro-active (based on frend analyses) way.

The problem manager subsequently organises a team of specialists who will investigate the
problem. After successful diagnosis, the known error found is recorded and, if possible, a
(temporary) solution is emploved. On the hasis of the results and the known error, the team
formulates a request for change (RIC) in order Lo remove the known error from the ICT
infrastructure,

The result of problem management is that the nwnber of incidents will in the long-term
decrease significantly.
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Problem Management

—— Essentials

* @Goals
— Minimize impact of Incidents & Problems
— Prevent recurrence of Incidents
— Improving productive use of resources
» Responsibilities
— Problem Control, Error Control (including raising
RfCs), Assist with Major Incidents, Proactive

Prevention, Management Information, Complete
Major Problem Reviews

* Reactive lo proactive (stop problems
occurring/recurring)

Student Notes
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Module 5
Problem Management

Management Reporting

Management information should provide insight into the effort and resources spent by the
organization on investigating, diagnosing and resolving problems and known errors. Besides
this, it is important to provide insight in the progress made and the results obtained as a
result, Metrics have to be selected carefully. Only through careful and meaningful
measurement can management form an opinion on the quality of the process.

Some suggested metrics are;

»  The number of RICes raised and the inpact of those RICs on the availability and
reliability of the services covered.

#  The amount of time worked on investigation and diagnosis per organizational unit or
supplier, split by problem types.

#  The nunber and impact of incidents oceurring before the root problem is closed or a
known error is confirmed.

# The ratio of immediate (reactive) support effort to planned support effort in problem
I agemnenl.

# The plans for resolution of open problems with regard to resources:
+  People
s Other used resources
» (Costs (against budget)

H18465 D.00 5-24 http://education.hp.com

wm gy g e o» BF . _mEL ™ R T w —— G SR m 2 am. B = EAd @EE



Module 6 — Change Management

IT is becoming increasingly eritical in business operations. The rate of change of business

“eanditions 18 Fising: The rate of ¢hange of tectitiologies is mutniing. Users are demanding
greater levels of service to meet their objectives, All of these factors demand an IT
environment in which change is tightly managed and controlled.

Experience suggests that a high percentage of problems related Lo IT service quality can be
traced back to some change that was made to the systemn. The business costs resulting frorm
such problems are costly and increasingly unacceptable,

This module describes the Change Management best practice and discusses its foundation
role in the implementation of many other TTSM best practices, After all, evolution of the I'T
infrastructure in any sense, whether it be related to Capacity Management, Network Services
Management, or Service Desk, involves change, which involves risk, which invites a rigorous
approach to managing that change cllectively.
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Change Management
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Change Management

—— Change Management

Business 1Y Nigrmart = Operations Bridgs
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Module 6
Change Management

Change Management - Goal

The first goal of the Change Management process is to ensure that standardized methods and
procedures are used for efficient and prompt handling of all changes, in order to minimize the
impact of changes upon service guality and business continuity, change impact, resource
requirements and change approval. This considered approach is essential to maintain a
proper balance between the need for change against the impact of the change. It is
particularly important that Change Management processes have high visibility and open
channels of communication in order Lo promote smooth transitions when changes take place.

Within the mission statement, the phrase "approved changes" is very strong and rigid. This
almost implies inflexibility, although a well-documented and thorough Change Management
policy will account for the small daily changes and the changes necessary lo immediately
reslore a critical service or one that impacts a large nwnber of customers. For example, for a
user to change their password, a full Request for Change and follow-on meeting of the
Change Advisory Board for approval would be unreasonable. In addition, a change needed
inumediately to restore a critical service should follow a different processing path from
normal changes, This will be detailed later in this module.

For some, the thought of implementing a broad Change Management set of processes across
funetions, with formal documentation, meetings, and approvals appears to add bureaucracy
and that the Change Management process will "tie the hands” of those who need to make
changes to keep the IT environment running.  In actuality, a proper Change Management
(and Configuration Management) set of processes should reduce the need for constant ad
hoe changes that may be found in environments with little or no change and Configuration
Management policies. For those changes that do need to be made, a well-designed Change
and Configuration Management flow should process and approve changes in a timely fashion.
These approved changes carry IT management backing and have been screened for risk, cost,
and impact.

Everything changes and, in business, where life is sufficiently complex already, the reliance
on information systems and technology causes management to spend an astonishing amount
of time assessing the impact of business change on IT, analyzing the impact of IT change on
the business, Managing change has become a full time occupation. If changes can be
managed to oplimize risk exposure, severity of impact and disruption, and of course to be
suceessfinl at the first attempt, the bottom line for the business is the early realization of this
Process,
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Change Management

—— Change Management — Goal

To implement approved changes
efficiently, and with
acceptable risk fo the existing
an to the new IT Services
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Change Management

Change Management - Responsibilities

Change Management is responsible for managing the Change Process. This process is NOT in
charge of implementing changes it only will control that changes are apnroved and will be
implemented efficiently, cost-effectively and with a minimum risk lor the new and existing
services. In order to do this in a proper way a process is required. But also very detailed
procedures and guidelines how to do the different things in the process. To assess the risk of
every change it is very important that detailed infonmation about the IT infrastructure is
available. Thats why we necd Conliguration Management.

Another one of the responsibilities is thal changes are to be planned. Only planned and
properly scheduled changes can be effectively controlled as il ensures there is tiine to
oversee what has to be done and that what has to be done will be done. To carry out effective
well planned changes we have insight into the resources thatl are required and available,
together with a good tool.

Communication is the key Lo a successful change process. A lack of communication is very
often the reason that changes are not implemented correctly and that incidents will oceur.
The more people that are informed the more chance the change will be analyzed and
monitored properly so that implementation is correct. A communicalion structure (e.g. the
CAB) is therefore necessary. Another thing is of course reports. They will help to
colmmunicate the changes done and the how they were carried oul.
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—— Change Management — Responsibilities

_ Accepting, _

Recording & Filtering
Changes

Review Assessing Impact,

and Closure Cost, Benefit, and

Risk of Proposed

Change Changes
Management
& Reporting
' Justification &
Approval of
Change

Chairing

CAB and
CAB/EC

Manage &

Coordinate
Implementation
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Module 6
Change Management

Terminology

The definitions of the terms are (also see the glossary)

Change:

The addition, modilication or removal ol approved, supporied or baselined hardware,
network, software, application, environment, system, desktop build or associated
documentation.

Request for Change:
Form, or sereen, used to record details of a request for a change to any CI within an
infrastructure or Lo procedures and items associated with the indrastructure.

Forward Schedule of Changes:
Schedule that contains details of all the Changes approved for implementation and their
proposed nplementation dates,
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Module 6
Change Management

—— Terminology

* Change
The addition, modification or removal of approved,
supported or baselined Cls

* Request for Change

Form, or screen, used to record details of a request
for a change to any ClI or to procedures

« Forward Schedule of Changes

Schedule that contains details of all the Changes
approved for implementation and their proposed
implementation dates

Student Notes
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Module 6
Change Management

Change Management Process

The standard ITIL process — in an overview — is:

Regues! for change
A RfC is the start of the change-life eycle.

Registration and Classification

(Gather the necessary information to make decisions on what has to be changed, the category
and impact so that authorization can be done properly, A priorily and category that is hased
on the mpact of the change is assigned. Risk assessment is of emicial importance at this

stage.

Monitorving and Planwing
Under responsibility of Change Management all the changes will be scheduled and a planning
(with milestomes) will be provided if necessary for the oplimum control of the change(s)

Approve,
Decide if the change is going to be handled or not

Build & Test

Anthorized RfCs should be passed to the relevant technical groups for building of the
changes. Change Management has a coordination role, supported by Release Management
and normal line management, to ensure that activities are both resourced and also completed
according to the schedule, To prevent that changes heavily impact the service quality, it is
strongly recommended that changes be thoroughly tested in advanee (including back-our
procedures where possible),

Authorize Implementalion
After a properly test and check if all the necessary action has been taken the change can he
authorized for release. It also reallinms thatl this is still the right time to do the change.

I'mplementation

Change Management has responsihility for ensuring that changes arc implemented as
scheduled, though this will be largely a coordination role as the actual implementation will be
the responsibility of others (e.g. engineers will implement hardware changes).

Fvaluate

Change Management must evaluate all implemented changes after a predefined period has
elapsed. This can be done using a Post Implementation Review, This process may still
involve CAB members; Change Management asks for assistance in this part of the process,
Change Management should also evaluate and take follow-up actions to correct any problems
or inefficiencies arising in the Change Management system itself as a result of ineffective
changes.
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—— Change Management Process
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Module 6
Change Management

Request for Change (RfC) — Scope

Requests for change are triggered for a wide variety of reasons, from a wide varicty of
sources. It is the start of the change life cycle. RfCs can be concerned with any part of the
infrastructure or with any service or activity, RICs can, ol course, be in paper form, or —as is
increasingly the case - be held electronically, perhaps on the company intranet. All BICs
should be logged and given an identificalion number.

The following items should be included in an REC form, whether paper or electronic:

= RFC number (plus cross reference to Problem report number, where necessary).

# Description and identity of item(s) to be changed (including CI identification(s) if
Configuration Management system is in use).

# Reason for Change.

= Bllecl ol not implementing the Change,

= Version of item to be changed.

#  Name, location and telephone number of person proposing the Change.

# Dare that the Change was proposed,

# Change priority.

#  Impact and resource assessment (which may be on separate forms where convenient).

#  CAB recommendalions where appropriate (which may be held separately, with impact
and resource assessments, where convenient).

#  Authorization signature (could be electronic).

# Authorization dafe and time.

# Scheduled implemmentation (Release identification and/or date and time).

# Locafion of Release/implementation plan.

# Details of Change builder/implementer.

# Back-out plan.

#  Actual implementation date and time.

# Review date.

#  Review results (including cross-reference lo new RFC where necessary).

# Risk assessment and management.

#  Tlmpact on business conlinuity and contingency plans.

+» Btatus of RFC —i.e. logged’, ‘assessed’, ‘rejected’, ‘accepted’, ‘sleeping’

As the change proceeds through its life cycle, the change request should be updated, so thar
the person who initiated the change is aware of its status. Actual resources used and the
costs incurred should be recorded as part of the record.
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—— Request for Change (RfC) — Scope

Softw Change
cliware Sponsor &
Originator

Cls

RfC

Cete.>

Justification

Category
Priority
Resources
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Change Management

Priority Setting

Onee the RFC is accepted the priovity and category are set. The priority indicates the
importance of the change and is determined by urgency and impact. The priority code may
already be attributed by the Problem Manager, but the definite codes are determined within
the Change Management process, taking any remaining RfC's that are in discussion into
consideration. The category is determined by the Change Manager. This classification
determines how the application will be processed lurther and therefore is led [rom the
'weight' ol the adjustiment,

Subdivision of the Priovily
Priority codes for example are:

[lrgent,

highest priority: the RIC concerns a problem, which causes an immense hindrance in
the use of essential services, or it concerns an urgenl adjustment of the IT (Tor
example new [unctionality because of company considerations or a small emergency
law’). Changes with this priority [all under the category 'Urgent Changes'. Urgent
changes differ from the normal procedures hecause the necessary resources need to
become available immediately [or this type. An emergency meeting of the CAB
(CAB/EC) or the TT-steering committee may he required. All other planned activities
may be put on hold.

High:
calses severe technical trouble for a big group or a number of users or concerns
other urgent situations, This change gels top priority in the next scheduled meeting of

the CAB.

Medinm,

normeal priorty: not an immense wgency or high impact, bul the change may not be
postponed to a more convenient moment. This change within the CAB receives an
average priority with the attribution of recourses.

Low:
a change is wished for but could wait until a more convenient moment (for example
the next release or planned maintenance appointiment).
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—— Priority Setting

« Urgent
Change necessary now (otherwise severe business impact),
approval by CAB/Emergency Committee (CAB/EC)

* High
Change needed as soon as possible (potentially damaging)

« Medium

Change will solve irritating errors or missing functionality {can be
scheduled)

* Low

Change leads to minor improvements (that are not contractually
necessary)

Student Notes
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Impact of a Change

Subdivision af the Category

Categories are attributed by the Change Manager, when needed in deliberation with the CAB,
which give an indication of the impact of the change and the burden on the IT-organization.
Below an example-subdivision of categories is listed:

Stevrdard:

the confidence that the written procedure will make sure that the risks are negligible
is there. The change may be exccuted without prior contact with a change manager.
For this reason standard changes must be mandated by the change manager.

Category 1.
little consequences; a change that does not involve a lot of work, The Change
Manager may approve this sort of change without discussing them with the CAB.

Category 2.

substantial consequences; changes that require greater efforls and have 4 greater
impact on the services. Such changes are discussed in the next scheduled meeting of
the CAB to predict the necessary efforts and possible consequences. Prior to the
meeling some necessary docimentation will be sent to the CAB members and
potentially to several specialists and developers.

Category 3

immense consequences: a change that requires a big aunount of effort. With a Change
like: this the Change Manager needs to get anthorization from the IT-management or
an I'T-steering committee and then must discuss it with the CAB.

Most changes end up in the first two categories,
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Change Management

Impact of Change

Standard

The change may be executed without prior contact
with the Change Manager

Category 1

Little impact on current services. The Change
Manager is entitled to authorize this RfC
Category 2

Clear impact on the services. The RfC must be
discussed in the CAB. The Change Manager
requests advice on authorization and planning

Category 3

Significant impact on the services and the business.

Considerable manpower and/or resources needed.
Management is involved in the decision process

Student Notes
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Change Management

The Change Advisory Board (CAB)

The term "Change Advisory Board" is an ITIL term. To some, the term "Board” creates visions
of very fornnal regularly scheduled meetings by the same group of high level executives.
Although a CAB meeting could be formal, it may also be informal. In today's business world,
the term "team" may better illustrate the typical dynamics of a CAB. The CAB "team” may
meet regularly; The CAB meetings could also be a lew Lines a week, with special CAB
meetings being called at any time. Some CAB members will probably be scheduled to attend
CAD meetings regularly: Other people may be asked Lo join a CAB session Lo provide input
about a specilic Hequest for Change that is scheduled to be discussed.

The CAB exists to approve most of the changes and to assist Change Management in the
assessment and prioritization of changes. As and when a CAB s called Logether, Lhe
members that are chosen must be capable for adequately assessed from both a business and
a technical viewpoint. To achieve this mix, the CAB needs to include people with a clear
understanding of the Customer business needs and the User community. as well as the
technical development and support functions.

CABR members could be the Change Manager, Customer(s), User manager(s), User group
representative(s), applications developers/maintainers (where appropriate),
experts/fechnical consultants, services stalf (as required), office services staff (where
Changes may affect accommodation and vice versa), contractor’s or third parties’
representatives (as required — lor instance in outsourcing, situations).

It is important to emphasize that the CAB:

Will be composed according to the changes being considered

May vary considerably in make-up even across the range of a single meeting
Should involve suppliers when that would be useful

Should reflect both User and Customer views

Is likely to include the Problem Manager and Service Level Manager and Customer
Relations staff for at least part of the time.

b G G T

When major Problems arise, there may not be time to create the full CADB, and it is therefore
necessary Lo identifly a sinaller organization with authority Lo make emergency decisions.
Such a body is in TTIL known as the CAB Fmergency Committee (CAB/EC). Change
procedures should specily how the format of the CAB and CAB/EC will be determined in
each instance, based on the criteria listed above and any other criteria that may be
appropriate to the business. This is intended to ensure that the format of the CAB will he
flexible, in order to represent business interests properly when major changes ure proposed.
It will also ensure that the compaosition of the CAB/EC will provide the ability, both from a
tusiness perspective and from a technical standpoint, to make appropriate decisions in any
conceivable eventualily,
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—— The Change Advisory Board (CAB)

Change Manager

(Chair)

Service Level

Finance Manager Manager

: Application
Release Manager Manager
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Some Relationships

Change Management and Configuration Management are very much related to each other.
First of all because of the fact that Configuration Management cannol survive withoul
Change Management - the CMDB cannot be controlled if there is no control over the Cls. The
Verilication process is a process that can be used to control the effectiveness of Change
Management. If — after verification — the Configuration Manager has found CI's in the
configuration that are not in the database there are two options: 1) the database is not up to
date which conld indicate that Configuration Management was nol informed aboul the
change or 2) someone has executed an illegal — not approved - change.

The most important field where the processes are related is the impact and risk analysis of a
change. Most of this has to be done with the help of the CMDB.  Upon receipt of a RIC one
of the first things to do is to find out which CI or CI's has to be changed and what the impact
is on the existing infrastructure. Change Management must also determine il this one RIC
will result in more RfC's because more CI's need to be changed as a result of this request. Tt
must also be ascertained if this change is only ellecling one or more users, one or more
domains or one or more services in order to assign the right impact code. Based on all this
the Change Manager can decide il a CAB is necessary, who will have Lo be invited and on
which level discussions need to take place.

Capacity Management is represented on the CAB to assess the impact of Changes on existing
capacily and to identify additional capacity requirernents. Additional capacity requircments
need to be included in the Capacity Plan and as such treated as RfUs in their own right.

Release Management is represented on the CAB to recommend the content and scheduling of
Releases. Release Management is then responsible for implementing the agreed releases,
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Module &
Change Management
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Module &
Change Management

Essentials

Goal

The goal of Change Management is to carry through in a systematic way all adjustiments in
the ICT infrastructure. In this way the risks of disturbance to the service and the resulting
decrease in the quality of the services supplied are kept Lo a minimum.

Regues! for change (RAC)

T A CHANRE 1§ any adjusfiient 1o ol of more coniiguration iters (Cis). It can vary from major
(such as the replacement of a control server) to minor (replacement of a printer driver) and
may affect any of the components in the CMDEB, In order to have the adjustments carried
oul, customers as well as problem management may submit requests lor change (RIC) to the
change manager. Internal ICT needs can also result in RICs (service planning, development,
el celera).

The Change Manager

The change manager is responsible [or implementing each change in a systematic way after
having balanced the known risks. He also monitors the progress of changes. The change
manager assesses the requests for change (RfCs), together with the CAB (change advisory
board). This board consists of senior people [rom the disciplines involved.

The Process

The change manager receives the requests for change (RfCs), checks them for completeness,
records and classifies them on the basis of the estimated risks. After the change has been
authorised in principal, the consequences in terms of capacity are taken up. Availability and
costs are analysed by the service planning processes. The proposal may then, after the
approval of change management, move on Lo the developiment departinent for design,
building and testing. The change manager, if necessary advised by the CAD, decides on the
timing of the release on the basis of test results and a well-foimded back-out plan. The back-
out plan ensures that the organisation can at all limes revert Lo the previous situation in case
of unforeseen problems. Omly then will the release authority be granted for the
implementation. If a release authority relates to soltware, the release will be followed by a
production test by the Software control & distribution process, before trial distribution. In
addition, there must always follow an assessment of the change and of the way in which Lhe
implementation was effected.

H18465 D.00
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Module 6
Change Management

Essentials

— Goal

= Only approved, cost effective changes made with an
acceptable amount of risk

Responsibilities
» Manage whaole change process: accept, filter & record RfCs;
assess impact, cost, benefit & risk; justification & approval;

manage & coordinate implementation; chair CAB; monitoring &
reporting; review & closure

CAB and CAB/EC:

« Membership

* Advisory role

+ Assess impact, urgency & resources

* Urgent changes
Urgency/Pricrity: urgent, high, medium, low
Impact category: no impact .... tremendous impact
Backout
Process always ends with a review of the change

Student Notes
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Module 6
Change Management

Management Reporting

Change Management (ideally in consultation with business managers) needs Lo think about
measures thal have specific meaning. While it 1s relatively easy to count the number of
Incidents that become Problems that become Changes, it is infinitely more valuable to look at
the underlying cause of such Changes, and to identify trends. Betler still to be able Lo
measure Lhe impact of Changes and to demonstrate reduced disruption over time because of
the introduction of Change Management, and also Lo measure the speed and effectiveness
with which the IT infrastruciure responds to identified business needs.

Measures taken should be linked to business goals wherever practical — and to cost, service
availability, and reliability. Any predictions should be compared with actual measurciments,

Regular sumimaries of Changes should be provided to service, Customer and User
management. DilTerent management levels are likely to require different levels of
information, ranging from the Service Manager, who may require a detailed weekly report, Lo
the senior management comimittees that are likely only to require a quarterly management
SUMmMary.

Consider including the following facts and statistics in managemenl reports:

#  The numhber of Changes implemented in the period, in total and by Cl, condiguration Lype,
service, ete.

# A breakdown of the reasons for Change (User requests, enhancements, business
requirements, service call/Incident/Problem fixes, procedures/raining improvement, etc).

#  The number of successiul changes.

#  The number of Changes backed-out, together with the reasons (e.g. Tneorrect assessment,
bhad build).

# The nwunber of Incidents traced to Changes (broken down into problem-severity levels)
and the reasons (e.g. Incorrect assessment, bad build).

#  The number of RfCs (and any trends in origination).

# The number of implemented Changes reviewed, and the size of review backlogs (broken

down over time).

High incidences of RICs/prs relating to one CI (these are worthy of special attention),

giving the reasons (e.g. Volatile T7ser requirement, fragile component, bad build).

Figures from previous periods (last period, last year) [or comparisor.

The number of RfCs rejected,

The proportion of inplemented Changes that are not successful (in total and broken

down by CT).

#  Change backlogs, broken down by Cl and by stage in the Change Management process.

¥

LG O
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Module 7 — Release Management

This module introduces the ITSM disecipline known as Release Management. As software and
hardware are increasingly considered an important organizational asset, indeed frequently ol
a stralegic nature, control of that software becomes mandatory. Following are some of the
important considerations:

# Preventive activity (e.g., protection {rom illegal copying).

» Consistency (e.g., client programs are compatible with server prograus).

» Licensing (e.g., not exceeding an agreed-upon maximum nuwnber of users al any point in
time).

Release Management is responsible for the storage of management-authorized software
(developed in-house, purchased, or licensed application or utility software, ete.), the release
of software into the live enviromment, distribution of software to remote locations, the
implementation of the software to bring it into service and having hardware so that incidents
and installations can be performed guickly.

Factors such as the inereasing nwnber of interdependent software Configuration Items (Cls),
the potential for introduction of viruses, and complex licensing strategies to minimize
licensing costs while still making soltware available where it is needed, all suggest the value
of an immediate investment in the implementation of a rigorous Release Management
discipline.
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Module 7
Release Management

Release Management

H18465 D.0O0 7-2 http://feducation.hp.com

e a2 mom N o L e R - -l el T T e mom o oacE s B 2 BERE BRE



Module 7
Release Management

Student Notes
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Module 7
Release Management

Release Management - Goals

Weury service providers sl suppliers may bednvotved livthe release of hardware and
software in a distributed environment. Good resource planning and manageinent are
essential to package and distribute a release successfully to the Customer. Release
Management takes a holistic view ol a change to an IT service and should ensure thal all
aspects of a release, both technical and non-technical, are considered together.

The goals ol Release Management are:

# To plan and oversee the successful rollout of software and related hardware,

# Todesign and implement efficient procedures for the distribution and installation of
changes Lo it systelns.

# T ensure that hardware and software being changed is traceable, secure and that only
correct, authorized and tested versions are installed.

# Tocommunicate and manage expectations of the eustomer during the planning and
rollout of new releases.

# To agree the exact content and rollout plan for the release, through liaison with change
managernent.

» Toimplement new sollware releases or hardware into the operational environment using
the controlling processes of configuration management and change management - a
release should be under change management and may consist of any combination of
hardware, software, firmware and document Cls,

# To ensure that master copies of all software are secured in the definitive software library

(DSL) and that the configuration management database (CMDB) is updated,

To ensure that all hardware being rolled out or changed is secure and traceable, using the

services of configuration management.

A

The focus of Release Management is the protection of the live envirormment and its services
through the use of formal procedures and checks.

Release Management works closely with the Change Management and Configuration
Management processes to ensure that the shared CMDB is kept up-to-date following changes
implemented by new releases, and that the content of those releases is stored in the DSL.
Iardware specifications, assembly instructions and nelwork configurations are also stored in
the DSL/ACMDE.

H1846S D.00 7-4 http://leducation.hp.com



Module 7
Release Management

Release Management — Goals

* Plan and oversee the SW & HW rollouts
» Design and implement efficient procedures

» Ensure that changes to hardware and software are
controlled

» To manage expectations of the customer during
rolfout

» To agree the content and rollout plan for a release

« To implement new software releases or hardware
into the operational environment

» Secure all software masters in the definitive
software library

» Use services of configuration management to
ensure that all hardware being rolled out or
changed is secure and traceable

Student Notes
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Module 7
Release Management

Release Management - Responsibilities

Only authorized software must be accepted into the DSL and it must be proteeted whilst i
resides there. The same holds for hardware that has to be placed in the DHES.

The distribution and implementation processes must be reviewed and audited (o ensure
procedures are followed, and any necessary changes to them can be corrected.
Conliguration Management will carry oul soltware audits with assistance from release
management staff.

Release Management activities include:

Release policy and planning.

Release design, build and configuration,

Release acceptance.

Rolloul planning.

Extensive festing o predefined acceptance criteria.

Sign-ofl of the Release for implementation.

Communication, preparation and training.

Andits of hardware and soflware prior Lo and following the implementation of changes.
Installation of new or upgraded hardware.

Storage ol controlled sollware in both centralized and distributed systems.
Release, distribution and the installation of software.

VY VYYYYVYYYY
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Maodule 7
Release Management

Installation
of Hardware

anc Software

Release Management — Responsibilities

Release design,
Build and
Configuration

Aelease
acceptance

Audits
Before and Affer

Freparation
Communication,
Training

Hollout
- Planning
Signoff Release

For Implementation

Student Notes
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Module 7
Release Management

Release and Distribution Process

Environments must be kept separate with a controlled migration path and an audit trail of all
releases and back outs. The archive environment can be considered as a sub-environment of
the DEI_and he subject to the same level of confrol. If unaceentable errors are foind during
testing (and changes made) the version number must be incremented. Everything is done
under control of Change Management.

Release Management covers the part from the moment of which the software is adopted in
the DSL until the software is transferred to the archives.

Dmring the life circle of a program the next steps are passed through:

# The process cither slarts with the purchase of software, or the assignment lo develop the
software.

#  When the soltware is delivered a quality check will follow.

#  In the quality check the software is accepted for adoption into the DSL. Examined lor
example is il this is really the software that was ordered, if new versions have been
developed from the right source, if all adjustments are authorized by Change Management
and 1 all items are redgistered in the CMDB.

# Unce the software is accepied, a backup of the DSL is made after which the software
will be adopled in the DSL. These backups must oceur frequently so that in case of a
disaster the correct last version can quickly be set up.

#  The compilation and tming of ecach release are decided on in advance by the Change
Management, a 'Release Record' is made in the CMDD and all details are registered.

#  When all components ol the soltware are ready, the packet can be realized in a testing
area where all mandatory tests can be executed.

#  When too many errors are lound, the sollware is returned for further development.

#  When the software is approved it will be released for exploitation. The release will
then be distributed and taken into exploitation.

Copies of software items can be made available from the DSL for several different areas, of

which the 4 most used ones are listed below. A different, more detailed subdivision of course

is also possible,

7 Development: when a new version is being developed, a former from the DSL can be

ariginated from. The development area is the only arca in which software may be

adjusted or changed.

Tesl: ina tesl area certain versions can be tested.

& Exploitation: the actual (live) surrounding area from which the software is made
available to the users.

#  Archives: here original (former) versions of sollware items that are no longer being used
are kepl.

;o

These copies may only be present in one of these areas at any given moment.
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Module 7
Release Management

Build and
test
software

|
Test build
the
releasa
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Release and Distribution Process
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Release Management

Definitive Software Library (DSL)

The Definitive Software Library (DSL) is a conglomeration of software Configurations Items
and documentation in a secure location. Physically, the DSL may be a collection of
clectronic media (like disks, tapes, and compact disks) in different software formats, files,
and electronic (or paper) documentation. The DSL is a logical library, That means that
*logically” there is only one entity ol software stored. Physically it is possible that there are
many copies of a software entity, stored in different places (at a bank, at a contingency
center, near development, ele). Because all these entities must be the same, we “logically”
still only have one entity.

Every authorized software item is {physically) stored in the DSL. In the DSL all original
versions of software Lthal have been ransmitted to exploitation are saved,
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Module 7
Release Management

Definitive Software Library (DSL)

Protection
of all Authorized
Software Versions

Base for
Releases

One or More
Physical
File Stores

Linked
with CMDB

Distribution

Student Notes
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Module 7
Release Management

Definitive Hardware Store (DHS)

An area should be set aside for the secure storage of definitive hardware spares. These are
spare components and assemblies that are maintained at the sane level as the comparative
systems within the live environment. Details of these components and their respective builds
and contents should be comprehensively recorded in the CMDB. These can then be used in a
controlled manmer when needed for additional systems or in the recovery from major
Incidents. Onee their (Lemporary ) use has ended, they should be returned Lo the DHS or
replacements obtained.

H18465 D.00
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Module 7
Release Management

Definitive Hardware Store (DHS)

Protection
of Hardware Spares
and Components

One or More
Physical
Stores

Spares for
Recovery

Linked
with CMDB

Components
for Changes

Student Notes
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Module 7
Release Management

Releases

The Release Manager in advance sets up a Release Policy in which is decided on how and
when software updates should be compiled. The first choice made is the one of the level of
the Software Release, An inventory is made on which sub items of a program can still be
distributed independent of each other.

An example of a problem surrounding this choice is the releasing of individual DLL files

{ Dynamic Link Libraries) that are often called on by different programs. Sometimes a new
version of a DLL is delivered with a packet and this could mean that other software is also
influenced by it. The linal choice depends on:

#  The amouwnt of work that an adjustiment of a component of the program causes for other
components of other programs (including system soltwarce).

7 The amount of huwnan hours and time that is necessary to build and fest individual
changes, in comparison to what it would cost Lo save up a lew and execute them all at
onee,

7 The degree of difficulty of a possible installation with the users; it may for example be
easier to install a complete program because the standard mechanisms therefore already
exist.

# The complexity of dependability's between the new software and the rest of the IT-
infrastructure; the easier it is to isolate software, the easier it is to test it.

It is of great importance o make an evaluation of the nwnber of adjustments that can be
tested all together in a certain period of time in advance, a Packaged Release (gathering of
different changes within one roll-out) may be so complex that it will never pass through the
test phase. As aresult of the fast development of new software, the new Helease may no
longer be up to date by the time it is released. On the other hand, a large amount of
adjustments may result in great technical trouble for the service.

Release Numbering ensures each release is allocated a release numhber so that it can he
uniguely identified. There should be a well publicized and predictable release frequency and
an agreed limit for change content. Business requirements rather than technical convenience
should be the determining factor. Specifications should be frozen sufliciently in advance of
the release date to allow for sufficient testing,

Release Unit - the level at which software of a given type is normally released

Full Release means all components of the release are built, tested, distributed and
implemented together,

Deltn Release only those Cls that have actually changed sinee the last release are included.

Package Release individual releases, both full and delta, are grouped together to formn a
package lor release.

E'mergency Release oceurs when there is an urgent reason to roll out a new version. An
emergency release is an urgent adjustment and is performed in name of the Change
Management.
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Module 7
Release Management

Releases

Full, Package
And Delta Release

Emergency
Release

Release Unit
Release

policy

Release
Frequency

Student Notes
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Module 7
Release Management

Software Roll-out and Distribution

Procedures must be devised for distributing softwarce releases from the test build
crrviromment into the test environmment, into the live build environment and into the live
environment. They should include details on time, and where a number of users must use the
same version over a number of locations, The release record on the CMDE st be updated
throughout implementation of releases. Apart from the technical environment, the business
environment is also influential, particularly il 24x7 is being delivered globally,

In order to maintain a good distribution policy, new soltware versions should be planned in
advance. When the plan for release of certain software versions becomes known, the releases
can be prepared according to the prineiples of the previouws paragraph,

Errors occeur when unauthorized nstallations of the new version are carried out. In this case
it is verv important that a good Fall Back-procedure is present so that an archived version
can be used immediately. This also is one of the reasons why a back-up of the DSL should
oeeur frequently.

When more multiple locations with local management appear, then these locations shall have
a copy of the DSEL to be able (o roll out soflware, Belore each roll out it is important that a
plan for distribution and implementation is made. In this plan the impact for the nsers and
Lhe necessary resowrces are laken inlo consideration,
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Module 7
Release Management

Software Roll-out and Distribution

Network Software
Mainframes Computer Management
Systems
Planning
Software

distribution

Laptops
Compact Disks

Client/server Personal
computers
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Module 7
Release Management

Essentials

(roals

Release Management controls all produclion soltware and hardware within the IT
infrastructure and arranges the distribution within operational environments. Only software
and hardware that has been checked will be distributed and precantions are taken to ensure
that original versions can be reverted to, should faults ocour.

The Release Manager

This manager keeps and administers the original versions of the software and hardware.
These are stored in the DSL (definitive software library) and DHL (definitive hardware
library). In addition, he monitors the process ol providing software and hardware and is
responsible build management from the controlled test enviromment omwards.

The Process

At the conclusion the development process (via change management), the Release Manager
checks the soltware and hardware, after testing and recording, stores il in the DSL and DITL.
Releases should undergo stringent lesting and User acceptance before release. Back-out
plans must exist and should be tested as part of the overall Release testing process.

Al the request of change management, versions (release, upgrade, fix, patch) are assembled
and tested in a simulated production environment. If the outcome of these tests is positive,
change management will decide to release the software or hardware. The approved and
released software or hardware is distributed, after which change management will take care
of the [nal operational implementation.

The result is a clear overview of and proper control over the software versions and hardware
installations used or Lo be used,
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Module 7

Release Management

Essentials

* Goals
— Plan and oversee rollout of SW & HW
~ Design & implement distribution & installation procedures
— Ensure SW & HW changes are traceable

— Work closely with Configuration Management & Change
Management during implementations

» Responsibilities
— Control DSL & DHL; define release plans & policies; build
release; testing; acceptance & sign off; manage release;

distribute and install SW & HW; software audits; communication
& training

» Releases & Version Control
— Release unit: Full/package/delta/emergency; numbering;
frequency; development; testing; live; archive
* Process
- Release Management (cperational)
— Change Management (control)
— Configuration Management (control & administration)

Student Notes
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Module 7
Release Management

Management Reporting

A number of key performance indicators (KI'Is) should he monitored to assess the
cffectiveness of the Release Management process. Consider choosing some measures Lthat
show a clear indication of at least some of the following:

¥
-
w

k oS

"_.'

L O

Releases built and implemented on schedule, and within budgeted resources

Very low (ideally no) incidence of Releases having Lo be backed out due to unacceptable
2Irors

Low incidence of build failures

Secure and accurale management of the DSL

No evidence of software in the DSL that has not passed quality checks and no evidence of
reworks on any soltware that was extracted from the DSL

I¥5L sizing matching the demand for space, and timely and accurate housekeeping of the
DSL

Compliance with all legal restrictions relating to bought-in software

Accurate distribution of Releases to all remote sites

Implementation of Eeleases at all sites, including remote ones, on time

No evidence of unanthorized reversion to previons versions at any site

No evidence of use of unanthorized software at any site

No evidence of payiuent of license fees or wasted maintenance effort, for soltware that is
not actually being used at any particular location

No evidence of wasteful duplication in Release building (e.g. Multiple builds of remote
sites, when copies of a single build would suffice)

Accrrate and timely recording of all build, distribution and implementation activities
within the CMDB

A post-mortem carried out on all Release activities, and all necessary corrective or
follow-up action taken, together with any process limprovements

The planmed composition of Releases matching the actual composition

IT and human resources required by Release Management being subject to good ongoing
forward planming.

Other metrics that may be monitored include:

The number of major and minor Releases per reporting period

The number of problems in the live environment that can be attributed to new Releases,
which need only be measured during the first few months of a new Release's lile,
classified by rool cause, (e.g. 'wrong version of file’ or 'missing files")

The number of new, changed and deleted objects introduced by the new Release — e.g.
How many modules and programs

The number of Releases completed in the agreed timesceales; this requires the central
Release Management function to publish predefined targets (service levels or slas) for
software distributions and other common tasks,
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This module introduces Capacity Management, a discipline that ensures cost justifiable IT
capacity always exists to match business needs. Capacity Management determines business
demands (on IT resources), lorecasts workloads, and performs IT resource scheduling. One
of the major contributions of Capacily Management is a documented Capacily Plan.
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Capacity Management

Capacity Management
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Module 8
Capacity Management

Capacity Management

Buslness - IT Align Operations Bridge

Caprouily _
Mamagement .
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Module 8

Capacity Management

Capacity Management - Goal

Capacity Management is responsible for ensuring that IT processing and slorage capacity
matches the evolving demeands of the business in the most cost-effective and timely manner.
The process encompasses:

s

The monitoring of performance and throughput of IT services and the supporting
infrastructure components,

Undertaking tuning activities to make the most efficient use of existing resources.
Imderstanding the demands currently being made for IT resources and producing
forecasts for future requirerents,

Influencing the demand for resource, perhaps in conjunclion with Financial Management,
The production of a Capacity Plan which will enable the IT service provider to provide
services of the qualily defined in Service Level Agreements (SLAs).

Capacity Management is essentially a balancing act; balancing:

P Cosl against capacity — Le. The need to ensure that processing capacity that is purchased

is not only cost justifiable in terms of business need, but also the need to make the most
efficient use of those resources, and

Supply against demand —1.e. Making sure that the available supply of processing power
matches the demands made on il by the business, both now and in the future, It may also
be necessary to manage or influence the demand for a particular resource.
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Module 8
Capacity Management

Capacity Management — Goal

Balancing Act

To determine
the right, cost justifiable, capacity of IT
resources such that
the Service Levels agreed with the business

are achieved at the right time

Student Notes
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Module 8
Capacity Management

Capacity Management - Responsibilities

Capacity Management consists of o number of sub-processes, within which there are various

activities. The sub-processes of Capacity Management are:

#  DBusiness Capacity Management: This sub-process is responsible for ensuring that the
future business requirements for I'T services are considered, planmed and implemented in
a timely fashion. This can be achieved by using the existing data on the current resource
utilization by the variouws services to trend, forecast or model the future requirements.
These future requirements will come from business plans outlining new services,
nnprovements and growlh in existing services, development plans ete.

#  Service Capacity Management: The focus of this sub-process is the management of the
performance of the I'T services used by the customers. Tt is responsible for ensuring that
the performance of all services, as detailed in the targets in the slas and slrs is monitored
and measured, and that the collected data is recorded, analyzed and reported. As
necessary, action will be taken to ensure that the performnance of the services mects the
business requirements, This is performed by staff with knowledge of all the areas of
technology used in the delivery of end-to-end serviee, and will ollen involve seeking
advice from the specialists involved in Resource Capacity Management.

#  Resource Capacity Management: The foens in this sub-process is the management of the
individual components of the I'T infrastructure. It is responsible for ensuring that all
components within the I'T infrastracture that have finite resource are monitored and
measured, and that the collected data is recorded, analyzed and reported. As necessary,
action will be taken to manage the available resource to ensure that the IT services that if,
supports meet the business requirements. In earrying out this work, the Capacity
Management process will be assisted by individuals with specialist knowledge in the
particular areas of technology.

Each of the sub-processes carry out many of the same activities, but each sub-process has a
very different focus: Business Capacity Management is [ocused on the current and future
business requirements, while Service Capacily Management is focused on the delivery of the
existing services thal support the business and Resource Capacity Management is focused on
the technology that underpins all the service provision.

Demand Management: This is an iimportant aspect of the interface hetween the business and
Capacity Management, and has the objective of influencing demand and therefore the use of
resources. It requires a full understanding of the business requirements and their demands
on IT services and resources. It must be carried out sensitively and without causing damage
Lo the business, Customers, Users or the reputation of IT.

Demand Management can be carried out as part of any one of the sub-processes of Capacity
Management.
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Module B
Capacity Management

Capacity Management — Responsibilities
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1 f J terative Activities ’
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Plan
Capacity
Database

Note: these are in fact sub processes of the main process — see
next slide
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Module 8
Capacity Management

lterative Activities: This responsibility ensures and gnards that technical resources in the
infrastructure provide the best possible value for money. It is done through monitoring, data
collection, trend analysis and tuning, It is related to Problem Management through
monitoring and tuning because it can prevent the infrastructure for incidents and problems
and it can help PM that the infrastricture is used in the best possible way

Capacity Planning provides an information system and ensures appropriate planning. It relies
on the Capacity Management Database (CDB) for reporting/information on server &
network technical data; customer details & forecasts; service details & forecasts; and
business volumes & financial data. Other reports are the Capacity Plan and Management &
technical reports, But the Capacity plan also is the plan in which the current situation is
analyzed, the expected needs according to the customer and availability manager are stated,
the planning how to come to the new situation is described and the expected costs according
Lo the changes are stated.
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Module B
Capacity Management

Capacity Management — Responsibilities
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Note: these are in fact sub processes of the main process — see
next slide
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Module 8
Capacity Management

The Capacity Management Process

The inputs
There are a number of sources of information that are relevant Lo the Capacity Management
process, Some of these are as follows:

External suppliers of new technology.

The organization’s business strategy and plans, and financial plans

The I'T strategy and plans and current budgets.

The Incident and Problem Management processes with incidents and problers relating to

poor perforimance.

> The Service Level Management process with details of the contents ol the service level
agreements and service level requirements, and possibly from the monitoring of SLAs,
service reviews and breaches of the SLAs,

# The Change Management process with a forward schedule of changes and a need to
assess all changes for their impact on the capacity of the infrastructure.

# The IT operations team with schediles of all the work thal needs to be run and

information on the dependencies between different services, and the interdependencies

within a service.

The sub-processes
The sub-processes are described on the previous two pages.

The oulpuls
The outputs of Capacity Management are used within other parts of the process, by other
Service Management processes and by other parts of the organization, as follows:

#  Within other parts of the Capacity Management process. For example the data
monitored and collected as part of Resource and Service Capacity Management will be
used in Business Capacity Management to determine what hardware or sollware
upgrades are needed, and when, The Capacily Database will hold the information
needed by all the sub-processes within Capacity Management.

# By other Service Management processes, For example the Capacity Management
process will verify new Service Level Requirements, and will assist the Financial
Management process by identilving when money needs to be budgeted for hardware or
software upgrades, or the purchase of new equipment.

By other parts of the organization. For example IT Operations will need to implement any

changes that Capacity Management may recommend to the schedule of when services are

run, to ensure that the most effective and efficient use is made of the available resource. The

Capacity Plan will need to be acted upon by the management of the IT service provider and

the senior management ol the organizalion.
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The Capacity Management Process
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Medule 8
Capacity Management

Sizing and Modeling

Application Sizing

e —Application Sidng has o finite life-span, It i initiated al the Project Inifiation stage for a new
application or when there is a major change of an existing application, and is completed
when the application is accepted into the operational environment.

The primary objective of Application Sizing is to estimate the resource reguirements to
support a proposed application change or new application, to ensure that it meets its
required service levels. To achieve this Application Sizing has to be an integral part of the
applications lifecycle.

Modeling

A prime objective of Capacity Management is to predict the behavior of computer systeins
under a given volume and variety of work. Modeling is an activity that can be used to
beneficial effect in any of the sub-processes of Capacity Management.

The different types of modeling range from making estimates based on experience and
current resouree utilization information, to pilot studies, prototypes and full scale
benchmarks. The former is cheap and a reasonahle approach for day-to-day simall decisions,
while the latter is expensive but may be advisable when iimplementing a large new project.
Some modeling techniques are:

-

Trend analysis can be done on the resource utilization and service performance
information that has been collected by Lthe Service & Resource Capacity Management
sub-processes. [t can be held in various guises and used Lo sow Lhe utilization of a
particular resource over previous period ol time, and how it can be expected to change in
the future,

Analytical modeling is a representation of the behavior of computer svstems using
mathematical techniques, e.g. multi-class network queuing theory., Typically a model is
built using a software package on a I'C, by specilying within the package the components
and structure of the configuration that needs to be modeled, and the utilization of the
component, e.g. CPU, memory and disks, by the various workloads or applications. When
the model is rn, the quening theory is used to calculate the response times in the
computer systemnt, I the response tines predicted by the model are sufficiently close to
the response times recorded in real life, the model can be regarded as an accurate
representation of the computer systern

Simulation modeling involves the modeling of discrete events, e.g. transaclion arrival
rates, against a given hardware configuration. This type of modeling can be very accurate
in sizing new applications or predicting the effects of changes on exdsting applications,
but can also be very time-consuming and therefore costly. However it can be cost-
justified for organizations with very large systems where the cost (millions of dollars) and
the associated performance implications assume great importance.

Baseline modeling is when a model is created that reflects accurately the performance
that is being achieved. When this model has been created, predictive modeling can be
done i.e. ask the *what if?" questions that reflect planned changes. If this baseline model
is accurate then the accuracy of the result of the predicted changes can be frusted.
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Module 8
Capacity Management

Sizing and Modeling

* Application Sizing
To estimate the resource requirements to
support a proposed application change to
ensure that it meets its required service levels

* Modeling
— Trend analysis
— Analytical modeling
— Simulation modeling
— Baseline models
— Used to answer the “What if ..."” questions

Student Notes
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Module 8
Capacity Management

Essentials

Goal
Capacily Management identifies and specifies the demand and needs of the client, translates
these needs into the necessary resources and guards the performance ol the services.

The Capacity Mamnager
The Capacity Manager plans the necessary resources and manages the performance of the
TESCITCES.

The Process

The client has a demand for a new service, which the sub-process Business Capacity
Management translates into specific service levels and user volumes. Moreover, the
environmental factors and risks are identified that are used at a later stage in the course of a
risk analysis ( process Availability & Contingency Management). Subsequently, the sub-
process Service Capacity Management translates the services into workload/ application
level. The sub-process Resource Management then translates the workload requircments
into individual resource components. This translation by workload and resource
management takes place in accordance with the BSW levelling system { Business-Service-
Work unit). Before the Capacity Manager is able to determine a definite resource profile, the
Availahility & Contingency Managemenl processes determine the necessary additional
resources in connection with availability requirements and [all-back arrangements. Data for
the various steps are provided by the capacity database. The ultimate resource requirements
may result in adjustment ol the capacity plan.

The Capacity Management Database (CDB) is used to produce reports on existing and future
capacily issues. Tt is unlikely to be a single database, but will probably exisl in several
physical locations and will contain many different types of data including business data,
service data and technical data.

[terative activities take care of the monitoring, reviewing and tuning of the services, ensuring
that the performance meets the service levels agreed in the SLA.

Remember that Demand Management can he carried out as part of any one of the sub-
processes of Capacity Management. Iis objective is to influence demand and the subsequent
use of resources. To do this effectively requires a full understanding of the business
requiremnents and their demands on those resources.

Capacity management efficiently deploys the resources of the IT organisation and
guarantees the performance of the services.
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Capacity Management

—— Essentials
-+ Goal
— Right amount, right time, efficiently and cost
effectively
* Activities - From Business Needs to Resources
— Business Capacity Management
— Service Capacity Management
— Resource Management
— Demand Management
— Best Value for Money — Monitoring etc.
— Capacity Planning
— Capacity Database
» Application Sizing and Modelling
» Defining and monitoring thresholds

Student Notes
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Module 9 — Availability Management

This module introduces Availability Management, a discipline that allows IT management to
optimize the use of IT resources, anticipate and caleulate expected failures, implement
security policies, and monitor lor targeted service agreements. Availability Management

inchides the Security, Serviceability, Recoverability, Maintainability and Resilience of IT
resOUrees
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Availability Management
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Module 9
Availability Management

Availability Management

Business - IT Alignment

AR By
Managemont
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Module 9
Availability Management

Availability Management — Goals

The goal of the Availability Management process is to optimize the capability of the TT
infrastructure and supporting organization to deliver a cost effective and sustained level of
availability thal enables the business to satisfy its business objectives.

This is achieved by determining the availability requirements ol the business and matehing
these Lo the capability of the T infrastructure and supporting organization. Where there is a
mismatch of the requirement vs. capability, Availability Management wiil ensure ihe business
are provided with available alternatives and associated cost options.

Availability Management should ensure the required level of availability is provided. The
measurement and monitoring of IT availability is a key activity to ensure availability levels
are being met consistently.

Availability Management should continuously look to optimize the availability of the IT
infrastructure and supporting organization, in order to provide cost effective availability
improvements that can deliver evidenced business and end user benefits.
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Module 9
Availability Management

Availability Management — Goals

* To predict, plan for and manage the availability of
services by ensuring that:

— All services are underpinned by sufficient, reliable
and properly maintained Cls

— Where Cls are not supported internally there are
appropriate contractual arrangements with third
party suppliers

— Changes are proposed to prevent future loss of
service

Only then can IT organizations be certain of delivering the
levels of availability agreed with customers in SLAs

Student Notes

hitp://education.hp.com 9.5 H1846S D.00



Module 9
Availability Management

Awailability. Management - Responsihilities.

The key responsibilities of the process are as follows:

L T S O

Determining the availability requirements [rom the business for a new or enhanced IT
service and formulating the availability and recovery design criteria for the IT
infrastructure.

In conjunction with ITSCM determining the vital business [unctions and impact arising
from [T component failure.

Defining the Largets for Availability, Reliability and Maintainability for the IT
infrastructure components that underpin the IT service to enable these to be documented
and agreed within SLAs, OLAs and contracts.

Establishing measures and reporting of Availability, Reliability and Maintainability that
reflects the business, end user and TT support. organization perspeclives,

Monitoring and trend analysis of component’s Availability, Reliability and Maintainability
Reviewing IT Service and component availability and identifying unacceptable levels.
Investigation of the underlying reasons for unacceptable availability.

Production and maintenance of an Availability Plan that prioritizes and plans IT
availability improvements.
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Module 8
Availability Management

— Availability Management —
Responsibilities
» Optimize availability by monitoring & reporting
» Determine availability requirements in business terms

* Predicting & designing for expected levels of
availability & security

* Producing the Availability Plan
» Collecting, analyzing and maintaining data

* Monitoring availability levels to ensure SLAs & OLAsS
are met

* Continuously reviewing & improving availability

Student Notes
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Module 9
Availability Management

Terminology

Apailability: The ability of a component or service to perform its required lunction at a
stated instant or over a stated period of tme. [t is usually expressed as the availability ratio,
i.e. the proportion ol time that the service is actually available for use by the Customers
within the agreed service hours.

Reliability: The ability of component to deliver desired functionality for a given period of
time and under certain circumstances. But reliability does not only consider “lechnology™ U
also considers people and processes, since a service will be more reliable if Change
Management stabilize the enviromment by controlling it and Problem Management succeed to
take away roof causes and/or prevent the infrastructure from incidents and problems

The next three aspects are combined in recoverability, the ability of a service Lo recover

Maintainability: The ability of a component or service Lo return to a stale in which the
desired Muncetionality will be provided again. Mostly we rely here on processes and people
since the component can return sooner if we have a efficient and effective Incident and
Problem Process and if the stail has sufficient knowledge to fix the interruption.

Resilience: The ability ol a component or service to keep nuuing where one or more
components have failed. Availability always reduces for components in series and increases
for components in parallel. That's why resilience most of the time is the ONLY solution when
custormers regquest a very high availability.

Servicealilify: A contractual term used to define the support to be received from an external
supplier in which is covered whal they will support in the case of unavailability of one or
more services.

Security: The implementation of justifiable controls to ensure continued TT serviee within
secure parameters: Confidentiality, Integrity and Availability. See following pages.

Vital Business Function (VBF): These are the business critical elements of the business
process supported by an IT service. An IT service may support a numhber of business
functions that are less critical, e.g. an ATM service VBF would be the dispensing of cash,
however the ability to obtain a mini statement. print from an ATM may not b considered as
vital
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Availability Management

Terminology

Availability

— Reliability

e

Maintainability ————Recoverability

— Serviceability j

— Resilience (Redundancy)

Security

— Vital Business Function

Student Notes
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Availability Management

Security

The goal of Security Management i5 to manage a dofined lovel of scourily on a service,
including managing the reaction to security incidents. By doing this Security Management
can ensure the continuity and to protect informartion of the service and its customers and can
help minimize the damage for the service [rom security breaches, Security Management is
intended to assure the safeguarding of information. More specific, the value of the
information has Lo be protected. This value is deternmined in terms of

= Confidentiality: protecting sensitive information from unauthorized disclosure or
intelligible interception;

= Integrity: saleguarding the accuracy and completeness of indormation and soltware,

& Availobility: ensuring that information and services are available when required.

The Security Management function interfaces with IT Service Management processes where
securily issues are involved. Such issues relate to the Conlidentiality, Integrity and
Awvailability of data, as well as the security of hardware and software components,
documentation and procedures. For example, Security Management interfaces with Change
Management to assess the impact of proposed changes on security, to raise RfCs in response
Lo security problems; o ensure confidentiality and integrity of security data and to maintain
the security when software is released into the live environment.

The Incident Management process is the main liaison point for securily inciderds. Security
incidents need to be defined according to SLA securily requirements thal are stated in the
security section of the SLA, so they can be identified within the incident management
Process

Each SLA must have a security section.

Availability Managemenl can gain guidance [rom the information contained within the
organizations IT security poliey and associated procedures and methods. However, the
following are typical security considerations that must, amongst others be addressed:

#  Produets and services must only be available to authorized personnel.

# ID'roducts and services must be recoverable following failure to ensure confidentially and
integrity are not compromised and Availability of service not further compromised.

# Products and services must be recoverable within secure parameters, i.e. must not
compromise T security policy

# Physical access to computer and network equipment should be restricted to authorized
personnel only.

# Logical access to soltware should be restricted to authorized personmel only.

# Operating Systems and Systemns Management conunand authority should be
commensurale with role and responsibility.

# Data must be available to authorized personnel al agreed limes as specified in the SLA.

#  OLAs and underpinning contracts must reflect the adherence to security controls
required by the TT support organization.
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Availability Management

Security

Confidentiality

Work on Security awareness

Availability

Student Notes
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Module 9
Availability Management

Note: to prevent confusion between processes, Security Management can be viewed as
accountable for ensuring compliance to IT security policy for the implementation of new 1T
services. Availability Management is responsible for ensuring security requirernents are
defined and incorporated within the overall Availability design.

Security Management is NOT one of the ITIL processes covered by ITSM but interfaces
with it where security issues ave involved. There is a separate ITIL book on Security
Management,
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Security
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Availability
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Availability Management

Risk Analysis

To assess the vulnerability of failure within the configuration and capability of the IT support
organization it is recommended that the proposed IT infrastructure design and supporting
organization (internal and external suppliers) are subject to a formal risk analysis.

Risk is an assessment of the level of threal and the extent o which an organization is
viilnerable to that threat.

As a minimum, the following risk assessment activities should be performed:

# Identify risks — i.c. risks w particular IT service components (assets) thal support the
business process that will cause an interruption to service,

= Assess threat and vulnerability levels — the threat is defined as “how likely it is thal an
service disruption will ocour” and the vulnerability is defined as “whether, and to what
extent, the organization will be affected by the threat materializing™.

7 Assess the levels of risk — the overall risk can then be measured. This may be done as a
measurement il quanlilative data has been collected, or qualitative using a subjective
assessment of, for example, low, medium or high,
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Risk Analysis

Threats Vuilnerabilities

Risk analysis

Risk management

Planning
for potential
outage

Countermeasures Managing outage

Student Notes
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The Unavailability Life-cycle

During the analyzing and planning of services, certain measuring values are led from the
phases that a service goes through during technical trouble,

Ocewrrence of the incident - The user realizes the technical trouble.

Detection The service is informmed on the technical trouble

Diagnose The service takes action to frace the cause of the technical trouble

Reparation  The service repairs the service, The ime thal is necessary lor Lhis is caleulaled
from the moment the technical tronble was reported to the service and can be
divided into:
o Time of fravel (in case an external party is required) that is necessary.
» Time that is necessary for diagnosis and reparation.

Restoration  Time thal is necessary Lo gel the service back Lo working, including activities
as configuration and initialization, and the time that is necessary to make the
service available to the user.

The downtime partially dependant on how last Lthe reaction of Lhe [T-organization and
possible external suppliers is. To get a good view of that, the average values of the measuring
are laken, These averages are uwsed Lo make predictions on the expecled availability of a
service in the future and for discussing if improvements are urgent. The following values are
most conunon with Availability Management:

# Mean Time to Repair (MITTR) the average time between the occurrence of technical

trouble and the repair of it, also called ‘Downtime'. The specific time is an addition sum

of the detection time and the processing time. This value concerns the elasticity and

Serviceability of a service. MTTR measures Maintainability and/or Serviceability

Mean Time Between Failures (MTBE) the average time between the repair of an incident

and the reporting of the next incident, also called Tptime'. This value concerns the

reliability of a service. MTBF measures Availability

» Mean Time Between System Incidents (MTEST) the average time between the reporting
of two sequentially ceeurring incldents, the sum of MTTR and MTBF, MTBSI measures
Reliability

¥

From the relation between MTBF and MTBST it is possible to subtract information on il there
is a lot of short technical problems or some large technical problems,
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The Unavailability Life-cycie

MTTH - Mean Tima To Repair {Downtime) ==
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When Is a Service Available?

Customer perception of downtime may differ from that of the IT departent becanse of
delays in reporting incidents and the business perception of service restoration extending to
the processing of any business back log. Suppliers may also talk about MTTR in a different
way to the internal IT department.

department, which also results in different perception about the availability that is delivered.
IT thinks it delivers 8% but in reality — al the customer desktop — it is only 94% because of
the fact that an end-to-end service is build on several components and that service availability
is therefore an result of the availabilily of all those components together.

When reporting availability data to the business, we should use the language that the
business uses. To the business downtime means: idle worklorce, lost income, dissatisfied
end customers, threat of legal action and failure to comply with legislation. These are clearly
rilated to the impact codes used for incidents.

Botl the total duration of downtime and the frequency of downtime affect service quality,
The next thing is an example calculation:

Service A agreed service times SxS8h/weck
In week 43 the service was down for 4 hours
then the availability = (40-4)/40 x 100% = %

This looks simple but — again — in reality it is not simple at all. It all depends on what is
agreed, what do we measure, how do we measure, how many customers do we measure and
when do we measure. E.g. if only one out of 1000 customer is down for 4 hours is the service
then really down for 10% or is it down for (,01%. For that one customer it is 10% but for the
whole company it is a lot less.

Basic availability calculation:

Agreed Service Time — Actual Down Time during Agreed Service
poR e Time :
Availability = Agreed Service Time X 100

Even when meeting a SLA a service can be perceived as not being available, For example, an
Invoicing application is used by the Finance Department Monday — Friday between the hours
of Bam and Spm. A daily backup of this application is done Monday - Friday between the
hours of 8pm and 1pm. This scheduled backup has been agreed with the Customer and is in
the SLA. A Finance Departiment User works overtime; at Spin he loses access to the
application due to the backup in progress. To the User the service is unavailable but the SLA
has not been breached.
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Module 9
Availability Management

—— When Is a Service Available?

“An IT service is
not available
to a customer if the functions required during
Service Hours at that particular Location
cannot be used although the
agreed SLA conditions
are being met”

NB Simplistic calculation of % availability in the ITIL book is

(AST-DT)
Availability X100
= AST

But what does 98% Availability really mean?
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Availability Management

Availability Formula

Excessive complexity in calculating predicted availability can be avoided by making a
decision on the degree of granularity. The calculation could stay at the level of:

PC availability x Network Availability x Mainframe Awvailability

Availability always reduces for components in series and increases for components in
parallel. However, note that these are long-term predictions and are not guarantees of the
level of availability that will be achieved in reality. Also note that some components must be
i series.

When making calculations for elements in parallel the availability = 100% - unavailability.
Unavailability is only true if all parallel components are broken down. So by having two
elements with availability A and availability B in parallel, the availability of the system would
become: 100% - (A and B down) = 100% - (100F%-A) x (100%-B)

Note that the predicted failure rate will change throughout a CT's lifecycle.
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Availability Management

—— Availability Formula

In Series In Parallel
Avail = 90%
— 1 Disk A
—= Monitor —| CPU |——> — -
) " . - | DiskB ——
Avail = 90%  Avail = 80% Avail = 80%
Available only if both work = Available = 1 - Not Available =
AxB = 1 - both down =
0.9* 0.8 =0.72 or 72% 1- (A Down) x (B Down) =

1-0.1* 0.2 =0.98 or 98%

Student Notes
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Module 9
Availability Management

Essentials

Goals

Availability Management identifies, defines and prepares the measures thaf are necessary Lo
guarantee the requested availabilily of services. They monitor the availability for outages and
recomunend changes Lo prevent future loss of service

The Availability Manager
The Availabilily Manager takes measures to improve resilience, concludes maintenance
conlracts and administers these. He also develops and maintains contingency plans.

Responsihilities

Availability Management is concerned with the design; implementation, measurement and
management of IT Infrastructure Availability to ensure the stated business requirements for
Availability are consistently mel. Availability Management is responsible for:

¢ Determining the availability requirements from the business for a new or enhanced [T
service and formulating the availability and recovery design criteria for the [T
infrastructure,

s In conjunction with ITSCM determining the vital business funetions and impact
arising from I'T component failure.

¢ Defining the targets for Availability, Reliability and Maintainability for the IT
infrastructure components that underpin the IT service to enable these to be
documented and agreed within SLAs, OLAs and contracts.

s Establishing measures and reporting of Availability, Reliability and Maintainability
that reflects the business, end user and IT support organization perspectives.

» Monitoring and trend analysis of component’s Availability, Reliability and
Maintainability

« Reviewing IT Service and component availability and identifying unacceptable levels.

s Investigation of the underlying reasons for unacceptable availability.

Production and maintenance of an Availability Plan that prioritizes and plans IT
availability improvements.

Risk analysis is an important part ol Availability Management. Risk is an assessment of the
level of threat and the extent to which an organizalion is vulnerable to that threat. Use a
model like the one described earlier in this module when analyzing potential risks.

Remember that calculating availability is one of the more difficult procedures within the
Availability Management process. However it is necessary to help formulate Availability
targets for IT components and [T Services. These should be agreed upon and reflected in the
SLA.

Availability Management Process

The scope of Availability Management covers the design, implementation, measurement and
management of IT infrastructure availability. Availability Managemnent commences as soon
as the availability requirements for an IT service is clear enough for these to be articulated.
It's an ongoing process, [inishing only when the IT service is deconunissioned.
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Module 9

Availability Management

Essentials
*» Goals

with third party suppliers

*  Responsibilities

SLAs & OLAs are met
*  Assessing risk - CRAMM
* Calculating availability
- MTBSI
- MTTR
- MTBF
— % availability formulae

— Plan and manage CI availability
— Ensure contractual arrangements are in place internally and

— Changes are proposed to prevent future |oss of service

— Predicting & designing for expected levels of availability &
security; Availability Plan; collecting, analyzing and
maintaining data; monitoring availability levels to ensure

Student Notes
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Module §
Availability Management

The key inpuls to the Availability Management process arc:

oy

v

¥

s

The availability requirements of the business for a new or enhanced IT service.

A business impact assessment for each vital business function underpinned by IT

The Availability, Reliability and Maintainability requirements for the IT infrastructure
components that underpin the IT service(s).

Information on IT service and component failure(s), usually in the form of Incident and
Problem records,

A wide range of configuration and monitoring data pertaining to each IT service and
COTMPOTENL.,

Service level achievermnents against agreed targets for cach IT service with an agreed SLA.

The key outputs from the Availability Management process are:

H1846S D.00

Availability and Recovery design criteria for each new or enhanced IT service.
Details of the availability techniques that will be deployed to provide additional
infrastrueture resilience to prevent or minimize the bnpact of component failure (o
the IT service,

Agreed targets of Availability, Reliability and Maintainability for the IT infrastructure
components that underpin the IT service(s).

Availability reporting ol Availability, Reliability and Maintainability to reflect the
business, end user and IT support organization perspectives.

The monitoring requirements for IT components Lo ensure that deviations in
Availability, Reliability and Maintainabilily are detected and reported.

Availability Plan for the proactive improvement of the IT infrastructure availability.
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Module 9

Availability Management

Essentials
* QGoals
— Plan and manage CI availability

— Ensure contractual arrangements are in place internally and
with third party suppliers

— Changes are proposed to prevent future loss of service

*  Responsibilities

—~ Predicting & designing for expected levels of availability &
security; Availability Plan; collecting, analyzing and
maintaining data; monitoring availability levels to ensure
SLAs & OLAs are met

» Assessing risk - CRAMM
» Calculating availability

- MTBSI

- MTTR

- MTBF

— % availability formulae

Student Notes
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Availability Management

H1846S D.00 8-26 http://feducation.hp.com



Module 10 — IT Service Continuity Management

This module introduces IT Service Continuity Management, the discipline thatl covers
unexpected 1T service losses. [T Service Continuity Management involves the planning for
alternate Cls (Configuration Items), and could include single Cls or an entire alternate (or
"Disaster Recovery”) site with alternate IT resources. Analyzing risks, researching options,
planning alternatives, and documenting the plan are all part of IT Service Continuity
Management. IT Service Continuity Management is also responsible [or testing the
Contingency Plan.
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Module 10
IT Service Continuity Management

IT Service Continuity Management
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Module 10
IT Service Continuity Management

—— IT Service Continuity

Business - IT Alignment

Student Notes
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Module 10
IT Service Continuity Management

Continuity Management

Since the [T Infrastructure Library produced its book on ‘Contingency Planning’, there have
been significant changes in technology and the way in which technology is used within
business. The dependencies between business processes and Lechnology are now so inter-
twined that Contingency Planning (or Business Conlinuity Management as it is now
sometimes referred) incorporates both a business element (Business Continuity Planning)
and a technology element (IT Service Continuity Management Planning). Their dependencies
on each other determine thatl one is a sub-set of the other, depending on the nature of the
business and the extent to which technology has pervaded the organization. In this chapter it
is assumed that business continuity is the main driver and that IT Service Continuity
Management is a sub-set of the Business Continuity Management process.

The mission for IT Service Continuily Management is to support the overall Business
Continuily Management process by ensuring that the required IT technical and services
facilities (including computer systems, networks, applications, telecommunications,
technical support and service desk) can be recovered within required, and agreed, business
timescales.

H18465 D.00 10-4 http://leducation.hp.com
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Madule 10
IT Service Continuity Management

—— Continuity Management

Why Plan?7?7?

Increased business dependency on IT
Reduced cost and time of recovery
Cost to customer relationship

Survival

Many businesses fail within a year
of suffering a major IT disaster!

Student Notes
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Module 10
IT Service Continuity Management

The Process (1)

Stage 1 - nitintion

The activities Lo be considered during the initiation process depend on the extent to which
contingeney facilities have been applied within the organization. Some parts of the business
may have established individual confinuity plans based around manual workarounds and IT
may have developed contingency plans for systems perceived to be critical. This is good
input to the process, however, effective ITSCM is dependent on supporting eritical business
[unctions and ensuring that the available budget is applied in the most appropriate way.

Stage 2 - Requirements Analysis and Strategy Definition

This stage provides the foundation for ITSCM and is a critical commponent in order to
determine how well an organization will survive a business intermuption or disaster and the
costs that will be inclored.

This stage can effectively be split into two seclions:

Requivements — perform Business lmpact Analysis and risk assessment;

Strategy — delermine and agree risk reduction measures and recovery options to support the
requirements,

Stage 3 - Implementalion

Onee the strategy has been agreed the Business Continuity lifecycle moves into the
implementation stage, involving I'T at a detailed level. The implementation stage consists of
Lhe [ollowing processes:

Establish the organization and develop implementation plans.
Implement stand-by arrangenents,

Tmplement risk reduction measures,

Develop it recovery plans.

Develop procedures.

Undertake initial tests.

VYV YYY

Each of the above is considered with respect to the specific responsibilities that IT must
action.
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Module 10
IT Service Continuity Management

—— The Process (1)

Business Impact
Analysis

Requirements and Strategy Risk Assessment

Business Continuity
Strategy

Implementation

Student Notes
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Module 10
IT Service Continuity Management

Business Impact Analysis

The second driver in determining ITSCM requirements is the likelihood that a disaster or
other serious sevvice disruption will actually cccur. This is an assessment of the level of
threat and the extent to which an organization is vulnerable to that threat

The top section of the model (based on the CCTA Computer Rlisk Analysis & Management
Methodology - CRAMM) refers to assets - i an organization's assets are highly vulnerable and
there is a high threat and the inpact is high, there would be a high risk. Countermeasures are
then applied to manage the business risks by protecting the assets,

As a minimum, the following risk assessment aclivilies should be perlormed:
Identily risks —i.e. risks to particular IT service components (assets) that support the
business process, which will cause an intermuption to service. Typical risks for IT include:

# Damage or denial of access to premises,

#  Loss of [T systems, networks, PADX, Automatic Call Distribution systems, firewalls,
cryptographic systems, Public Key Infrastructure (PR1), ele.

#  Loss of data or loss of integrity to data.

Loss of network services including teleconununications providers.

# Unavailabilitv of key staff, e.g. only one person knowing how to maintain a particular
critical network server or business application and no docwmentation existing.

# Tailure of partner or service providers, e g. outsourcing organizations providing IT
sysbems or services (e.g. supporl, development or maintenanee ).

# Loss of service from a parther due to excessive demand on services (e.g. excessive hits or

volumes from web-sile).

Breach of security (e.g. fraud, sabotage, computer viruses or malicious soffware]).

Loss of environment (e.g. air-conditioning).

Loss of critical paper records or media (e.g. manuals, documents, backups, ete,).

Loss of utilities (e.g. power, gas, waler).

o

VYWY

Assess threat and vulnerability levels — Lhe threal is delined as “how likely it is that an
service disruption will occur” and the vilnerability is defined as “whether, and to what
extent, the organization will be alTected by the threat materializing”™. A threal is dependent
on sich factors as:

# Likely motivation, capability and resources for deliberate service disruptions,

# For accidental serviee disruplions, the organization's location, environment, and quality
of internal systems and procedures.

# Dusiness processes are vilnerable where there are single points of failure for the delivery
of it services.
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Module 10
IT Service Continuity Management

—— Business Impact Analysis

Threats Vuilnerabilities
Risk analysis Risks

Risk management

Planning
for potential
disasters

Countermeasures Managing a disaster

Student Notes
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Module 10
IT Service Continuity Management

Assess the levels of risk — the overall risk can then be measured.

Following the risk analysis it is possible Lo deterinine appropriate counternmeasures or risk
reduction measures (ITSCM mechanisins) to manage the risks, i.e. reduce the risk to an
acceplable minimum level or mitigate the risk.

Hisk Management is concermed with the identification and selection of actions thal reduce
risks to an acceptable level. Contlingency Planning addresses residual risk, for instance when
PCs are attacked by a new kind of virus
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Module 10
IT Service Continuity Management

Business Impact Analysis

Value of iliti
b Threats Vulnerabilities
Risk analysis ( Risks

Risk management

Plannin
Countermeasures for poten ga 1 Managing a disaster
disasters
Student Notes
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Module 10
IT Service Continuity Management

The Process (2): Operational Management

Stage 4 — Operational Management

Onee the implementation and planning has been completed there is a need Lo ensure that the
process is maintained as part of business as usual. This is achieved through operational
management and includes:

P

Education and amwareness throughout the organization and in particular, the IT
department, for service continuity specific items. This will ensure that all stall are aware
of the implications of Business Continuily and of Service Continuity and consider these
as part of their normal working routine and budget.

Training — IT may be involved in training the non-IT literate business recovery Leam
members Lo ensure that they have the necessary level of competence to [acilitate
recovery.

Review — regular review of all of the deliverables from the ITSCM process needs to be
undertaken to ensure that they remain current. With respect to IT this will be required
whenever there is a major change to the IT infrastricture, assets or dependencies such as
new systems or networks or a change in service providers, as well as when there is a
change in business direction, business strategy or IT strategy. As organizations typically
have rapid change, it is necessary Lo invest in an ongoing review programme and
incorporate ITSCM into the organizational business justification processes. New
requirements will be implemented in accordance with the change control process.
Testing - following the initial testing it is necessary to establish a programme of regular
testing to ensure that the critical components of the strategy are tested af least annually
or as directed by senior management or andit. It is important that any changes to the IT
infrastructure are included in the strategy, ilnplemented in an appropriate fashion and
tested to ensure that they function correctly within the overall provision of I'T services,
Change control — following lests and reviews and in response to day to day changes, there
is a need for the ITSCM plans to be updated. ITSCM must be included as part of the
change management process lo ensure thal any changes in the infrastructure are
reflected in the contingency arrangements provided by IT or third partics. Inaccurate
plans and inadequate recovery capabilities may result in the failure of TTSCM.

Assurance = the final process in the ITSCM lifecycle involves obtaining assurance that the
quality of the ITSCM deliverables is acceptable to senior business management and that
the operational management processes are worldng satisfactorily.
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Module 10
IT Service Continuity Management

The Process (2): Operational
Management

Testing

and Audit

Education
and Awareness

Training

Assurance

Student Notes
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Module 10
IT Service Continuity Management

The Options

It would be hard to justify the “Do nothing” option, since il a system does not need to be
recovered, its necessity has to be considered. Customers should be told when this option has
been adopted!

T

Manual workarounds, Can be an effective interim measure until normal IT Services
are restored,

Reciprocal arrangements. Organizations agree Lo back each other up in an
emergency, rarely used now except for off-site storage hecause ol practical
difficulties, e.g. limited excess IT capacily.

(rradual recovery (sometimes referred Lo as a “cold standby™). Usually consists ol an
empty computer enviromnent accept for power and teleconununications, in which an
organization can install its own equipment. May be used where a business can
fumetion for a period of 72 hours or more without TT services. Can be internal or
external, fixed or portable, possibly with guaranteed equipment delivery.

Intermediole recovery (sometimes referred Lo as “warm standby™). Typically involves
the re-estahlishment of critical systermns and services within a 24-7 hour period. Can
be internal or external, fixed or portable, and consists ol a computer environment
containing recovery I'T equipment that can be configured to support the business.

Fimedinte recovery (sometimes referred to as a “hot standby). Would involve the
use of an alternative site with continuous mirroring of live equiprent and data. Can
be internal or eternal and is the most expensive option. Would only be used [or
critical business services here loss of service would cause an immediate business
impact.

Choosing one of these aptions usually depends a lot on the finances available or what the
business wants to invest in Service

H1846S D.00 10-14 http:/leducation.hp.com
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Module 10
IT Service Continuity Management

_—— The Options

» Do nothing

* Manual workarounds

* Reciprocal arrangements

» Gradual Recovery (cold standby)

» Intermediate Recovery (warm standby)
* Immediate Recovery (hot standby)

IMPORTANT: HAVE YOU PLANNED TO RESTORE THE NORMAL SERVICE.....

Think of the security risks when a disaster has happened

Student Notes
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Module 10
IT Service Continuity Management

The Seven Sections of the Plan

Administration - when and how to invoke the plan; programs of action and personnel
involved.

The IT Infrastructure — the parts of the infrastrueture that are subject to continuity
management

IT Infrastructure Management Operaling procedures - instructions required to recommence
operations, including SLA details and manuals.

Personnel - information about personnel to transler to site, who is going to replace personnel
that will not come to the contingency sile or — in worst case — died. In times of disaster the
staff is more interested in how there own family and property is doing then how the [T is
doing. We have to come up with a plan to replace staff

Secwrity - details of home site, contingency site and remote storage.
Contingenecy site - location, contacts, facilities, security and transport arrangeiments to the
site, how to build the site, how to implement indrastructure and applications, how Lo restore

data etc.

Return to Normal - how, where, how long will it take to restore the whole inlrastructure
especially if we do not restore the whole side but only the most important services.
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Module 10
IT Service Continuity Management

The Seven Sections of the Plan

1. Administration
2. The IT infrastructure

3. T infrastructure management & operating
procedures

4. Personnel

5. Security

6. Contingency site
7. Return to normal

Student Notes
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Module 10
IT Service Continuity Management

Roles in Normal Operation and in a Crisis

Novrmal Operation

The table below outlines the typical responsibilitices [or ITSCM during times of normal
operation. These responsibilitics should be clearly defined, communicated to the managers
concerned and docwnented in appropriate role or job descriptions.

In a Crisis (invocalion vesponsibilities)

" Thetablé below outiines the invocation Fesponsibiiities foliowing a disruption to ihe nortal
operating environment. The invocation of erisis control and management responsibilities
change in line with command, control and operational roles and responsibilities outlined in
the erisis control and recovery plans. These include responsibilities for taking corrective
action to minimize impact and contingency or recovery facility invocation.

...... : A e ey

| NORMAL OPERATION ~ |INACRISIS

Board level

Initiate [T Service Continuily, set policy, Crisis management, corporate decisions,
allocate responsibilities, divect and external alTairs
anthorize

Senior Managemen!

Manage IT Service Continuity, accept Co-ordination, direction and arbitration,
deliverables, communicate and maintain resouree authorization

awareness, integrate across organization

Junior Management

Undertake IT Service Continuity analysis, Invocation, team leadership, site
define deliverables, contract for services, management, liaison and reporting
manage testing and assurance

| Supernizors and Staff

Develop deliverables, negotiate services, Task execution, team membership, liaison
perform Lesting, develop and operate
processes and procedures

H1846S D.00
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Module 10
IT Service Continuity Management

Roles in Normal Operation and in a
Crisis

Board Level

Senior Management
Junior Management
Supervisors & IT Staff

Does everybody know what role lo play in a
crisis situation

Does everybody know what the roles are and to
whom they belong during a crisis

Student Notes
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IT Service Continuity Management

- i mm m m LM

. Extensive Testing and Reviewing

Testing should be progressive and iterative so that condidence is built up steadily. Testing
should eover a realistic time period - it 1s not enough to demonstrate that the service can be
restored, evidence is also required that the service can be supported after restoration despite
reduced staff numbers and unfamiliar surroundings.

A Comtingency Plan is subsidiary to maintenance, The most important roadblocks are the
adjustments in the infrastructure and the changes in the determined Service Levels, A
migration, to a new midrange platform for example, with & warm external start can lead to
the facl that a similar machine is no longer available. The Configuration Managemment
therefore plays an important role in the prolection of the standard eonfigurations that also
oceur in the Contingency Plan.

Testing a Plan - the Contingency Plan should frequently be tested. A lot of things could go
wrong during an emergency so a plan necds (o be studied. Besides that the test will show
what arcas in the plan come short and what changes have been missed. Sometimes changes
can be tested on recovery locations Lo see i they work here as well, before they are
processed in the IT-infrastricture.

H18465 D.00
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IT Service Continuity Management

Extensive Testing and Reviewing

« |Initially then every 6 to 12 months and after each
disaster

» Test it under realistic circumstances, do it rigorous
* Move / protect any live services first!
» Review and change plan
» What changes? New, more, less of:
— Customers / services / SLRs / risks /
— Dependencies / assets / Cls / staff /
— Contracts / SLAs / countermeasures / .....
» ALl change to be via the Change Advisory Board

Student Notes
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Module 10
IT Service Continuity Management

Essentials

ITSCM is a critical tool if the business is to continue to operate in spite of the many risks
faced. Failure to implement adequate I'TCSM measures will impact that ability following an
interruption,

ITSCM must be able to respond guickly and efficiently to the changes and be regularly tested
to ensure that the different components of the IT infrastructure will work together.

Organizations that practice TTSCM effectively will have assessed the risks (CRAMM) 1o
Business Continuity, identified minimuwn aceeplable levels of business and pul in place lested
plans (7 steps and based on one of the various options — cold, warm efe.) to ensure that these
can be maintained.

Responsibilities for TTSCM should be integrated with corresponding operational
responsibilities o maximize synergy and capitalize on existing kmowledge, skills and
expertise in the operating environment,

The plan or plans should be given wide but controlled aceess and details aboutl them should
be recorded in the CMDB as they are Cls.
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Module 10
IT Service Continuity Management

——— Essentials

» Disasters will happen and will affect services!
» Assets/Threats/Vulnerabilities/Risks/Countermeasures
» Part of service planning & design
* The IT Service Continuity Plan
— Assists in fast, controlled recovery
— Must be given wide but controlled access

— Contents (incl. Admin, Infrastructure, People, Return
to normal)

— Options (incl. Cold, Warm & Hot Standby)

— Must be tested regularly - without impacting the live
service

* Different Roles

Student Notes
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IT Service Continuity Management
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Module 11 — Financial Management for IT
Services (Cost Management)

This modile introduces Financial Management for TT Services, the discipline of identifying,
caleulating and managing the cost of delivering IT services. Financial Management for IT
Services influences user behavior through cost awareness or charging and provides
budgeting data to management. Cost accounting focuses on the fair allocation of shared

cosls and charging for IT services,
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Module 11
Financial Management for IT Services (Cost Management)

Financial Management
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Module 11

Financial Management for IT Services (Cost Management)

—— Financial Management

Business - IT Alignment

Onerations Bricge.

Student Notes
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Module 11
Financial Management for IT Services (Cost Management)

Financial Management

Financial Management is the sound stewardship of the monetary resources of the enterprise.
It supports the enterprise in planning and executing its business objectives and requires
consistent apnlication thronghont the enterprise to achieve maximum elficiency and
minimum conflict,

Within an IT organization it is visible in three main processes: Budgeting, TT Accounting &
Charging

Budgeting is the process of predicting and controlling the spending of money within the
enterprise and consists of a periodic negotiation cycle o sel budgets (usually annual) and the
day-to-day monitoring of the current budgets.

IT Acecounting is the set of processes that enable the TT organization to fully account [or the
way its money is spent (particularly the ability to identify costs by customer, by service, by
activity). Tt usually involves ledgers and should be overseen by someone trained in
Accountaney.

Charging is the set of processes required to bill a customer for the services supplied to them.
To achieve this requires sound I'T Accounting, to a level of detail determined by the
requirements of the analysis, billing and reporting processes.
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Module 11
Financial Management for IT Services (Cost Management)

Business IT
requirements

—

Financial Management

IT Operational plan Cost analysis Charges
(incl. Budgets) {IT Accounting)

=
|::> e
O [==

Financial targets J
Costing models
Charging policies A

Feedback of proposed charges
to businesses

Student Notes
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Financial Management for IT Services (Cost Management)

Budgeting

Budgeting is the process of ensuring that the correct monies are set aside for the provision of
IT services and that during the budget period they are not over-spent.

The Budgeting process is a key influence on strategic and tactical plans. It is also the means
of delegating control and monitoring performance against predelined targets. It is paramount
thal budgets are effectively integrated within the enterprise and that managerial
responsibility and accountability is matched and communicated in an efficient way.

As all spend affects profitability, it must be recognized that decisions about investment in IT
Services and the integrated management I'T Accounting function can help provide the
competitive edge necessary lor survival of an enterprise.

All enterprises have an annual round of negotiations between the business departinents and
the IT department covering expenditure plans and agreed investment programmes which
ultimately sets the budgel Tor [T,

Budgeting enables an organdzation to

Predict the money required to run IT services for a given period.

Ensure that actual spend can be compared with predicted spend at any point.

Reduce the risk of overspending.

Ensure that revenues will be available to cover predicted spend (where Charging is in
place).

L S L T

The benelits of Budgeting should be self-evident, but in summary arc:

# Ensuring Lhat the business provides sufficient funds to run the IT Services il reguires.

Ensuring that IT Service Levels can be maintained throughout the year.

# Providing early warning of under- or overconsumption of service (provided that
some form of IT Accounting is in place).

' '\\ +
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. Module 11
Financial Management for IT Services (Cost Management)

Budgeting

» Ensuring that the correct monies are set aside for the
provision of IT services

» Key influence on strategic and tactical plans

* Budget could have
— Limits on capital and operational expenditure

— Limits on variance between actual and predicted
spend

— Guidelines on how the budget must be used

— An agreed workload and set of services to be
delivered

— Limits on expenditure outside the enterprise or
group of enterprises

Student Notes
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Module 11
Financial Management for IT Services (Cost Management)

IT Accounting

The fundamental benefit of Accounting for IT Services (TT Accounting) is that it provides
management information on the costs of providing 1T services that support the enterprise’s
business needs. This information is needed to enable IT and business managers to make
decisions that ensure the I'T Services section runs in a cost effeelive manner.

Cost elfectiveness is defined here as ensuring that there is a proper balance belween the
quality of service on the one side and expenditure on the other. Any investrent that
inereases the costs of providing [T services should always result in enhancement Lo service
quality or quantity.

IT Accounting helps the business to:

# Base decisions about the services to be provided on assessments of cost-effectiveness,
service by service,

Make more business-like decisions about it services and investments in them.

Provide information to juslily it expenditures.

Plan and budget with confidence.

Demaonstrate under- or over-conswnplion of serviee in financial lerms.

[Understand the costs of not taking advantage of opportunities for change,

Y VWYY

Put simply, there is no prospect of IT service providers maximizing value for money il the
cosls of providing the services are not accurately known. A key justification for investing in
maore IT resources is to support tew or better business processes. I'T Accountling provides the
cosl basis lor cost-benefit analysis.

H18465 D.00 11-8 http:/feducation.hp.com
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Module 11
Financial Management for IT Services (Cost Management)

=T Accounting
* Base decisions on assessments of cost-
effectiveness, service by service

s« Make more business-like decisions about IT
services

» Provide information to justify IT expenditures &
investments

* Plan and budget with confidence

* Demonstrate under- or over-consumption of service
in financial terms

» Understand the costs of not taking advantage of
opportunities for change

Student Notes
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Module 11
Financial Management for IT Services (Cost Management)

Different Cost Units

If more detail is required in caleulating costs, the chosen major Cost Types of [ardware,
Software, Emplovment, Acconunodation and Transfer can be further divided. For instance,
Hardware might be divided into Office, Network, and Central Servers. The purpose of this is
to ensure that every cost identified in the I'T departinent can be placed within a table of costs,
by type. This enables analysis to be performed by type e.g. all Nehwork costs.

The decision on whether to identify more detailed cost units will often depend upon whether
more detail is required to apportion charges. In general, Cost Elements will be the same as
budget line ilems where the purpose of the model is simple recovery of costs.

Il & more detailed analysis of costs is required, e.g. for organizations providing shared
services, then more detailed Cost Elements will have Lo be identified. Typical Cost Elements
within each major Cost Tvpe are:

Major type Cost Elements

[ardware Central processing units, disk storage, peripherals,
wide area network, PCs, portables, local servers

Soltware Operating systemns & options, scheduling tools,
applications, databases, personal productivily
tools, monitoring tools, analysis packages

People Payroll costs, Benefit Cars, He-location costs,
Expenses

Accommodation Offices, Storage, Secure areas

External Service Security services. Disaster Recovery services,

outsourcing services.

Transfer Consultancy, Security services, Disaster Recovery
services, oulsourcing services, utilities,

For organizations providing services based upon central mainframes, the hardware costs may
be the largest proporlion bul il s more common Lo see a rough balance amnongst hardware,
software and employment. Increasingly, the proportion of costs attributed to networking
devices and network services is becoming more signilicant and may be identilied as a
separate Cost Type.

Organizations that purchase software products, rather than developing them, will find a
higher proportion for costs categorized as Sollware. Organizations which use outsourcing
services (such as offshore development or computing services) will see Transfer costs as the
largest proportion of costs.

H1848S D.00 11-10 http:/leducation.hp.com
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Maodule 11
Financial Management for IT Services (Cost Management)

—— Different Cost Units

Hardware Cost Unit
Software Cost Unit
People Cost Unit
Accommodation Cost Unit
External Service Cost Unit
Transfer Cost Unit

Student Notes
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Module 11
Financial Management for IT Services (Cost Management)

Categorization of Cost Units

Fixed Costs are those that cannot be influenced, they will be the same even when services
will stop. Examples are: Rent: salaries: insurance; s/w license [ees; ulility standing charges;
fixed price contracts; mainframes; h'w maintenance contracts; depreciation.

Variable Costs follow changes in business activity. E.g. overtime; consumables; telecomm
charges; [ees for contractors; expenses; utility consumption charges; short term lease/hire,
Since variable costs follow changes in business activity, there has been a trend in recent
yvears towards converting fixed costs into variable costs.

Dhirect Costs are those that can be allocated to one specific department or service like some
application software; dedicated hardware; identifiable resource; dedicaled support teams.

Indirect Costs are those that an not be allocated to one specific department or service but
that has to be divided among more departinents and/or services. Management; 11Q; systems
software; non-identifiable resonurce; service desk; accommaodation; networks; depreciation &
maintenance; fees for multi-service computers. Correctly identifying whether a cost is a
direct or indirect cost is important when defending budgets. Tt is easy to detnonstrate that a
cul Lo direet costs will direct adfect the gquality of service delivered. Indireet costs lend
themselves to being cut on a set percentage of the existing budget and it is hard to
demonstrate how such a cut will affect services, A recent survey detail in Computer Finance
suggests that many business managers want some IT services, such as email and the desktop
envirommnent, to be treated as business overheads, with ondy value-added services dealt with
as direct costs.

Capilol Costs are typically those applying to the physical (substantial) assets of the
organizalion. Traditionally this was the accommodation and machinery necessary to
produce the enterprise’s product. Capital Cosls are the purchase or major enbancement of
fixed assets, for example computer equipment (building and plant and are often also referred
to as ‘one-off’ costs, It is inportant to remember that it is not usually the actual cost of items
purchased during the year that is included in the calculation of the cost of the services bt
the annualized depreciation for the vear.

Operational Costs are those resulting from the day-to-day running of the IT Services section,
.. stall costs, hardware maintenance and electricity, and relate to repeating payments
whose effects can be measured within a short timeframe, usually the less than the 12-month
financial year.

H1846S D.00
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Module 11

Financial Management for IT Services (Cost Management)

Categorization of Cost Units

* Fixed
Costs fixed for a reasonable period of time

* Variable
Costs that will vary with usage or time

* Direct
Costs that can be directly allocated
* Indirect
Costs apportioned across a number of Customers

* Capital
Assets that are depreciated over time

* QOperational
Day to day running costs

Student Notes
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Module 11
Financial Management for IT Services (Cost Management)

Charging

The fundamental benefit to the enterprise of charging customers, is that it provides a sound
business method of halaneing the shape and guantity of TT services with the needs and
resources of the customers. Customers are charged for the services they receive and
because they are paying, they have a right to influence decisions on its provision. Tf they do
not think the services represent good value for money, they may stop using them or make
formal complaints but professional IT departments will invest tilme in discussing the balance
of charges and service levels wilh Lhelr customers.

Services can be improved by spending more, i there is a business justification for it. The
introduction of formal Charging, often provides more cvidence Lo support this and hence
more enterprises will choose Lo invest in [T, Conversely, if customers believe that they can
save themselves money (directly or indirectly, by reducing overall enterprise expenditure) by
changing the way in which they use the [T services, they will be able to discuss this more
openly with the TT department.

Charging enables the IT Services management to:

# Make formal evaluations of T services and plan for investmenl based on cost recovery
and business benelils,

# Recover IT costs in a fair manner.

#  Influence customer behavior,

H1846S D.00
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Module 11
Financial Management for IT Services {Cost Management)

— Charging

* Recover from customers the full costs of the
IT services provided in a fair manner

» Ensure that customers are aware of the costs
they impose on IT and influence customer
behavior

» Make formal evaluations of IT services and
plan for investment based on cost recovery
and business benefits

Note: Charging is optional but you MUST know
and understand your costs

Student Notes
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Module 11
Financial Management for IT Services (Cost Management)

Charging and Pricing Options

Pricing is most of the time a very complex exercise. The following has to be considered:

What is the purpose of pricing, why are we doing it.

What are the costs of the end-lo-end service (and therefore the components),
What are the prices in the marked (in order to benchmark]).

Analyze the demand (for that service) in the marked.

Analyze vour eustomers and those of the competitors.

YWV VY

There are a couple of options if you talk about pricing. They are:

#  Recover of costs: recover costs fully but nothing more.

# (ost price plus: recover the cost but also make a profit.

# Gloing rafe: price is comparable with other internal departments’ costs within the
organization or with similar external organizations.

= Market prices: prices that are set conform the cinrent market prices.

#  Fived price: a sel price is agreed for a sel period with the Customer based on anlicipated

nusage.

Most organizations do have an implementation policy. This policy exists nine ouf of ten times
ol the following sleps:

#  No charging (1T treated as a support centler): most of the times used as communication
and information where the customers are informed about the cost of the services that TT
is delivering, The cusltomer does not pay for the services and is nol going Lo,

» Notional charging (IT treated as a cost center): This is used as a first step to charging,
the invoice is made and delivered Lo the customer but they don't have Lo pay (vel) This
gives the organization the opportinity to get more experience and to fine tune the
invoices. And it gives the organization the opportunity to gel used to charging. This is
sometimes called “soft charging” in which no money changes hands.

F  Actual Cov real) charging (IT treated as a service center): now the invoice has Lo be paid.
The blue dollars becomes green dollars

Charging for Support, Cost and Service centers is based on the cost of service provision.
Profit centers focus on the value of the IT service to the customer,

Note: Senior Management and Business Managers will sel the charging policy.

H18465 D.00
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Module 11
Financial Management for IT Services (Cost Management)

—— Charging and Pricing Options

Charging

* No charging

» Notional Charging

» Actual/Real Charging

Pricing

» Recover of costs
« (Cost price plus
* Going Rate

* Market prices

* Fixed Price

Student Notes
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Module 11
Financial Management for IT Services (Cost Management)

Essentials

Some organizations have a dedicated IT Finance Manager. Others may share the Lasks
arpongst the senior IT managers, cspecially those responsibility for other Service
Management processes (SLM and Capacity Management for example) and the IT Director.

The processes must have an “owner”, thal is someone responsible for developing and
reviewing them. Some of the processes may be “owned” by the Finance departinent,
however if this responsibility is split, care should be taken to avoid giving them to peaple
with primarily adiministrative roles as they are unlikely to have the time or seniority required
to manage the tasks.

The main role of IT Financial Management is to work at an appropriate level with
representative of the organization management and the Finance departiment to develop the
policies for Budgeting, I'T" Accounting and Charging. To implement and maintain the IT
Financial Management process, covering these three arcas.

Changes to Budgeting and IT Accounting or the introduction of Charging lor IT Services are
strategic business decisions and therelore lay with very senior management not the TT
Finance Manager. This is because such decisions may impact service levels, perceptions of
value and usage of services, Business leaders throughout the organization should be fully
aware of the changes likely from the implementation of any of the above.

Establishing IT Financial Management gives management belter information aboul the cost
of IT Services. As a resull of that the organization can create a better *value for money”

On top of this, it helps the IT Services Manager to:

e  Basc decisions about the services Lo be provided on assessments ol cost-
effectiveness, service by services.

e Nake more business-like decisions about TT services and their related investments.

o [rovide information to justify IT expenditures,

#  Plan and budgel with conlidence.

¢ Understand the costs of failing to take advantage of strategic opportunities to justify
the required expenditure (thereby providing value-added productivity).

» Help the users understand the costs associated with the services that they utilize.

The biggest benefit ol establishing Charging is the creation of a business-like relationship.
The customer that is charged can demand a better service and the IT organization can justify
why it spend the money. Beside this we can create investment plans based on ROL

H1846S D.00
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Module 11
Financial Management for IT Services (Cost Management)

Essentials

J__ ... _»_ Budgeting & IT Accounting
— Knowing & understanding costs
— Needed to manage changes
— Input cost units (HSPAET)
Input cost types (F/V, D/, C/O)
— Need for good estimates of business workloads
* Charging (but not policy)
— Determine charges in SLAs
— Influence customer behavior
— Charging doss not affect costs
* General
— Sound stewardship
— Minimize risk in decision making
— Estimating, planning, budgeting
— Targets & measures

Student Notes

http:ﬂed_l.m_atiun.h_p.com ) o 11-19 _ _ H1_B_465 D.00



Module 11
Financial Management for IT Services (Cost Management)
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Module 12 — Service Level Management

This module introduces Service Level Management (SLM), the discipline of managing the
quality and quantity of service delivered by the IT Services organization to the customers.
The essence of Service Level Management is the Service Level Agreement, a virtual “contract”
between the [T organization and customers Uat articwates in detail which services are to be
delivered along with quality and quantity characteristics, such as performance and
availability, for those services.

When masterfully articulated, Service Level Agreements (SLAs) provide the IT organization a
delinilive vardsiick against which most of the organization's activities can be valued. The
details of a SLA facilitate measurement of actual system dynamics, giving the I'T organization
concrete nuwmbers [or evaluation and subsequent action.

This discipline is perhaps one of the more complex in terms of its organizational and cultural
implications. Tt is as powerful as it is complex, formalizing the relationship between the
customer organization and I'T organization. The SLA can serve as a catalyst in establishing
other valuable TTSM disciplines in terms of their contribution to fulfilling the SLA.
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Service Level Management

Service Level Management
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Module 12
Service Level Management

Service Level Management

 Business - IT Alignmant

Student Notes
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Service Level Management
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Module 12
Service Level Management

Service Level Management

Balance between:

Supply of
IT services

Demand for
IT services

By:
—Knowing the requirements of the business
—Knowing the capabilities of IT

Student Notes

http:/feducation.hp.com 12-5 H1846S D.0OO



Module 12
Service Level Management

Service Level Management — Goals

Service level management (SLM) is essential if IT departments are going Lo demonstrate a
cotmmitnment to customer-oriented service provision to the business.

Sinee [T only exists to provide services, and all activity within IT has an impact on service
provision, the SLM temm should be central to the management of TT.

The mission for Service Level Management is to maintain and gradually improve IT Service
qualily, through a constant cycle of agreeing, monitoring and reporting upon I'T service
achievements and instigation of actions to eradicate poor service —in line with business or
cost justification. Through these methods, a better relationship between [T and its customers
should be developed.
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Module 12
Service Level Management

Service Level Management — Goals

* Business-like relationship between customer
and supplier .

» Improved specification and understanding of !
service requirements |

» Greater flexibility and responsiveness in
service provision

* Balance customer demands and cost of
services provision

» Measurable service levels
* Quality improvement (continuous review)

Student Notes
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Module 12
Service Level Management

Service Level Management - Responsibilities

Service Catalogue - Details the full range of services that the IT department can deliver and
different levels of service that are available o customers.

Serpice Level Agreement (SLAS)-negotiated Lo achieve an agreed compromise between the
customer’s SLE and the ability of the TT deparmment 1o deliver the required service with the
resources At their dispoesal,

Service Level Reguivements are documents that provide a detailed view of the customers
needs and are used for setting up, adjusting and renewing services, This docwment can
service as a blue print for the designing of a service with matching SLA and can he signed as
an order of design, if desired.

Operational Level Agreement (OLA) - and Underpi nning Contract: are documents that
support the SLA and are agreed with internal (OLY) and external (UC) suppliers to describe
the delivery of one or more conponents of the end-toend service. (See also next pages)

Service Specshee! - this is a detailed document thar is the bridge between that what is agreed
in the 314 and that what technically is needed internally to deliver the service, It also gives
the input for both the SLA, OLA and Conmracts (see also next pages)

Service Qruality Plar - very important document, it contains all management information
thar is necessary for steering the [T-organization, In the Service Quality Plan the process
parameters of the Service Management and the operational management are registered. For
avery process target values are defined in the form of Performance Indications. This way for
Incident Management solution times with impact levels are set, for Change Management the
continuation times and costs of stand adjustunernts like a move are set and for all processes is
decided on which reports are necessary af what times. The Performance Indications are led
from the Sernvice Level Reguirements and docwnented in the Specsheets, When external
suppliers are involved in delivering the services. like with Onfsourcing of a Service Desk or
the maintenance of PC's, then the Performance Indications are also registered inthe
Underpinning Contracts.

Monitoring, Revigw & Heport — see on one of the next pages,

In the Service Improvement Plan (51F). which is formally executed in the form of a project.
actions, phases and relesse data that is meant o inprove an IT service are documented.

Customer Relationship Managerment — ongoing relation with the customer to maintain the
services and the SLA g
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Service Level Management

Service Level Management — Responsibilities

Service
Catalogue

Serwce Level /’/—\
W Service Level

Agreement
p /

\‘ Service Level
Management
W
[ Improvement

N rrograme~

Monitor, Review & .
Report

Cusftomer
relationship
management

Operational
Level Agreements |
& Contracts

Service
Specsheet

Bervice Quality
Plan

Student Notes
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Module 12
Eervice Level Management

Service Level Management Process

The process is a full loop quality cvele. Once SLA's have been defined the loop is started.

Establish Function

If Serice Level Managemenl 1s not yet in place than the first step is to plan the process itself
Activities like designing procedures, ereating service catalogue, creating draft SLA's and
AWATreNess campaign are amongst the things that have 1o be planned for, The following things
have to be planned:

Initial Planning ol Activities,

Flan Monitoring Capabilities,

Establish [nitial Perception of the Services.

Set-upChecking of Underpinning Contracts and Operational Level Agreements.

Ry

Implementing SL.A's
L the implementation phase the following has 1o be established:

Produce a Service Catalogue.

Expectation Management.

Plan the SLA Structure.

Establish Service Level RBegquiremoents and Drall SLA.

Wording of 5LAs.

Seck Agrecment,

Establish Monitoring Capabilities.

Review Underpinning Contracts and Operational Level Agreemments.
Define Reporting and Review Processes.

Publicize the existence ol BLAs.

VOV OV OV OV VOV OV VY

Managing the sngoing process
I this phase the following has to he conducted structurally:

# AMonitoring and Reporting.
#  Ad-hoe Service Review Meelings,

Periodic Review
In this phase the following has to be conducted structurally:

# TDeriodic service review meetings.
# Creation of service improvement programimes (SIF).
& Alaintenance of SLAsS, contracts and OLAs,
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Meodule 12
Service Leve|l Management

—— The Service Level Management Process

| #Define
i »Execute
""" #Control

3

Student Notes
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Module 12
Service Level Management

Agreements and Contracts

Supporting contracts and OLAs must be developed thal will enable targets in the 5LA o be
achieved. Internal suppliers will typically be providing environmental and accommodation
services and various forms of technical support. If necessary SLAs may need to be modified
to align them with existing contracts but it is preferable to renegotiate the contract. Clear
benefits arise from supplier contract management being closely aligned organizationally with
the management of SLAs,

An Operational Level Agreement is a conformity with an (other) internal [T-departiment in
which agreerments on the maintenance of certain components of a service are determined. for
example an SPA over the availability of the network or the availability of the printservers. An
SPA serves as support for the TT-organizarion thar delivers the service.

An Underpinning Contract is a contract with an exzermal supplier in which agreements on the
maintenance of cerlain components of a service are deterinined. This is comparable 1o an
external performance of an SPA with the goal 1o | for example, get to an agreement with an
cxternal supplier on the extermination of technical problems in workstations or on the
availability of 2 permanent conmection.
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Service Level Management

—— Agreements and Contracts

Service Level Agreements

(SLA)

q&? Underpinning Contracts (UC)

| Customer
B
|

Operational Level Agreements
fOLA)

Underpinning Contracts (UC)

-

External suppliers

Hardware

1

i i
Software |Environment| Network |
i - J

Student Notes
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Meodule 12
Service Level Management

Service Quality Plan

The Service Quality 'lan is the internal description of evervihing that has to be done in order
to deliver the agreed qualities to the customers.
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Maodule 12
Service Level Management

— Service Quality Plan

* Internal service description, responsibility and
internal delivery times to meet the agreed
service level

» Targeted at IT staff

» Describes what we need to do to deliver the
desired quality

* Describes the actions to take when we do not
deliver the correct quality

Student Notes
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Module 12
Service Level Management

Service Improvement Programme

The Service Level Management process ollen generates a good starting point for a Service
Improvement Progranmune (SIF) - and the service review process may drive this.

Where an underlying dillicully has been identified which is adversely impacting upon service
guality, the Service Level Manager must, in conjunction with Problem Management and
Availability Managemend, instigate a 5[P to identity and implement whatever actions are
necessary 1o overcome the difficulties and restore service quality. SIP indtialives may also
foeus on such issues as user training, system testing and documentation. Tn these cases the
relevant people need to be involved and adequare feedback given to make imnprovements for
the future.

At any point in tme, a nwnber ol separate ndtiatives which form part of the STP may be
running in parallel to address difficulties with a number of services.
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Module 12
Service Level Management

— Service Improvement Programme

* Objective
— Controlled improvement

» Drawn whenever there is a need
— Deviation from agreed levels
— Strategic choice
— Continuous Improvement

* More than one simultaneously

Student Notes
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Module 12
Service Level Management

Elements of a Service Level Agreement

Service Level Agreements are confortnities in which agreements between the IT-organizarion
and the customer are delermined on the services that need to be delivered. The Service Level
Agreement describes the service In non-technical terms and tunes in on the language of the
customer. The Service Level Agresement, during operational limes, serves as a norm for the
measuring and steering of an [T-service.

Scope and wone ol a SLA will change as the relatdonship develops. Clauses showld rellect the
fact thar there are abligations on both customer and supplier. The measures included in the
5LA showld be meaninglul, Whether measures includad in the SLA represent mdnirmum
acceptable, warst case, expected or rarger service levels should be clearly stated. It can be as
important 1o specify what services are not provided as it is to specify what services arc
provided - for example, the customer needs to know If the service has only limited security
budlr in1 to ir.

Examples of Service Support BElemenis
Senvdice Hours:
24x7, 5xE, artended, inattended, ete.

Snppot
E.g. support hours, specials, extensions, responzse time, repair time, etc,

Escalaticn
Wha, when, how, what for, ete.

Chanags
Calegory, average turmaround, times, standard requests, ete.

Ervamples of Service Delivery Elements
Availability
E.qQ. 2%, target within service hours, etc.

Reliability
E.¢. number of times service breaks dowil over a given period, MTRF, MTESI, erc.

Continuity & Security
Whar, how, roles, responsibilities, procedures, ete.

Charging

Formula, pricing, method, ele.

Batch Turnaround Times
Input and cutput: when, where, how, ete.

Transaction Response Times
E.z. IMb doc open ==15 secs, 95% <= 2 sec, cte.

Throughput
E.g. volurme, number of users, network data, pages, eic.
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Module 12
Service Level Management

Elements of an Service Level Agreement
e e

" Service Level Agreement

' General Support Delivery
Introduction Service Hours Availability
* Parties Support Reliability
* Signatures Change Procedures  Througput

» Service Description
Reporting & reviewing
+ Content

* Fregquency
 Incentives & Penalties

I \m e P P R e S B Wj

Student Notes

Escalation Transaction response times
Batch turnaround times |
Contingency & Security
Charging
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Module 12
Service Level Management

Management Reports

I arder to protect the Service Level Managemenr, the Service Level moeasurcements beave 1o
be defined correctly in advance and have to comply with the externally set target values. The
Service Levels have to be measured from the Customer’s perspective. This protection does
not only invalve technical matters, it also procedural mallers; as long as the customer has
not been informed that the service is back in order he will assume that it is still not warking,
The intermal (technical) target values are usually protected by Availability Management and
Capacity Management andd for some areas of attention by the processes from the Service
Support et (specifically ITncident Management). The measuring of inlernal values however is
not enough because with that, a link to the experience of the user is still not made. Also data
like reaction times, escalation times and support should be made measurable, I order to
receive a complete view, the management donuation of both the systems and the Service
Management needs to be combined.

Management reports should be produced regularly, I the management reports & comparison
between the Service Level Achievements and the actual measured values is made. Examples
here of are TepOrt over:

The measured availability or unavailability over a certain amount of time (Downtime).
The average response thnes during peak bhurdens.

The ransaction speeds during peak Umes,

The number of functional errors in the TT-service.

Frequency and duration of degradation, when services perforn below their determmined
fevel,

The average number of users during peak burden times,

= The nunber of success or nor-suceessil amempis 1o avoid the security.

o

Management reports besides that can contain measuring values concerning the up-to-date
supporting levels and the trend developments. such as:

The number of [nished SLA's,

The nwumber of times that an SLA was 1ot met up with.

The costs of the protection and measuring the SLA's,

The sanisfaction of the customer - by perfoming surveys and registering complaints.
Statistics on incidents, problems and adjustunents,

VOV OV VY
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Service Level Management

Management Reporis

» Measured from the customers perspective

o Data like reaction times, escalation times and
support should be made measurable

» Reports should be produced regulfarly

* RHeports contains measuring values
concerning the up-to-date supporting levels
and the trend developments

Measures should always be SMART

Student Notes
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Essentials

Purpose
Service Level Management ensure good comununication with the elient. Together, thewv
project an important part of the image of the TT organisation.

The Arcaunt Manager ¢ Sevvice Level Manager

The Account Manager ensures good communications with the client and the T managernent.
The Service Level Manager ensures proper corsultation with the clicnls on agreements
coneluded and any possible adjustments of the servdices requested.

The Froeess

The clicnt expects and wishes a certain service, or new services or adjustments 1o the
services. The client’s requests are analvsed and subsequently the service planning
processes {see below) translate the external wishes into internal requirements. The
service's external or client oriented characteristics and requirements arce recorded in the
service calalogue. In addition, the service guality plan describes the internal or more
technical characteristics and demands applicable to the service. Subsequently, in the colrse
of a process of consultation and negotiation clear agreements are reached. This resulis in
an agreement (service level agreement: SLA). The SLAs are administered and catalogued.
Change management is always involved in the requests for the development and
implementation ol new services,

Onee the SLA is in place, the service is continuously monitored and reviewed to ensure that
the services to the client are proceeding according o the agreement.

Thiz process ensuves good communicalion with the client because theve is a central point
af eontact who takes inlo accownt the various interests. This process also monilors the
services from the point of view of the service agreeiients,
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Service Level Management

Essentials

= We need to understand what we mean by “Service
Management”

. » (Goals
' — Improve service quality (customer dependence)

— Measurable sarvice levels

= Balance between customer demand and IT capabilities
+  Responsibilities

— Manage customer relaticnships

— GCreate / mainiain Service Catalogus

— Determine SLRs; Negotiate, prepars & monitar Service

Charter, SLAs & OLAs and Service Improvement/Quality
plans

¢ Minimum requirements for an agreement

- Period, service description, throughput, availability, responss
times, signature

Student Notes
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Essentials (2)
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Module 12
Service Level Management

Essentials (2)

» General

— SLAs must take account of underpinning
contracts where these already exist

— SLAs can be organized by service or by customer

* The new generation of garvice managemeant tools allow
SLAs to overlap, usually defaulting to the higher level of
sanvice

— SLAs must be monitored regularly and reviewed
regularly

* Monitor to ses if service is being dalivered to
specification

* Heview to see if service specification is still appropriate

Note: the quality of IT underpins the success of business operations!

Student Notes
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Module 12
Service Level Management

Good luck with the Exam

Student Notes
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The Milord Group

The Milord (sroup 1s a holding company that consists of 2 number of retail chains. The Group
has grown partly on its own strengths and partly by taking over other companies, The policy
of the Group's board of directors is to diversify activities as much as possible between food
and non-food operations, and between high-end and low-end marketls, Therefore, within the
(sroup there are discount supermarket chains like “Street Comer™ as well as haute couture
shops such as “Pure Snob”. Because these chains are so different, there is no overall
company culhure. For example, the discount supermarkets keep a low profile: they maintain
low priced facilities as storeltonts, their company vehicles are vans, ete. Other, more
prestigious, chains want high profile buildings. shiny new company cars, ele. Because they
are all part of the same group of companies and therefore have to share their overhead
departments, many conflicts oceur. TUlrimarelv, the board of directors must resolve all these
conflicts.

il Sz Comoanies
T I 1 TR e 1
=omen Bosourses Dant | Came izl and Busness Dept Zroup Fimznze Depr. j IT Senices Dep:.
— = e e
StestComar FureSroo Urmarket i
Food & Ligquor | Counlrg Cnalslens Ghothing Wine & Dzlczteszan |

The Retail Chains

The individual retail chains are self supporting and aceountable for their own profit and loss
(P&L) accounts. They have their own purchasing, logistics and marketing departinents. The
overhead departments of Milord support the different needs ol cach of the chains and are
also responsible for developing and enforeing Milord Gronp standards and procedures, They
charge the chains for their services — for imstance for the rent of offices and shops, and for
the leases of company cars. The chains are not permitted to purchase such services from
elsewhere,

Information Technology

The IT departinent has Lo manage a great variery of systems: maindrames with terminals,
state-nf-the-art desktops with Internet access, client/server applications, ete, The IT
managemnent policy is to reduce the diversity of svstems and technology, In order to doso, IT
management has defined a number of company standards, e.g. for the desktop enviromment.
However, because of their commercial independence, the chains are not convinced they have
to adhere to these standards.
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Case Study
The Milord Group

New projects

After much discussion, the board of directors and the management of the retail chains have
agreed the following pricvifies for new IT projects:

~ Implementing a new financial and logistics retail application, called FISCO

# Improving the state-of-the-art within the Milord Group and the retail chains, to enhance the
Grroup’s operating perlonmance, via dara mining~warehousing projects and the use of
[ntemet and Intranet facilities.

= L pgrading and standardizing the office desktop infrasmructure with new standard pes and
office application suites.

# Improving the efficiency and ellectiveness of the TT Services organization itself.

The IT Services department

The IT Hervices department is localed centrally and consists of two branches: systems
developiment and production & support.

The organization chart is shown below:

Milord IT Services Department

i Director of IT

CAssistant to the director —

s e ocvmneneliie e ] G
System Development Froduction & Suppon—i
Flanning | | ' Planning o
& Control | & Control |
| p— | = , — |
Maintenance | | Projects | Production | Support & | | Helpdesk
| | Maintenance | |
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Case Study
The Milord Group

What’s going on?
The Director of IT is not a happy bunny. His major concerns are:

# The stress of keeping Lhe important business support applications up and running and of
improving the perlormance of these systems.

# The FISCO project, which has an enornous impact on the IT organization.

# The improvement and standardization of the [T infrastructure,

# The customer and service focus of the [T organization. This is very lmportant, because one
of the chains has threatened to shop outside the company for IT services if the quality of
the internal IT services doesn't improve Verk so0n.
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Case Study
The Milord Group

Exercises

Exercise No. 1: Service Level Management

After a seemingly endless debate and development period, the new state-of-the-art E-mail
application called SpeedMail is scheduled to go live next month. SpeedMail olfers its users
not only the ability Lo send messages and exchange docwunents within the Milord Group. but
also comects them with the Internet. The IT Services department is very proud of the
successtul implementation of this application.

[n=tructions for the customer representatives:

You represent one group of potential users of the SpeedMail service. You are asked 1o
specify the requirerments - from an end user perspective - for the SpeedMail service. Your
focus should not be the functionality of the applicarion but the quality of the service inthe
widest sense,

Question:

Specify — from an end user perspective - the requirements for the new SpeedMail service.
What are the ssues vou would like to have recorded in an agreement between the user
department and the IT Services department? (30 min)

Instmctions for the I representatives:

You are very pronud of making this new service available to so many users af the same tme.
You warll to make sure that the users are as satisfied as possible with the service, so vou
want to support them in the best way vou can. However, vou don't want to make promises
vou can't keep.,

Cuestion:

Specify - from an IT perspective - the support and service (in the broadest sense of the word)
vou are going to offer your customers, (30 min)

Negotation:

Start negofiations about what shouwld be in a service agreement between the customer
departments and the IT Services grganizarion.
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Case Study
The Milord Group

Exercize No. 2 Service Desk, Incident Management and Problem Management
Triroduction:

The Director ol IT is aware that he must ordanize things difTerencly if the IT Services
deparnment is to stay in business. The main reason for this is the growing pressure from the
chairs to improve the quality of the TT sermvices. The Director hired an external consultant
who advised him to implement a couple of “service processes”. As a start, an [T Service
Desk was founded as a central point for all questons, complaints and requests Tor all IT users
across the entire Milford Group,

As vou can see from the organization chart, the Service Desk is part of Production & Support.

The plan for a central IT Service Desk created a lot of resistance, from within the T Services
department itscll as well as from customers.

Cuestion:

Write down possible objections for crearing an IT Service Desk, three from customers, three
from the IT Services department. Think about the arguwnents the Director of TT might use to
counter these objections,

Scenario:

Tnidially, the IT Service Desk used a very simple registration to record all questions and
complaints, The Service Desk staff has complained about the simplicity and lack of
performance of this lool,

uestion:

Think about the requirements vou would have as member of the Service Desk team. What
essenrial and optional functions should be available in a new registration tool? What would
voni like to register aboul the ¢alls thal are made 1o the Service Desk?

Which levels of escalation showld be implemented? Please make suggestions, when should
whao be involved?

Seenario:

Two months have passed since the Service Desk went live. After the usual start-up problems
(such as customers still phoning other IT support staff directly), everything seems to he
working well, However, the Group managers are still not convineed of the usefulness of the
Service Desk; they have asked the Director of IT to justify the need for three extra IT Service
Desk staft members. They have also requested a report on the performance of the "new”
Service Desk.

http:/feducation.hp.com A-7 H1846& D.00
Z 2001 Quint Wellington Redwood Academy @ 2001 Hewlett-Packard Company



Case Study
The Milord Group

Cuestion:

The Director of IT asks you as an external consultant for ideas aboul this report. What data
and key performance indicators would yon advise including in this report and why?

Scenario

11 is now approximately § months since the Senvdice Desk started. Reports show thar after a
rise in the number of recorded incidents ar the start. the number has remained constant for
the last three months, The same goes for the average time needed to restore services and

close incidents.

Neither the customers nor the Director of IT are satisfied with the overall performance of the
Sernvice Desk,

Question:

Asoan exlermnal consultant, what advice wonld vou give the Director to nnprove the
performance of the Service Desk?

Froblem management

Introduction:

Part of the advice that was given Lo Lhe Director of IT was to implement the Problem
Manasgemenl process. The Director of IT finds it hard to understand the difference between
an incident and a problem. Ie's confused and asks: “If [ don’t understand, how can [ explain
it 1o others?”

Duestions:

Think of definitiors thal can be used to explain the difference between problems and
incidents, and hetween the Incident Management process and the Problem Management
DO Ess,

Make this all clear with a couple of examples relared to the Milord Group case.

You are appointed as the Problem Manager in the Milord IT Service department. What
requirements should ¥ou impose for the way incidents are registered?
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The Milord Group

Exercise No. 3 Change and Configuration Management
Introduction:

The business managers are getting worried about their TT department. Bumor has it that the
[T department cannot cope with all the changes needed for Year2000, The Director of IT has
hired a Change Manager and a Configuration Manager to help organize and control all the
changes. A start was made wilh the creation of & CMDB and a weekly meeting of a Change
Advisory Board,

The Change Advisory Doard is not a success, Only the BIG changes are addressed. Other
changes are not included in Lhe Change Manager's svstem. The staff thinks it is a waste of
time Lo atlend the meetings.

uestion:

Write down possible objections for crearing a Change Advisory Board, Lhree {rom customers,
three from the T Services department stafl, Think about the arguments the Change Manager
might use to counter these ohjections.

Scendarion

Initdally, the Change Manager used a very simple registration mechanism to record all
changes. The Configuration Manager tells the Change Manager in a meeting that he has the
information and the relations of all the Configuration Items within the organization, The
Configuration Manager asks if the Change Manager wants to use this information.

Question:
Think about the requirements you would have as Change Manmger with regard 1o

Configuration Management., What essential and optional information should be available ina
new registration tool?

http:/feducation.hp.com A-9 H1846% D.0OO
£ 2001 Quint Wellington Redwood Academy & 2001 Hewlett-Packard Company



Case Study
The Milord Group

H12485 D.00 A-10 http:/feducation.hp.com
Z 2001 Hewlett-Packard Company Z 2001 Quint Wellington Redweood Academy
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The Milerd Group

Fxercise No. 4: Avallability, IT Continuity, Capacity & Financial Management
Introduction:

The Milord Group finally implemented the FISCO application, This is a fully integrated
Enterprize Resource Planning (ERF) system thar is used to control stocks, register turmover
(revenue), do financial planning, ete.

The operational suceess of the Milord Group chains is highly dependent of the availabilite of
this sysrem, which is configured as shown below:

T A cenRmecior

;:::.i"a.r | | R | Ceniral Server anis /;_\___‘\——‘@‘—
seorage L Fiond \—
e line (ovwned) \ I

s N
\E;FEIJT ;
Ceatral pried focilicy _/,/—’ _7&\—

x\ P et Headguarters-
aelmimisiration
s

| Leased line |

| s . - = :
Configuraiion "”I'{f PureSnob shop Configuration at a StreetCorner outler
R ) :
—| Faocal server | =
.. |
- — - = !
[ i .' o
(NN b \ i | E-POS
R .

Cash rapisiers (E-POE)

You are responsible for the overall availability and performance of this important sysrem.

hiestions:

What is the information you wouwld collect about the use and performance of this svsrem?
Who would you ask to give you thar informnation? How would you use that information?

Consider the configuration as shown above:

What oceurrences might threaten the availability of the service?

What are the weak spots in the configuration?

What options might you have to reduce the vulnerability of the service to failure?
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Scenario:

After a long, in-depth stady of this configuration. its threats and vulnerabilities, vou produced
a report addressing the possible countermeasures. The alternatives you presented in the
IepnorT Wera:

Extra hardware to reduce the single points of failure, as analyzed.

Extra E-I*0S hardware in stores with only one cash register.

A Conringeney Plan and contract with an external provider: should an emergency arise, they
will muin the senvices on anolher system st an extermal location.

You presented this plan Lo the Business Continudty Steering Committee, whose members are
the Director of TT and the directors of the individual retail chains, together with the heads of
the other central departments, Some of the conuittes members are enthusiastic about the
plan. like the divector of the PureSnob chain. who says that it is vital. The directors of the
StreetCorner and Less for Best chains, on the other hand, are very concerned abour the cost
of implementing this Group-wide plan.

Cuestion:

Think about argnmenis o convinee those skeptics that these counlermessures are NeCessHary
and worth Invesling in,

If the director of StreetCorner doesn't want 1o contribute towards these investinenss, what
knd of a charging system would you advise for this organization?

The director of StreetComer tells vou he knows he's exposed to risks when he doesn't invest
i some sort of cowntermessures for unavailability but savs he cannot afford the options vou
have presented. He asks vou to think of some cheaper altematives. What alternatives could
vou suggest?
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Answers to Milord Questions

Exercise number 1.; Service management
In general both parties (the supplier and end users) should negotiate abour:

The functionality of the e-mail sendce: what does the supplier offer to the end users. Tipical
mail lunctions are e.g, speed of delivery, reliahility of delivery, possibility of attachments,

error handling, gateways Lo Lhe Internet ete,

The availability: who can use it? When can they use it {days and fimewindow}? What if the

svstem is not available?

The handling of changes: what if the users want new functionality to be added to the system?

The handling of incidents: how should incidents be reported, who's going 1o tell the end users

what's happening ete...

The capacity of the system: how many messages are expecled Lo be send, how many

attachments (small-amedinm large), the minimum speed of delivery, ete.

Confindency counlbermessures: whal is going 1o happen when the systems breaks down and

51T expected to be up-and-running soon?

The costs of system use: how much are they and whao's going 1o pay lor it? (invoice or

otherwise)

Reports: How is the supplier going Lo inlorm the end-user (management) about the level of

services provided, the number of incidents reported, the {un)availability of the svstem, the

costs of delivery ete.

Please note:
The levels of services (e.g. service hours) negotiated are not ertical here. More imported is 1o
address the right issues as mentioned.
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Case Study

The Milerd Group

Exercise No, 2: Service Desk, Incident Management and Problem Management

Ohjections for creating a service desk:

Speed of incident- solving becanse of an extra stop in the workilow.(both [Tom users and [T

perspectiive)

Less contacts between end-users and [T-specialists. A good relationship may be spoiled.(both

from users and IT perspective)
Less job-satisfaction (IT specialisis)

Exra (unnecessary) costs involved in having a service desk (extra staff, equipment

ele. [ user perspective)
Ghiening time (user perspeclive)

U nable 1o prioritize between projects and repored incident: who's the boss [ should listen

o’ (1T specialist)

Counter objections:

registration of incidents makes sure no incident is forgotien
service desk may divide the workload between specialists
service desk s always available; IT specialist isn't

regisiration makes it possible to show the workload and report about it

classification of mcidents makes it possible 1o solve the most important neidents first.

Fequirements for atool:

E=zsential requirements:

AL IT staff involved in Lhe Incident management process should have access,
It should be possible to appoint Ineident records 1o a (group of) specialistis)
The tool should display the status an d priovity of an incident, record.

Beports about incldents and the incident management process should be easy to define and

print.

It should register at least:

time and date of the incident

narne and other data about the user that report the incident
severity (impact, urgency) of the incident

circumstanees under which the incident cccurred

the name of the specialist that has or 15 going o solve the incident
the solution of the incident.

Extrz options of an incident management tool are e.g.:
automatic escalation when service levels are in danger
aulomalic re-rooting

access to a known-error database

information about the configuration of the infrastructure
analvze-options for problem Tnanagement.

http:/feducation.hp.com A-15

H18462 D.0O

% 2001 Quint Wellington Redwood Academy % 2001 Hewlett-Packard Company



Case Study
The Milord Group

313455 D.00 A-18 http:/feducation.hp.com
Z 2001 Hewlett-Packard Company = 2001 Quint Wellington Redwood Academy



Case Study
The Milord Group

Levels of escalation

In general, two different ways 1o escalare incidents: horizontally and vertically. See org-chart
for possible escalation-procedures.

Refer to Service requirements: when service level s are in danger, horizontal escalation
should take place.

Heporting

The neident management report should contain at least

number of incidents (per lype, offered service, group of users! company )

over-all performance of the process: average solving time (also per service, group of 1sers,
company ete.)

Nuwnber of incidents solved per IT-staff member in order o show the workload

Severe incidents with huge impact on the service levels.

Problem managemenl

While an incident is the (threat of) the disrupton of service ilsell, a problem is the ool cause
of that disruption. E.g: many incidents can relate 1o the same problem.

Examiples:

A couple of E-pos terminals have a blank sereen. Many incidents are reported. Affer an
analvsis, the cause of it was found: the problem was a cormector not plugged in,

Forgetting vour password to the FISCO-svstem is an incident., If the same person forgers it
twice a day, there sure is a problem.

Every Monday morning the central printer a1 HQ is down. Restarting it gets it up and rummning
again. That way, the incident is solved. After a while, the service desk gets annoyved and
wants the specialist Lo solve it “for once and for &ll”, After an investigation, the power supply,
that automatically switched off during weekends (the root cause) was reconfigured. The
incidents never occurred again, the problem was closed.

Incident registration from problem management perspective:

incidents should be registerad in the same way (format, langnage used, classilicalion, and
especially the way the incidents were solved)

related incidents should be combined and marked.

It shouwld be possible 1o define and run queries over the incident-data in order to sort-out
incidents that are more or less the same.
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Exercise No. 3: Change and Configuration Management

Ohjections are:

Linplementing a CAB is just more bureaucracy: A Cab only meets once a week, while changes
have to be implemented every day!

What does a CAB know more than the [T-project team does?

What to do with urgent changes that should be implemented immediately because of the
incidents involved?

Since we have standardized the way we work and the ¢.1.’s we use: whal can go wrong
anyway?

Just another project meeting!

Change managers response:

A cab is there to oversee all the risks for major changes

If project management sends in it's rfc's on time, there won't be any delays
For quick and urgenl changes there is a fast lane in the procedure.

Data needed as a change manager:

Essential:

Insight in all ¢i;'s, their dependencies and their status.

The ric’s related to the c.l.'s involved.

The possibility to make reports in many ways, e.g. ¢.i.’s changed in the last period, rfc’s Lo be
implemented next week, elc,

Optional;
a track-recard of the rfe’s related to the ¢.i's: when was it implemented, changed, evaluated,
who was involved, who was the supplier ete.?
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Exercise No. 4: Availability, IT Continuity, Capacity & Financial Management

Information needed:

How does the PureSnob and StreetCorner- shops want to use the system: when should it be
available (service windows) and what amount of transaction is to be expected for both
formulae?

What speed requirements do the users have?

What are the consequences (costs, public embarrassment) of an under performing or
unavailable system?

Data about the expected use of the system should be collected from the users and
management of the husiness units.

The actual data of the performance should be collected from the service desk (availability
data) the customers (number of transactions) and the IT-operations stall ( performance,
capacity, ete.)

Information can be used to:

review the design of the systen: is there enonugh capacity installed? Is it necessary to reduce
Lthe risks lor unavailability? Ete,

also: to justify the costs of Investing in high-availability conntermeasures like reducing the
single point of failure,

2.

Occurrences are e.g.:

Lack of power-supply

Disasters like water-flood, homb threats, human error ete. that damage the c.i.'s involved.
The crash of system-components (c.i.'s)

The unavailability of the data-lines

Weak spols are

- Central server unit {only one present)

The data storage: 1s it mirrored?

Fixed lines and conmector (only one)

Central printer {only one?)

Connector (if thar thing breaks down, service nowhere available!)

In the Street Corner outlet: every c.i., because there’s no extra E-pos
In the PureSnob outlet: the server and the printer.

Countermeasires are

Invest in reliabilily (better products), resilience (double configured hardware) and security
(make sure no hacker can damage the system.)

Invest in maintainability (have staff around to fix it soon when it's broke), service-ability
(have an external party around to fix it} and contingency.
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Case Study
The Milord Group

Charging
Because the StreetCorner shop gets lower service-quality than the PureSnob shops, they
should pay less for their services. So, actual charging have to take place, where the price per
nutlet is lower for the StreetCorner-formula than it is for the PureSnob formula. Mayvbe it is
possible to let the PureSnob shop sponsor the SireetCormer-shop by paying for the extra
hardware at the Q).
The suggesled countermeasures focus on the resilience and confingency alternatives.
Possible alternatives are also:

Reliability investments: buy better quality products

Security cowntermmeasures: make sure nobody can damage the hardware

Extra service contracts to reduce the MTBEF.

Investing in clerical back-up procedures instead ol a contingency plan.

Livest in reciprocal arrangements.
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(eneral Questions

Exercise No. 1: Service Desk and Incident Management

# What are the objectives of the Service Desk?

# Design a Script for PC based incidents concerning standard applications (e.g. Windows,
word, ele). Explain why your seripl is uselul?

# What information do vou need from a Service Level to be able to measure the effectiveness
of the Service Desk and the Incident Management process?

# What is the definition of an incident?

# How can the service desk reduce the numnber ol calls?

= Describe the steps of the incident process.

# Mention the three control tasks of the incident process.

Exercise No. 2: Problem Managemeni

# What are the objectives of Problem Management?

# Describe the steps of the Problem Control process,

# How do you measure the effectiveness of Problem Management?

# Which processes benefit most if problem management is implemented properly” And why
is that?

# What is the difference between an incident and a problemn?

Exercise No. 3: Change Management

» What are the objectives of Change Management?

# What information should be on a RFC if the RFC concerns the purchase of a new standard
software package?

# How do you measure the elfectiveness of Change Management?

Exercise No. 4: Configuration Management

# What are the objectives of Conliguration Management

# Name at least 5 customers of the Configuration Management Information and tell what
information they need.

# Name 3 possible ways to store Configuration Management information.

» How do you measure the effectiveness of Configuration Management?

# What is the difference hetween scope and detail of a CMDB?

Exercise No. 5: Release Management

# Explain the relation between Release Management, Configuration Management and
Change Management.

# Name 7 possible ways Lo avoid Release Management from a developers point of view.

# What is the DSL?

# What is the difference between a Full and a Package Release?

# Who is responsible for the release poliey?
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General Questions

Exercise No. 6: Availability Management

# What metrics can you identify Lo measure the Availability of a Network and what are the
metiics for a Seiver”

7 Caleulate the availability of the network below:

95 %

—1 90% —

97 %

# Whart is the importance of the items below to Availability?
= Hesilience
Serviceability
Maintainability
Reliability
Securily

Exercise No. 7: IT Service Continuity Management

# Why do you implement IT Service Continuity Management?
# Give examples of countermeasures you can take to react on contingencies.
# What is the difference between vulnerabilities and Risks?

Exercise No. 8: Capacity Management
# Which thresholds are set by Capacity Management, give examples for the network
ervirorunent and lor the server environment.

# Explain the difference between demand management and resource management. Give
examples.

Exercise No. 9: Financial Management for IT Services

# Name 3 different methods to Charge

# Which informarion is delivered by Financial Management to Service Management
# What is the difference between accounting and charging?

Exercise No. 10: Service Level Management

# What is the difference between an OLA and a SLA;

# Is the Catalogue being used in creating a SLA, an OLA of both? And Why?
= What is the difference between a service catalogue and a quality plan?
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General Questions

Answers to general Questions

Exercise No. 1: Service Desk and Incident Managemenl

L. To be the contact point for all calls, questions, complaints, requests, remarks

To resolve incidents as quickly as possible
To manage the incident lifecycle

Telephone rings.
Help Desk: Can I help you? Enduser......ccco00nee Continue
IT personnel . ........... See 20
Get user’s telephone number and
terminal 1D. T
Have you followed your local Yes, with success ......... See 12
| incident diagnosis scripts? Yes, without success . ..... Continue
' 1, R e ) 7. e
Is your terminal working? ENO G ciiivessssnisisesons |64
| 2 ENeR S i A i { Continue
' Do any applications work? ENG s See 6
i E¥eN i S | Continue
' What applications are you using? | Employees DB ........... | See26
’ | Application X ........... |Secd
| Application Y ............ | See 5

Which service levels are agreed upon: time to react, time to resolve (priorities), feedback
information: what and when, where to find the SLA, how to change the SLA

* Incident is an operational event, not part of the standard operation of a service. Tt will

impact on the service and/or customer productivity.

* disruption to the agreed service level
* thread of dismuption

By informing the users / customer about oceurred incidents and how to prevent these “most
common” incidents, Mediwnm: e.g. a weekly or monthly information bulletin from the incident

pProcess.

* accept incident, register data, consult CMDB
* initial categorization

¥ assess and code impact,

* gearch for resolution and resolve

* close and code incident

* Progress control

* Quality control
* Management Information

http:/feducation.hp.com B-5
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General Questions

Exercise No, 2: Problem Management
minimizing the consequences of incidents

removal of the causes of incidents

prevention of incidents and problems

stabilizing 1T services

ensuring services meet their SLA targets

See Slide
¥ reoccurrence of incldents

The Customer processes. [ncident management. When the cause of incidents is known and a
solution is build and implemented, the related incidents won't ocour any more

Incident: an operational event, which is not part of the standard operation of the service.
Problem: a condition identified from multiple incidents exhibiting common symptoms or
from a single significant incident indicative of a single error, for which the cause is unknown,

Exercise No. 3: Change Management

To unplement approved changes efficiently, cost effectively and with minimal risk to the
existing and to the new IT infrastructure.

which ci's are involved

whao's the change sponsor

whao's the change initiator

what's the service impact

requested implementation date

what's the needed [T infrastructure, configurations
requested functionalities

Y2000 stability

# of Back-Outs,

# of times rescheduling needed,
#ol tmes re-decisions are needed
# of incidents as a result of changes
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General Questions

Exercise No. 4: Configuration Management

Providing informartion on the IT infrastructure
Control throngh maintenance and monitoring

Service Desk, Problem management, Change management, Configuralion management,
Software control & Distribution, Service Level Management, Availability management, Cost
management, Capacily management, Contingency planning, Software Development, Third
party, Finance, Purchasing, Suppliers

Paper, Database, Online Tools, White Board/Configuration Chart
Aundit trails, effect on change management

Scope: which component categories e.g, hardware, soflware, agreeiments
Detail: to which depth do vou want to store information about each category

Exercise No. 5 Release Management
See Slide

Don't tell anyone about new soltware

Don't let the sw get registered in a DB

Keep the sw under your own control

Make an illegal copy e.g. from internet

Use a copy that a coworker has got from the DSL

Deliver changed sw directly to the user

Let users get directly in contact with vou if they want changes

Make vour own release numbering, which you make leading for vourself

See Slide
See Slide

SC & D is responsible for the policy. Change Manager is responsible for the Go/NoGo
decision.

Exercise No. 6: Availability Management

MTBF, MTTR, MTBSI

0.8 (1 140095 ( 1-0.87)) = 0.8x( 1-0.05x0.03) = 0.9 x 0.9985 = 0.8D86 = 89.86%

Together they determine the availability of a service or system. Individual each has influence
on the availability so you can choose which factor you find most iinportant to have covered

to ensure the desired level of availability.
Resilience: ability of the service Lo keep running where one or more components have Failed.
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General Questions

Reliability: ability of component to deliver the desired [unctionality for a given period of time
under certain circumstances.

Maintainability: ability of a component ar service to return to a state in which the desired
functionality will be provided again.

Serviceability: a contractial term used to define the support to be received from an external
supplier.

Security: condidentiality, integrity and availability of ci's

)

Exercise No. 7: I'T Service Continuity Management

See Slide
See Slide
See Slide

Exercise No. 8: Capacity Management

E.g Disk storage <= 80% of full capacity, network usage <=75%, CPI] online usage <= 5%,
etr
See Slide

Exercise No, & Financial Management for IT Services

See Slide

Cost price, charging price, charge units, # ol units, lorecasts, elc

Costing: knowing and controlling the costs of the IT service and the cost price of the
delivered serviced (focus is internal to the IT department)

Charging: invoicing customers to make clear to them what the service they use costs.

Exercise No. 10 Service Level Management

OLA: operational level agreement. Internal agreement covering the supply of service.
SLA: service level agreemnent: the specific delivered It services for a customer organization.

The service catalogue describes default IT services and levels. For both internal and external
use you need to know what can be delivered of what ought to be delivered under which
service levels,

The service catalogue describes defaull IT services and levels to agree on
OLA's or SLA’s. The quality plan defines internal quantity and quality parameters on agreed TT
Services,
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Glossary by Alphabet

Term Description Process
BCM Business Continuity Management Cont
.BRM See Business Relationship Management. . CEM
.CAB See Change Advisory Board i Chg
JLCADEC See Clienge Advisory Board Eiergency Conuniitee Chg
LChB See Capacity Database Cap
[.CFIA Component Failure Tmpact Analysis Awvail
O See Configuration Item Cig
-CMDB See Conliguration Management Database (fg
.CRAMM CCTA Risk Analysis and Management Method. All
DHS See Delinitive Hardware Store Rel
DSL See Definitive Software Library Rel
JFS8C See Forward Schedule of Changes Chg
FTA See Fault Tree Analysis Avail
ICT 'The convergence of Information Technology, All
Telecommunications and Data Networking Technologies into a
(single technology )
JPW™ linplementation of a process Oriented Workllow, a process All
model created by Quint Wellington Redwood and Dutch
Telecom (KPN). The model exists since 1993, An extension to
the model is TPW Siadia Model which deseribes maturities, how
Lo measure them and how to realize them, for the different TTTL
processes. See Www.quintgroup.com for a full English article.
ISEB Information Systems Examination Board (UK), which All
administers and awards IT qualifications including FC in TT
Service Management. .
JTIL, The CCTA IT Infrastructure Library - a set of guides on the All
management and provision of operational IT services
JtSMF IT Service Management Forum, TTTL User Group. All
MTBF See Mean Time Between Failure | Avail
MTBSI See Mean Time Between System Incidents Avail
MTTR 'See Mean Time To Repair Avail
| OLA See Operational Level Agreement Shu
PIR See Post Implementation Review Prb
RFC See Request for Change _ Chg
SCI See Soltware Configuration [tem Rel
SLA See Service Level Agreement Slm
SLM See Service Level Management Slm
.SLR See Service Level Requirements Shn
SPOF See Single Point of Failure Avail
1.UC See Underpinning Contract or Contract Avail
L.UCC | See Utility Cost Center Fin
hitp://education.hp.com Cc-1 H1846S D.00




e Glassary hy Alphahet .

Term

Absorbed overhead

Description

Owerhead which, by means of absorption rates, is included in
costs of specific products or saleable services, in a given period
of time. Under or over-absorbed overhead. The difference

between overhead cost incurred and overhead cost absorbed: it
may he split into its two constituent parts for control purposes

Absorption costing

| Fin

Process

A principle whereby fixed as well as variable costs are allotted
1o cost units and total overheads are absorbed according to
activity level. The term may be applied where production costs
ordy, or costs ol all lunctions are so allotted.

|Act'mn lists

Alert p]_msr:
|

Defined actions, allocated to recovery teams and individuals,
within a phase of a plan These are supported by reference data.

Fin

All

The first phase of a business continuity plan in which initial
emergency procedures and damage assessments are activated.

Allocated cost
Application Sizing

A cost that can be directly identified with a business unit

Cont

| Fin

The process which estimates the resource requirements to
support a proposed application change or new application, to
ensure that it meets its required service levels.

Apportioned cost

A cost that is shared by a number of business units (an indirect
cost). This cost must be shared out between these units on an
equitable basis.

Asset

Component of a business process. Assets can include people,
accomimodation, computer systems, networks, paper records,
fax machines, etc.

Assel Management

| Cap

'Fin

Crg

The management of Assets

Assurance

Clg

The processes by which an organization can verify the accuracy Cont

and completeness of its BOM.

Asyvnchronous
Ssynchronous

Asynchronous in a comrmunications sense is the ability to
transimit each character as a sell-contained unit of information,
without additional timing information. This method of
fransmitting data is sometimes called start/stop. Synehronous
working involves the use of timing information to allow
transmission of data, which is normally done in hlocks.
Synchronous transmission is usually more efficient than the
asynchronous method.

Attribute
Andit

| Characteristic of a Cl held on the CMDB.

Tech

A test to ensure a certain function or process is fm[t:[iuniug
according to the deseriptions,

Availability

Ability of a component or service Lo perform its required
funection at a stated instant or over a stated period of time. It is
usnally expressed as the availability ratio, i.e. the proportion of
time thatl the service is actually available for use by the
Customers within the agreed service hours.

Availability
Management

The process that optimizes the capability of the TT
infrastructure and supporting organization to deliver a cost
effective and sustained level of availability that enables the
business to satisfy its business objectives.

Avwail

Baseline

Snapshot of the state of a CT (CMDB) and related CI's at a point
in time.

BCM activity

H18465 D.00
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Glossary by Alphabet

Term Description Process

BCM Lifecvele | The complete set of activities and processes necessary to Cont
manage business continuity - divided into our stages.

BCM process A set of activities with defined deliverables forming a discrete omt,

_ part of the BCM lifecycle. -
Bridge A bridge is equipment and technigues used to matceh circuits to | Tech
| each other ensuring minimum transmission impairment. B
| Budgeting The process of predicting and controlling the spending of Cost
| money within the enterprise and consists of a periodic
negotiation cycle to set budgets (usually annual) and the day-
to-day monitoring of the current budgets.

Build The final stage in producing a usable configuration. The Cfg
process involves taking one of more input Configuration Items
and processing them (building them) to create one or more

L _ ~ |output Configuration ltems e.g. software compile and load.

Business Capacity | This sub-process is responsible for ensuring that the future Cap

Management business requirements for [T services are considered, planned
and implemented in a fimely fashion. .

Business function | A business unit within an organization, e.g. a departinent, Al

_ division, branch.

Business process | A group of business activities undertaken by an organization in [ All
pursuit of a common goal. Typical business processes include
receiving orders, marketing services, selling products,
delivering services, distributing products, invoicing for
services, accounting for money received. A business process

(will usually depend upon several business functions for
|support, e.g. IT, personmel, accommodation. A business process
|will rarely operale in isolation, i.e., other husiness processes

' will depend on it and it will depend on other processes.

Business recovery | The desired time within which business processes should be Cont

objective recovered, and the minimum staff, assefs and services required
within this time. )

Business recovery | A template business recovery plan (or set of plans) produced to | Cont

plan framework allow the structure and proposed contents to be agreed before
the detailed business recovery plan is produced.

Business recovery | Documents describing the roles, responsibilities and actions Cont

plans necessary to resume business processes [ollowing a business

B disruption.

Business recovery | A defined group of personnel with a defined role and Cont

team subordinate range of actions to facilitate recovery of a business
[unction or process )

Business Business Relationship Management has developed which deals | CRM

Relationship primarily with managing the relationships hbetween Customers

Management and IT Service Providers, and also with the communication
that takes place between the two.

Business unit A segment of the business entity by which both revenues are All
received and expenditure are caused or controlled, such
revenues and expenditure being used to evaluate segmental
performance.

C A contact with the Service Desk SD

http:/leducation.hp.com
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Term Description Process
Capacity Database, | A Database that will hold the information needed by all the Cap
CDB sub-processes within Capacity Management. |
Capacity The process that is responsible for ensuring that IT processing | Cap
Management and storage capacity matches the evolving demands of the
husiness in the most cost-elfective and timely manner. 1
[1apa,t'ilg,f Planning | Process to provide plans and reports to meet current and [uture | Cap
S hnsiness workloads. : e J——
Capital Costs |Ty‘pina11y those applying to the physical (substantial) assets of | Fin
the organization. Traditionally this was the accommodation
and machinery necessary to produce the enterprise’s product.
Capital Costs are the purchase or major enhancement of fixed
assets, [or example computer equipment (building and plant
= ‘and are often also referred to as 'one-off” costs.
Capital investinent  The process of evaluating proposed investment in specific fixed | Fin
appraisal assets and the benefits to be obtained from their acquisition.
The techniques used in the evaluation can be summarized as
non-discounting methods (i.e. simple pay-back), return on
capital emploved and discounted cash flow methods (i.e. vield,
net present value and discounted pay-back).
Capitalization Many organizations choose to identify major expenditure as Fin
Capital, whether there is a substantial asset or not, Lo reduce
the impact on the current financial yvear of such expenditure
and this is referred Lo as ‘Capitalization’, The most commaon
item for this to be applied to is software, whether developed in-
house or purchased. )
Category Classification of a group of Conliguration Items, Change Cly
documents or prohlems.
Category Classification of a group of Configuration Iterns, Change Chg
documents or problems.
Category Classification of a group of Configuration Items, Change Inc
. documents or problems.
Category Classification of a group of Configuration Items, Change Prb
documents or problems. - -
Change Process of controlling Changes to the infrastructure or any Chg
Management aspect of services, in a controlled manner, enabling approved
Changes with minimum dismption.
Change The addition, medification or removal of approved, supported | Chg
or baselined hardware, network, software, application,
environment, systein, desktop build or associated
_ | documentation.
Change Advisory | A group of people who can give expert advice to Change Chg
Board Management on the implementation of Changes. This board is
|likely to be made up of representatives from all areas within IT
and representatives from business units.
Change Advisory A group of people who can give expert advice to Change Chg
Board Emergency Management on the implementation of Changes in emergency
Cormunittee situations.
Change authority A group that is given the authority to approve Change, e.g. by [Chg

the project board. Sometimes referred to as the Configuration
Board.

H18465 D.00
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Glossary by Alphabet

Term Description Process

Change contral The procedure to ensure that all Changes are controlled, Chg
including the submission, analysis, decision making, approval,
implementation and post implementation of the Change.

Change document | Request for C h'mgf- C hange L‘Dntrui iurm, Cha.ng:e- order, | Chg

E z : Lhange record.

Change history Auditable information that records, lor example, what was Chg
done, when it was done, by whom and why.

Change log | A log of Requests for Change raised during the project, showing | Chg
information on each Change, its evaluation what decisions have
been made and its current status, e.g. Raised, Reviewed,

Approved, Implemented, Closed.

Change Process Dl'f.onlmﬂit@ changes to the infrasiructure or services | Chg
Management with minimum disruption.

Change record A record containing details of which CI's are allected by an Chg
authorized Change (planned or iuplemented) and how. -

Cheariel Channel is the physical connection from CPU to an KO device, | Chg
usually a controller, or indeed another CPL.

Chargeable Unit Business work units Lo which (,hargea can be aftached Fin

Charging The process of establishing charges in respect of business Fin

o units, and raising the relevant invoices for recovery [rom
B CUSLOMETS.  —

CI Level _ The detail level of a CI Clg

Classification Process of formally grouping Configuration Items by type, e.g. | Clg
software, hardware, documentation, envirorment, application. |

Classification Process of formally identifying Changes by type e.g. project Chg
scope change request, validation change request, infrastructure
change request. |

Classification Process of formally identifying incidents, problems and known | Ine

errors by origin, symptoms and cause, — - =

Classification Process of fnrma]l:-; identifying incidents, problems and known | Prb
errors by origin, symptoms and cause.

Closure When the Customer is satisfied that an incident has been Inc
resolved.

Cold stand-bry See 'Gradual Recovery’ Cont
Command, control | The processes by which an organization retains overall co- Cont
and ordination of its recovery effort during invocation of business

commimications  recovery plans.

Computer Aided A software tool for programmers. It provides help in the All

Systems planning, analysis, design and documentation ol computer

Engineering software.

Configuration Configuration of a product or system established at a specific | Cfg

| Baseline point in time, which captures both the structure and details of

| the product or sysiem, and enables that product or system to be

| rebuiilt at a later date.

|

A snapshot or a position, which is recorded. Although the
position may be updated later, the baseline remains unchanged

. and available as a reference of the original state and as a

, comparison against the current position (PRINCE 2.
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" Term "7 1Deseription” T T T Process
Configuration Activities comprising the control of Changes to Configuration | Cfg
control ltems after formally establishing its configuration documents. It

includes the evaluation, co-ordination, approval or rejection of
Changes. The implementation of Changes includes changes,
_ deviations and waivers that impact on the conliguration.
_{;_'Uiﬂlglu'aﬂiml Documents that define requirements, system design, build, Clg
documentation production, and verification for a configuration item.
Configuration Activities that determine the product structure, the selection of | Cfg
identification Configuration Items, and the documentation ol the
Conliguration Item's physical and functional characteristics
including interfaces and subsequent Changes. It includes the
allocation if identification characters or nunbers to the
[ Configuration Items and their documents. It also includes the
unigue numbering of configuration control forms associated
_ - with Changes and 'roblems.
Configuration item | Component of an infrastructure - or an item, such as a Request | (fg
(CI) for Change, associated with an infrastrueture - which is (or is to
be) under the control of Configuration Management. (I's may
vary widely in complexity, size and type - from an entire systein
(including all hardware, software and documentation) to a
single module or a minor hardware component.
Configuration A database, which contains all relevant details of each Cland | Cfg
Management details of the important relationships between CT's,
Database (CMDE)
Configuration A software product providing automatic support for Change, Cfg
Management Configuration or version control.
Tool (CM Tool)
Configuration | The process of identifying and defining the Configuration Trems | Cfg
Management in a system, recording and reporting the status of Configuration
Items and Requests for Change, and verifying the completeness
|and correctness of condiguration iterms,
Configuration Document setting oul the organization and procedures for the | Cfg
Management plan | Configuration Management of a specific product, project,
|system, support group or service,
Configuration ' A hierarchy of all the CI's that comprise a configuration. Cfg
Structure
Contingency Plan Plan detailing actions and procedures to followed in the event | Cont,
of a major disaster. B
Contingency FPlanning to address unwanted ocourrences that may happen at | Conit
Planning a later time, Traditionally, the term has been used to refer to
planning for the recovery of IT systems rather than entire
_ | business processes.
Contract | Document between two bodies (i.e. with external suppliers) Avail
| with separate legal existence.
Contract Docwnent between two bodies (i.e. with external suppliers) SLM
with separate legal existence. -
Cost The amount of expenditure (actual or notional) incurred on, or | Fin
attributable Lo, a specilic activity or business unit.

H1846S D.00
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Term

Description Process

Cost center

IT is budgeted and there is soft charging for specific services; it | Fin

is concerned with input and output costs.

Cost elfectiveness

Cost managemenl

Ensuring that there is a proper balance between the quality of | All
service on the one side and expenditure on the other. Any
investment that increases the costs of providing IT services
should always result in enhancement to service quality or
quantity.
The term used in this module to describe the procedures, tasks
and deliverables that are needed 1o fulfill an organization’s

costing and charging requirements.

{Fin

C.ost unit;

The cost unit is a functional cost unit which establishes Fin
standard cost per workload element of activity, based on

calculated activily ratios converted to cost ratios,

Costing

The process of H_iLnLll}ulg, the costs of the business and of Fin
breaking them down and relating them to the various activities

of the organization,

Crisis management

The processes by which an organization manages the wider Cont

bmpact of a disaster, such as adverse media coverage.

Crisis management

Customer

impact of a disaster, such as adverse media coverage.

The processes by which an organization manages the wider Ine

Recipient of the service; usually the Customer management has | All
responsibility for the cost of the service, either directly through

Lhargmg ar indirectly in terms of demonstrable business need.

Data transfer time

Data transfer time is the length of time taken for a block or Tech
sector of data to be read from or written to an L0} device, such

as a disk or tape.

Definitive
Hardware Store,
TYHS

The area for the secure storage of definitive hardware spares. | Rel
These are spare components and assemblies that are
maintained at the same level as the comparative systems within

the live envirorament,

Definitive Software
Library (DSL)

The library in which the delinitive authorized versions of all | Rel
software CT's are stored and protected. It is a physical library or
storage repository where master copies of software versions

are placed. This one logical storage area may in reality consist

of one or more physical software libraries or [ile stores. They
should be separate from development and test file store areas.

The DSL may also include a physical store to hold master

copies of bought-in software, e.g. fireproof safe. Only

authorized soltware should be accepted into the DSL, strictly
controlled by Change and Release Management.

The TISL exists not directly because of the needs of the
Configuration Management process, but as a commaon base for
the Release Management and Configuration Management
ProOCesses.

http: Haducatlﬂn hp com
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Term

Description

Tielia Release

Process

within the Release unil thatl have actually changed or are new
since the last full or Delta Release. For example, if the Release
unit is the program, a Delta Release contains only those
modules that have changed, or are new, since the last full
release of the program or the last Delta Belease of the modules
- see also Full Release’.

Demand
Management

See Business C-ﬁpa::ily Management

Dependency

Depreciation

The reliance, either direct or indirect, of one process or activity
upon another.

A Delta, or partial, Release is one that includes only those CI's | Rel

Gup.

LAl

Depreciation is the loss in value of an asset due to its use
and/or the passage of time, The annual depreciation charge in
accounts represents the amount of capital assets need up in the
accounting period. It is charged in the cost accounts to ensure
that the cost of capital equipment is reflected in the unit costs
of the services provided using the equipment. There are various
methods of caleulating depreciation for the period, but the
Treasury usually recomumends the use of current cost asset
validation as the basis [or the depreciation charge.

Differential
charging

Direct cost

Fin

Charging husiness customers different rates for the same work,
typically to dampen demand or to generate revenue for spare
capacity. This can also be used to encourage ofl-peak or
nighttime running.

Fin

A cost, which is incurred for, and can he traced in full to a
product, service, cost center or department. This is an allocated
cost. Direct costs are direct materials, direcl wages and direct
EXPEISES.

Disaster recovery
planning

Fin

A series of processes that focus only upon the recovery
processes, principally in response to physical disasters that are
contained within BCM.

Disconnted cash
flow

Cont

An evaluation of the future net cash flows generated by a
capital project by discounting them to their present-day value.
The two methods most commonly used are: a) yvield method,
for which the ecaleulation determines the internal rate of return
(IRR) in the [orm of a percentage b) net present value (NFV)
method, in which the discount rate is chosen and the answer is
a sum of money.

Discounting

Disk cache
controller

Fin

Discounting is the offering to business customers of reduced
rates for the use of off-peak resources (see also Surcharging ).

Fin

Disk cache controllers have memaory, which is used to store
blocks of data, which have been read from the disk devices
connected to them. If a subsequent /() requires a record which
is still resident in the cache memory, it will be picked up from
there, thus saving another physical /0.

Downtime

Tech

| The time an agreed service is not available

| Downtime

Avail

| The time an agreed service is not available

H1846S D.00
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Term

| Description

Process

Duplex (full and
ha_] f) .

Full duplex line/charmel allows simultaneous transmission in
both directions. Hall duplex line/channel is capable of
Transmithng in ‘both directidns, but Ondy in one direction al a
Llime,

Echoing

Tech

Frhaoing is a reflection of the transmitted signal from the
receiving end, a visual method of error detection in which the
signal from the originating device is looped back to that device
50 Lthat it can be displayed.

Flapsed Time

Time from the start of an incident, whilst the incident is not yel
resolved

Elements of cost

Tech

Avail

The constituent parts of costs according to the factors upon
which expenditure is incurred with materials, labor and
CADELSES,

Emergency
Release

A release that is urgently implemented. Mostly because of an
outstanding incident

End-lser

See ‘User'.

Environment

A collection of hardware, soltware, network communications
and procedures that work together to provide a discrete type of
computer service, There may be one or more environmnents on
a physical platform e.g. test, production. An enviromment has
unique leatures and characteristics that dictate how they are
administered in similar, vet diverse manners.

Fin
Eel

SD
Rel

Error Control

Error control covers the processes involved in progressing
Known Errors unril they are eliminated by the successfil
implementation of a Change under the conlrol of the Change
Management process. The objective of error control is to be
aware of errors, to monitor them and to eliminate them when
feasible and cost-justifiable.

Prb

Expert User

See ‘Super User’.

External Target

One of the measures against which a delivered IT service is
compared, expressed in terms of the customer's business.

'SD
| Sl

Fault tree analysis

Finanecial
Management for TT
Services

Technique to analyze the availahility of a system

Avail

Financial Management is the sound stewardship of the
monetary resources of the enterprise. It supporis the
enterprise in planning and executing its business objectives
and requires consistent application throughout the enterprise
to achieve maximum efficiency and minimum conflict.

Financial vear

Fin

The financial year is an accounting period covering 12
consecutive months. In the public sector this financial year will
generally coincide with the fiscal year, which runs from 1 April
to 31 March.

First Line Support

Fin

Often, departments and (specialist) support groups other than
the Service Desk are referred to as second- or third-line
support groups, having more specialist skills, time or other
resources to solve Incidents. In this respect, the Service Desk

would be first-line support.

http://education.hp.com
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| Term

| Description

Process

First Line Support

Often, departments and (specialist) support groups other than
the Service Desk are referred to as second- or third-line
support groups, having more specialist skills, time or other
resources to solve Incidents. In this respect, the Service Desk
would be [irst-line support.

sD

T‘_unreﬁs approach

|IT site made as disaster-proof as possible.

Cont

Forward Schedule
of Changes

Contains details of all the Changes approved lor
implementation and their proposed implementation dates. It
should be agreed with the Customers and the business, Service
Level Management, the Service Desk and Availability
Management. Once agreed, the Service Desk should
communicate to the User community al large any planned
additional downtime arising from implementing the Changes,
using the mosl effective methods available.

Chg

Full absorption
cosling

Tull cost

A principle where fixed and variable costs are allocated to cost
units and overhead costs are absorbed according Lo activity
levels.

Fin

Full cost is the total cost of all the resources used in supplying
a service Le. the sum of the direct costs of producing the outpul
a proportional share of overhead costs and any selling and
distribution expenses. Both cash costs and notional (non-cash)
costs should be included, including the cost ol capital.

| Caleulated as a total cost of ownership, including depreciation /
planned renewal)

Full Release

 Functional
Escalation

Fin

All components ol the Release unit are built, tested, distributed
and implemented together - see also 'Della RE‘IE&SP

Rel

Escalation or Referral to more or other knuwledgre

Gateway

Ine

A gateway is equipment, which is used to interface networks so
that a terminal on one network can communicate with services
or a terminal on another.

Gradual Recovery

Tech

Previously called 'Cold stand-by', this is applicable to
organizations that do not need immediate restoration of
business processes and can function for a period of up to 7
' hours, or longer, without a re-establishment of [ull IT facilities.
This may include the provision of empty accommaodation [ully
equipped with power, environmental controls and local
network cabling infrastructure, telecomumnunications
connections, and available in a disaster situation for an
organization to install its own computer equipment.

Ilard charging

Cont

Descriptive of a situation where, within an organization, actual
funds are transferred from the customer to the IT directorate in
| payment for the delivery of I'T services,

Fin

TTard fault

| Hard faults describe the situation in a virtual memory system
when the required page of code or data, which a program was

‘using, has been redeployed by the operating system for some

| other purpose. This means that another piece of memory must
be found to accommaodate the code or data, and will involve

H‘iﬁdEE D I]ﬂ

physical reading/writing of pages to the page file.

Tech
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| Term

Description

Service Desk

Process

The single point of contact within the IT directorate for users of
IT services.

sD

Hierarchical
Escalation
Host

Escalation to a higher hierarchical layer

[ne

A host computer comprises the central hardware and software
resources of a computer complex, e.g. CPU, memory, channels,
disk and magnetic tape IO subsystemns plus operating and
applications software, The term is used to denote all non-
network ibems.

Tech

ot stand-by

| See Tmmediate Recovery'

Cont

Immediate
Recovery

Previously called 'Hot stand-by', provides lor the immediate
restoration of services following any irrecoverable incident, It
is important to distinguish between the previous definition of
‘hot standby’ and ‘immediate recovery'. Hot standby typically
referred to availability of services within a short timescale such
as 2 or 1 hours whereas immediale recovery implies the instant
availability of services.

Linpact

Tech

Measure of the business criticality of a Change. Often equal Lo
the extend to which a Change can lead to distortion of agreed
or expected service levels.

| Impact

Chg

Measure of the business criticality of an Incident. Often equal
to the extend to which an Incident leads to distortion ol agreed
or expected service levels.

Impact

Ine

Measure of the business criticality of a Problem. Often equal to
the extend to which the Problem will benefit the business once
implemented successfully.

Impact d.n.:ﬂ}'::-lb

Prh

The identification ol critical business processes, and the
potential damage or loss that may be caused to the organization
resulting from a disruption to those processes. Business inpact

‘analysis identifies the form the loss or damage will take; how

that degree of damage or loss is likely to escalate with time
following an incident; the minimum stalling, facilities and
services needed to enable business processes to continue to
operate at a minimum acceptable level; and the tme within
which they should be recovered. The time within which full
recovery of the business processes is to be achieved is also
identified.

Trmpact scenario

Chg

Description of the type of impact on the business that could
follow a business disruption. Will usually be related to a
business process and will always refer to a period of fime, e.g.
customer services will be unable to operate for two days.

Ine

Incident Life Cycle

| Any event which is not part of the standard operation of a

service and which causes, or may cause, an interruption to, or a
reduction in, the guality of that service.

Ine

All activities from the moment an incident happens to the

\moment an incident is closed

Ine

http:/feducation.hp.com C-11 H1846S D.00
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| Term

| Description Process

Incident
Management

Indirect cost

The process that seeks to restore normal service operation as | Ine
quickly as possible and that minimizes the adverse impact on
business operations, thus ensuring that the best possible levels
of service quality and availability are maintained. ‘Normal
service operation’ is defined here as service operation within
service Level Agreement (SLA) limits.

An indirect cost is a cost incurred in the course of making a Fin
product providing a service or running a cost center or
department, bul which cannot be traced directly and in full to
the product, service or department, because it has heen
incurred for a munber of cost centers or cost units. These costs
are apportioned to cost cost/cost units, Indirect costs are also
referred to as overheads.

Intelligent The purchaser (as distinet from the provider) of services. The | Slin

CLSLomer term is often used in relation to the outsourcing of I'T/15.

Interface FPhysical or functional interaction at the boundary between Tech
Configuration Ttems. ] |

Intermediate Previously called "Warm stand-by', will typically involve the Cont

Recovery reestablishment of the critical systems and services within a 24

to 72 hour period, and will be used by organizations that need
to recover [T facilities within a predetermined time to prevent
impacts to the business process.

Internal farget,

One of the measures against which supporting processes for Slm
the IT service are compared. Usually expressed in technical

terms relating directly to the underpirming service heing

measured.

Invocation (of Putting business recovery plans into operation after a business | Cont
business recovery | disruption.

plans)

Invocation (of Putting stand-by arrangements into operation as part of Cont
stand by husiness recovery activities.

arrangenernts)

Invocation and
recovery phase
150 8000

The second phase of a business recovery plan. Cont
Guidelines and assurance of processes and procedure All

standards for quality assurance systems.

IT Accounting The set of processes that enable the IT organization to fully | Fin
account for the way its money is spent (particularly the ability
to identify costs by customer, by service, by activity). Tt usually
involves ledgers and should be overseen by someone trained in
Accountancy. |

IT Customer See Business Relationship Management | CEM

Eelationship

Management ) |

IT directorate That part of an organization charged with developing and [ All

delivering the IT services.

IT Infrastructure

H1846S D.00

All means needed to deliver a service, e.g. hardware, sofiware, | All
environment, docwnents,
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Term Description Process
IT Service The process Lo support the overall Business Continuity Cont
Continuity Management process by ensuring that the required IT technical
Management and services facilities (including computer systems, hetworks,
applications, telecommunications, technical support and
service desk) can be recovered within required, and agreed,
business timescales.
IT Services Services are the deliverables of the IT Services section as All

~of making computer resources available for custorners Lo use.

Known Error

perceived by the customers; the services do not consist merely

An Incident or Problem for which the root cause is known and

| for which a temporary Work-around or a permanent alternative

has been identified. If a business case exists, an RFC will be
raised, but, in any event, il remains a Known Error unless it is
permanently fixed by a Change.

Prb

Latency

Latency describes the elapsed time from the moment when a
seek was comnpleted on a disk device to the point when the
required data is positioned under the read/write heads. Latency
is normally defined by manufacturers as being hall the disk
rotation time.

Tech

Lifec vile

Lifecyele

A series of states, connected by allowable transitions, The
lifecycle represents an approval process for Configuration
Items, Incident Reports, Problem Reports and Change

| documents.

Cfg

A series of states, connected by allowable transitions. The
lifecycle represents an approval process for Configurarion
Items, Incident Reports, Problem Reports and Change
dociments.

Lifecycle

Chg

A serles ol states, comnected by allowable transitions. The
lifecycle represents an approval process for Configuration
Items, Incident Reports, Problem Reports and Change
documents.

Ine

.Lifﬂﬁ_‘y'f.'ll‘:

Live Hlliiﬂ
Environment

A series of stales, connected by allowable transitions. The
lifecycle represents an approval process for Configuration
Items, Incident Reports, Problem Reports and Change
documents.

Live environment

Prb

(Part of) the computer systemn used to build software releases
for live use.

: Rel

(Part of) computer system used to run software in live use.

Rel

Logical IO

Logical 'O is a read or write request by a program. That request
may, or may not, necessitate a physical L'O. For example, on a
read request the required record may already be in a nemory
buffer and therefore a physical I/'O wilt not be necessary.

Tech

Maintainability

Ability of component or service Lo return to a state in which the
desired functionality will be provided again.

Avail

Marginal cost

The variable cost of producing one extra unit of product or
service. Thart i, the cost which would have been avoided if the

Maturity
level/Milestone

unit/service was not produced/provided.
See [PW™. The degree to which BCM activities and processes
have become standard business practice within an

All

organization. See the IPW Stadia Model (www.quintgroup.com) |

http://feducation.hp.com C-13 H1846S D.00
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Term Description Process
Mean Time Average time belween restoration of service following an Avail
Between Failures | incident and another incident occurring,
Mean Time Average lime between incident occurrence. Avail
Berweel System T -
Incidents )
Mean Time To average downtime bevween an incident oceurring and | Avail
Repair restoration of service/the system.
Modeling An activity to predict the behavior of computer systems under | Cap
a given voluwme and variety ol work.
Monitoring The registration and guarding of the utilization of each Cap
resource and service on an on-going basis to ensure the
optimum use of the hardware and software resources, that all
agreed service levels can be achieved, and that business
volumes are as expected.
Multiplexer Multiplexers divide dara channels into two or more |Tech
independent lixed data channels of lower speed
Operational Costs | Those resulting from the day-to-day manning of the IT Services | Fin

section, e.g. staff costs, hardware maintenance and electricity,
and relate to repeating payments whose effects can he

measured within a short timeframe, usually the less than the 12- |
month financial year. |

Operational level
AZreeInent

An internal agreement covering the delivery of services, which | Slin
support the IT directorate in their delivery of services,

H18465 DGD

Opportunity cost The value of a benefit sacrificed in favor of an alternative Fin
[or true cost) course of action. That is the cost of using resources inoa
particular operation expressed in terms of foregoing the benefit
that could be derived from the best alternative use of those
. TESOUTCes. .
Outsonreing The process by which functions performed by the organization | Slm
are contracted out for operation, on the organization’s behalf,
by third parties.
Overheads The total of indirect materials, wages and expenses. F]_n a
Package assembly | A package assembly/disassembly device permits terminals, ‘Tech
fdisassembly device | which do not have an interface suitable for direct connection to |
a packet switched network to access such a network. A PAD
converts data to/from packets and handles call set-up and
addressing. )
Package release A number of release units packaged together. Rel
Page fault A program interruption which occurs when a page thar is Tech
- marked 'not in real memory’ is referred to hy an active page.
Paging Paging is the /O necessary to read and write to and from the Tech
paging disks: real (not Vlmla]} memory is needed to process
data. With insufficient real memory, the operating system
writes old pages to disk, and reads new pages [rom disk, so that
== the required data and instructions are in real memory.
FDO00s | Alternative title for the BSI publication 'A Code of Practice for | All
IT Service Management'.
C-14
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Term Description ' Process
Percentage Percentage utilization describes the amount of time that a Cap
utilization hardware device is busy over a given period of time. For
example, If the CPT is busy for 1800 seconds in one-hour
period, its utilization is said to be 5% .
Performance The process that ensures that technical resources in the Cap
Management infrastructure provide the best possible value for money. | B
Phantom line error | A phantom line error is a communications error reported by a | Tech
computer systein, which is not detected by network monitoring
equipment. Tt is often caused by changes to the circuits and
network equipment (e.g. re-routing circuits at the physical level
on a backbone network) while data communications is in
pProgress.
Physical 'O Physical I/0) means that a read or write request from a program | Tech
has necessitated a physical read or write operation on an KO
device.
Post A review to see if the change achieved what it should achieve  Chg
Implementation
Review, PIR [
Post A review to see if the change that should solve the problem, Priy
[mplementation ' actually did solve the problem
Review, IR )
Pricing The policy that determines how chargeable units are priced. Fin
Prime cost The total cost of direct materials, direct labor and direct Fin
expenses, The term prime cost is commonly restricted to direcl
production costs only and so does not customarily inelhide
direct costs of marketing or research and development. -
PRINCEZ The standard UK government method for project management. | All
Priority Sequence in which an Incident or Problem needs to be Inc
resolved, based on impact and urgency.
Priority Sequence in which an Incident or Problem needs to be Prb
_ resolved, based on impact and urgency.
Proactive Problem | The process that tries to prevent incidents from happening Prb
Management B
Problem [Unknown underlying cause of one or more Incidents, Prh
Problem Control The Problem control process is concerned with handling | Prb
| Problemms in an efficient and effective way. The aim of Problem
| control is to identily the root cause, such as the Cls that are at
| fault, and to provide the Service Desk with information and
| advice on Work-arounds when available.
Problem The process that wants to minimize the adverse impact of Prb
Management Incidents and Problems on the business that are caused by
errors within the IT Infrastricture, and to prevent recurrence
_of Incidents related to these errors. [
Procedure | A connected series of actions, activities, perfummr.l by agenis, LAl
| detailed enough to make Llear to an agent what he/she has to
| do.
Process A connected series of actions, activities, Changes etc, All

performed by agents with the intent of satisfying a purpose or
achieving a goal.
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' Term | Description Process
Process Control The process of planning and regulating, with the objective of All
\performing the process in an effective and efficient way.
Profit center IT is run as a business with profit objectives. Fin
Program A collection of activities and projects that collectively Tech
implement a new corporate requirement or funetion.
Chieuing time (ueuing time is incurred when the device, which a program Tech
wishes touse, is already busy. The program will therefore have
to wait in a queue Lo obtain service from that device. B
Reciprocal 2 organizations running on compatible infrastructure provide | Cont
Arrangement each other with IT resources in an emergency.
Recoverability The ability of a system to recover. This term combines Avail
maintainability, serviceability and resilience
Reference data Informarion that supports the plans and action lists, such as All
names and addresses or inventories, which is indexed within
B Lhe plan.
| Registration The initial and on-going recording of a Cl Cfg
Registration The initial a.IL{l on-going recording of a call 5D
Release A collection of new and/or ehanged CT's, which are tested and | Rel
introduced into the live enviromment Lpgether.
Release The process that management releases, both the technical and | Rel
Management the non technical aspects.
Release numbering | The policy that determines how releases should be numbered. | Rel
The nuunber of a release.
Release Poliey The puhq- that determines how releases must be treated. It | Rel
encompasses size, numbering and frequency
Release unit The level at which software of a given type is normally Rel
| released,
Reliability Ability of component to deliver desired functionality for a given | Awvail
period of time and under certain conditions. '
Request for Change | Form, or screen, used to record details of a request for a Chg
(RFC) change to any CI within an infrastructure or to procedures and
- items associated with the infrastructure.,
Resilience Ability of service Lo keep running where one or more Avail
components have failed. _
Resolufion Action, which will resolve an Incident. This may be a Work- Ine
around. B
Resource Capacity | The foeus in this sub-process is the management of the Cap
Management individual compaonents of the TT infrastructure. It is
responsible for ensuring that all components within the TT
infrastructure that have finite resource are monitored and
measured, and that the collected data is recorded, analyzed and
reported.
Resource cost This term is used to describe the amount of machine resource  Fin
that a given task will consume. This resource is usually
expressed in seconds for the CPT or the number of L'Os for a
disk or tape device.
Resource Process that ensures that adequate resources are available and | Cap
Management functional at the required time. .
C-16
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Term Description Process
Resource profile Resource profile describes the total resource costs, which are | Cap
consumed by an individual online transaction, batch job or
program. It is usually expressed in terms ol CPU seconds,
_ number of /0s and memory usage.
Resource unit costs | Resource unit may be calculated on a standard cost basis to Fin
- Hdentify the expected (standard) cost for nsing a particnlar
resource. Because computer resources come in many shapes
and forms, units have to be established by logical groupings.
Examples are; a) CPU Time or instructions, b) disk 1/0s, ¢)
print lines, d) communication transactions.

‘Resources The term resources refers to the means the 1T Services section | Cap
needs Lo provide the custormers with the required services. The
resources are typically computer and related equipment,

. software, facilities or organizational (people).

'Restoration of The moment. a customer has confirmed that the service can be | Avail

Service used again after an incident or a contingency
Restoration of The moment a customer has confirmed that the service can be | Cont
Service | used again after an incident or a contingency
Eetwn to normal | The phase within a business recovery plan which re-establishes | Cont
phase normal operations.
Revenue Cost Also called minning cost, value diminishes with usage, such as | Fin
paper or salaries. Usually a variable cost. )
Risk A measure of the exposure to which an organization may be Avail
subjected. This is a combination of the likelihood of a business |
|disruption occurring and the possible loss that may result from |
such business disruption. o |
Risk A measure of the exposure to which an organization may be Cont
subjected. This is a combination of the likelihood of a business
disruption occurring and the possible loss that may result from |
such business disruption.
Risk Analysis The identification and valuation of assets and threats; the | Avail
assessment of vulnerabilities and risks by considering the
threats to assets. )
Risk Analysis The identification and valuation of assets and threals; the | Cont
assessment of vilnerabilities and risks by considering the
threats w assets. |
Risk Management |The management of risks to assets: the selection and use of Avail
COUNteTmeasures. B i
Risk Management | The management of risks to assets: the selection and use of Cont
o COUNtermeasures.
Risk reduetion Measures taken to reduce the likelihood or consequences of a | Avail
measure business disruptlion ocewring (as opposed to planning to
recover after a disruption).
Risk reduction Measures taken to reduce the likelihood or consequences ofa | Cont
measure business disruption occwrring (as opposed to planning to
recover after a disruption)). -
Role | A set of responsibilities, activities and authorizations. All
Eoll in roll out RIEC is a term, which is used on some systems to describe Tech
(RIRCY) swapping.
http:/leducation.hp.com C-17 H1846S D.00
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Term 'Description Process
Rollout The moment or period that a (set of) system(s) is implemented. | Rel
This term is usually wsed when multiple systems are
imnplemented on different moments {
Rotational Position |RPS is a facility which is employved on most mainframes and Tech
Sensing some minicomputers. When a seek has been initiated the
e s e e Leystern cnnt-free the path frem a dise drive 1o a controller for
use by another disc drive, while it is waiting for the required
data to come under the read/write heads (latency). This facility
usually improves the overall performance of the 10 subsystern.
Second Line Olten, departments and (specialist) support groups other than | Ine
Support the Service Desk are referred to as second- or third-line
support groups, having more specialist skills, time or other
resources to solve Incidents. In this respect, the Service Desk
 would be first-line support.
Second Line OMen, departments and (specialist) support groups other than | 5D
Support the Service Desk are referred to as second- or third-line
support. gronps, having more specialist skills, time or other
resources to solve Incidents. In this respect, the Service Desk
would be firsi-line support.
Security Conlidentiality, Integrity and Availability of CT's. ] Sec
Security The measure to which an organization aware ol it's security Sec
Awareness sitnation
Security Incidents | Incidents that threaten the security of an organization, e.g. Ine
viruses, hacker attacks, etc
Security Incidents | Incidents that threaten the security of an organization, e.g. Sec
viruses, hacker attacks, etc
Security Level The level to which an ur;,cuu.-‘:dtmn has been secured Sec il
Security The process that is responsible for the design and activation of | Sec
Management all security measures needed to reach the desired security level
Security Section The section in the SLA which describes the needed security Sec
level
Security Section The section in the SLA which describes the needed security Slm
level
Seek fime Seek time occurs when the disc read/write heads are not Tech
positioned on the required track. It describes the elapsed time
taken to move heads to the right track.
Self-insurance A decision to bear the losses that could result from a disruption | Cont
to the business as opposed to taking insurance cover on the
risk.
Service The actual service levels delivered by the [T directorate to a Slm
achievement customer within a defined lime-span.
Service Capacity The focus of this bub—prﬂttb&- is the management of the Cap
| Management performance of the IT services used by the customers. It is '
responsible for ensuring that the performance of all services, as
detailed in the targets in the SLAs and SLEs is monitored and
measured, and that the collected data is recorded, analyzed and |
reported.
Process that determines resource profiles needed to process
current and future business workloads.
Service catalogue | Written statement of IT services, default levels and options. 'Slm

H1B-455 D ﬂ'ﬂ
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Term Description Process
' Service Desk SD
Service hours Hours to which the service is available.
Service A formal project undertaken within an organization to identify | All
improvement and introduce measurable improvements within a specified
program work area or, work process, .
Service Level Written agreement between a service provider and the Slm
Agreement Customer(s) that documents agreed service levels for a service.
Service level The process of defining, agreeing, documenting and managing | Slm
management the levels of customer IT service, thal are required and cost
justified.
Service Level Requirements, expressed by the custorer that are inputs into | Slm
Requirement negotiations towards SLA.
Service provider | Third-party organization supplying services or products to Avail
| customers,
Service quality plan | The written plan and specification of internal targets designed | Sl
to guarantee the agreed service levels.

Service Request Every Incident not being a failure in the IT Infrastructure. sD
 Service Window ITours/times to which service is available Avall
Service Window Howrs/times to which service is available Slm
Serviceability | Contractual term used to define the support received from an | Avail

| external supplier. : |
Services Services are the deliverables of the IT Services section as All
perceived by the customers; the services do not consist merely
I of making computer resources available for customers to use.
Simulation Simulation modeling, as the name implies, employs a program, |Cap
modeling which simulates computer processing by deseribing in detail
the path of a job or transaction. It can give extremely accurate
results. Unfortunately, it demands a greal deal of time and
effort from the modeler. It is most beneficial in extremely large
or time critical systems where the margin for error is very
: small.
Single point of A component that will cause unavailability to a service when it | Avail
failure fails
Soft fault A soft fault describes the situation in a virtual memory system | Tech
when the operating system has detected that a page of code or
data was due to be reused, Le. it is on a list of "free” pages, bul
it is still actually in memaory. It is now rescued and put back
into service. ) |
| Software As ‘Configuration Item’, excluding hardware and services. [ Rel
Configuration Item
(5CT)
Software Soltware used to support the application such as operating Rel
Environment svstem, database management system, development tools,
compilers, and application software.
Software Library | A controlled collection of SCTI's designated to keep those with | Rel
like status and type together and segregated from unlike, to aid
in development, operation and maintenance.

http:/feducation.hp.com
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Glossary by Alphabet

' Term

| Description

Process

Soltware work unit | Soltware work is a generic term devised to represent a

commaon hase on which all caleulations for workload nsage and
IT resource capacity are then based. A unit of soflware work
for I/O) type equipment equals the number of hytes transferred;
and [or central processors it is based on the product of power
and cpu-time.

Cap

Solid stare devices

Solid state disks are memory devices which are made Lo appear
as if they are disk devices. The advantages of such devices are
that the service times are much faster than real disks since
there is no seek time or latency, The main disadvantage is that
they are much more expensive.

Specsheet

Specifies in detail what the customer wants (external) and
what consequences this has for the service provider (internal )
such as required resources and skills.

Tech

Shn

' Standard cost

A pre-determined calculation of how many costs should be
under specified working conditions, It is built up from an
assessment of the value of cost elements and correlates
technieal specifications and the quantification ol materials,
labor and other costs wo the prices and/or wages expected to
apply during the period in which the standard cost is intended
to be used. Its main purposes are to provide bases for control
through variance acconunting, for the valuation of work in
progress and for fixing selling prices.

Fin

Standard costing

Stand-by
arrangements

A technigue, which uses standards for costs and revenues for
the purposes of control through variance analysis,

Fin

ﬁrﬁmgﬂnenm to have available assets, which have been
identified, as replacements should primary assels be
unavailable following a business dismuption. Typically, these
include accommodation, 1T systems and networks,
telecommunications and sometimes peaple.

| Cont

Stats accounting

Process that records the state of CT's af a given fime.

Cfg

Storage oocupancy

Storage occupancy is a delined measurement unit that is used
for storage type equipment to measure usage. The unit value
equals the nuwmber of bytes stored.

Cap

Super User

In some organizations it 1s cominon Lo use ew:pen Users
(commmonly kmown as Super or Expert Users) to deal with first-
line support problems and queries. This is typically in specific
application areas, or geographical locations, where there is not
the requirernent for full-time support staff, This valuable
resource however needs to he carefillly coordinated and

utilized,

sD

support hours

Hours/times to which support is available.

'SD

Surcharging

Surcharging is charging business users a premium rate for
using resources at peak times.

Swapping

The reaction ol the operating system (o insufficient real
memaory: swapping occeurs when too many tasks are perceived
to be competing for limited resources. It is the physical
movement of an entire task (e.g. all real memory pages of an
address space may be moved at one lme from main storage Lo
anxiliary storage).

Tech

H1H4EE D Dﬂ
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Term

Description

Process

'Terminal emuiation

An integrated composite that consists of one or more of the
processes, hardware, software, facilities and people, that
provides a capability to satisly a stated need or objective.

All

Ternningl emudaiion is sacidesed by sofl ware tundiing o ai
intelligent device, typically a PC or workstation, which allows
that device to function as an interactive terminal connected to a
host system. Examples of such emulation software includes
IBM 3270 BSC or SNA, ICL CO3, or Digital VT LK.

Terminal /O

Tech

Terminal I/0) is a read {rom, or a write to, an online device such
as a VDU or remote prinfer.

Test Build
Environment

((Part of) the computer system used to build software releases
for operational acceptance testing,

Test environment

{Part of) the computer system used to run soltware releases for
operational acceptance testing.

"Third Line Support

Thrashing

Tech

|Rel

Rel

(Mften, departments and (specialist) support groups other than
the Service Desk are referred to as second- or third-line
support groups, having more specialist skills, time or other
resources Lo solve Incidents. In this respect, the Service Desk
wonld be first-line support.

A eondition in a virtual storage system where an excessive
proportion of CPLU time is spent between moving data between
main and anxiliary storage.

Inc

Tech

ﬁucut

An event that conld happen and that would degrade the
functioning of a component or a service

Avail

Threat

An event that conld happen and that would degrade the
functioning of a component or a service

Tree structures

Cont

In data structures, a series ol connected nodes without cyvcles.
One node is termed the oot and is the starting point of all
|paths, other nodes termed leaves lerminate the paths.

Tech

Underpinning
contract

|A. contract with an external supplier covering delivery of

|services Lthat support the IT directorate in their delivery of
SETVices.

Avail

| Tnit costs

Unit costs are costs distributed over individual component
usage to establish the unit cost. For example, it can be
assumed, that if a box of paper with 1000 sheets costs 510, then
obviously one sheel costs 1p, Simdlarly if a CPU costs Slina
vear and it is used to process 1,000 jobs that year, each job
costs on average 51,000,

Fin

Urgency

Measure of the business criticality of an Incident or Problem
based on the impact and on the business needs of the
Customer.

Ine

lrgency

Measure of the business criticality of an Incident or Problem
based on the mpaect and on the business needs of the
Customer.

Prb

Urgent Change

A change that due to business criticality of an Tneident has to
be implemented urgently

Chg

User

The person who uses the service on a day-to-day basis.

sD

Utility cost center
(LICC)

A cost center for the provision of support services to other cost
centers,

Fin

thJ.I’educatmn hp com
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Term

Desecription - Process

| Variance analysis

|is an analysis of the factors, which have cansed the difference

A variance is the difference between planned, budgeted, or Fin
standard cost and actmal cost (or revenues). Variance analysis

hetween the pre-determined standards and the actual results.
Variances can be developed specifically related to the
operations carried out in addition to those mentioned above,

Variant

Verification

("1 with the same functionality as another (] but different in Cfg
some small way. o |
Process that ensures the CMDB and physical Cl's are Cfg

synchronized.

Version

An identified instance of a C onfiguration ltem within a produet | Cfg
breakdown structure or configuration structure for the purpose
of tracking and anditing change history. Also used for software
Configuration Items to define a specific identification released
in development for drafting, review or modilication, test or
production.

| Version

An identified instance ol a Condfiguration Ttem within a product | [tel
breakdown structure or configuration structure for the purpose
of tracking and auditing change history. Also used for software
Configuration Trems to define a specific identification released
in development for drafting, review or modification, test or
production.

Version Identifier

A version nwmber; version date; or version date and time Rel
stamp.

Virtual memaory
system

WSl

Virtual memory systems were developed to increase the size of Tech
memory by adding an auxiliary storage layer, which resides on

disk.

VSI (virtual storage intermpt) is an I[CL VME term for a page Tech
fault.

| Vulnerability

' Watel line

The measure to which a component or a service will be Avail
affected by a threat
Vulnerahbility The measure to which a component or a service will be Cont
affected by a threat |
Warm stand-by See Tntermediate Recovery’ Cont
The lowest level of detail relevant to the customer. Slm
Work-around Method of avoiding an Incident or Problem, either from a Inc

temporary fix or from a technique that means the Customer is
not reliant on a particular aspect of the service that is known to
have a problem.

Workload | See Service Capacity Management Cap
Management | -
Workloads Workloads in the context of Capacity Management Modeling, Cap
are a set of forecasts which detail the estimated resource usage
over an agreed planning horizons. Workloads generally
represent discrete business applications and can be [urther sub-
divided into types of work (interactive, timesharing, batch) ,
WORM WORM or CD-WORM is the term which is [requently used to Tech
deseribe optical read only disks, standing for write once read
ALY,
c-22 htth.Feducatmn hp com
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Glossary by Process

|Process |Term Description
All .CRAMM CCTA Risk Analysis and Management Method.
All JICT The convergence of Information Technology,

Telecommunications and Data Networking Technologies into
 a single technology
All JPW™ Implementation of a process Oriented Workflow, a process
model created by Quint Wellington Redwood and Dutch
Telecom (KPN). The model exists since 1993. An extension Lo
the model is TPW Stadia Model which describes maturities,
how to measure them and how to realize them, for the
different ITTI. processes. See www.gquintgroup.cotn for a full
English article.

All ISED Information Systems Examination Board (UK), which
administers and awards IT qualifications including FC in IT
Service Managemenl. _

All ITIL The CCTA TT Infrastructure Library - a set of guides on the

_ management and provision of operational IT services

All JUSMT |IT Service Management Forum, TTIL User Group.

All Action lists Defined actions, allocated to recovery teams and individuals,
|within a phase of a plan These are supported by reference

All Audit A test to ensure a certain lunetion or process is functioning
according to the descriptions.

All Business function | A business unit within an organization, e.g. a departinent,
division, branch.

All Business process | A group of business activities undertaken by an organization

in pursuit of a common goal. Typical business processes
|include receiving orders, marketing services, selling produets,
delivering services, distributing products, invoicing for
services, accounting for money received. A business process
will usually depend upon several business functions for
support, e.g. IT, personnel, accommaodation. A business
process will rarely operate in isolation, i.e., other business
processes will depend on it and it will depend on other
Processes. -

All Business unit A segment of the business entity by which both revenues are
| received and expenditure are caused or controlled, such
|revenues and expenditure being used to evaluate segmental

performance.
All Computer Aided A software tool for programumers. [t provides help in the
Systems plannming, analysis, design and documentation of computer
| Engineering sollware. =
All Cost effectiveness | Ensuring that there is a proper balance between the quality of
service on the one side and expenditure on the other, Any
investment that increases the costs of providing IT services

should always result in enhancement to service quality or
| quantily.

http:/feducation.hp.com D-1 H18465 D.00
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Glossary by Process

| Process Term

Description

Recipient of the service; usually the Customer management

S

| All Customer
has responsibility for the cost of the service, either directly
‘tlm:-ugh charging or indirectly in terms of demonstrable
business need. —

All | Dependency ‘ The reliance, either direct or indirect, of one process or

| activity upon another.

All ISO 9000 "Guidelines and assurance of processes and procedure

 standards for quality assurance systems.

All IT directorate That part of an organization charged with developing and
delivering the I'T services,

All IT Infrastructure All means needed Lo deliver a service, e.g. hardware,
software, environment, documents.

All IT Services Services are the deliverables of the IT Services section as
perceived by the customers; the services do not consist
merely of making computer resources available for customers
1o use. )

All Maturity See [IPW™. The degree Lo which BCM activities and processes
levelMilestone have become standard isiness practice wilhin an

nrganization. See the [I'W Stadia Model

_ (www.quintgroup.coin)

LAl PD0005 'Alternative title for the BSI publication 'A Code of Practice for

' ) IT Service Management ',

All PRINCIZ The standard UK govemment methad for project

| Tanagerent.

All Procedure A commected series of actions, activities, p-erfnmwd by agenls,
detailed enough to make clear to an agent what he/she has to
dao.

All Process A connected series of actions, aclivities, Changes etc,

' performed by agents with the intent of satisfying a purpose or
achieving a goal.

All Process Control The process of planning and regulating, with the objective of

_ performing the process in an effective and efficient way.

All Reference data Information that Supports the plans and action lists, such as

names ad addresses or inventories, which is 1m:1i::md within
| |the plan.
[ AN 'Role A set of responsibilities, activities and duLllurlza.twns
All | Service A formal project undertaken within an organization o identify |
improverment and introduce measurable immprovements within a specified
. Program work area or, work process.

All Services Services are the deliverables of the IT Services seclion as
perceived by the custommers; the services do not consist
merely of making computer resources available for customers

: Lo use,

All Systewmn An integrated composite thal consists of one or more of the
processes, hardware, software, facilities and peaple, that
provides a capability to satisfy a stated need or objective.

Awail CFIA Component Failure Impact Analysis

Awvail FTA See Fault Tree Analysis

Avail | . MTBF See Mean Time Between Failure

H1846S D.00
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Glossary by Process

|Process  Term Description
Avail .MTBSI See Mean Time Between System Incidents
Avail MTTR See Mean Time To Repair
Awvail SPOF See Single Point of Failure
Awail 11C See Underpinning Contract or Contract
Awail Availability Ability of a component or service to perforin its required
function at a stated instant or over a stated period of time. It
is usually expressed as the availability ratio, Le. the
proportion of time that the service is actually available for use
by the Customers within the agreed service hours,
Avail Availability The process thatl optimizes the capability of the I'T
Management infrastructure and supporting organization to deliver a cost
elfective and sustained level of availability that enables the
business to satisfy its business objectives. _ |
Awvail Contract Document between Lwo bodies (i.e. with external suppliers)
. with separate legal existence.
Avail | Downlime The time an agreed service is not available
Avail Elapsed Time Time from the start of an incident, whilst the incident is not
yel resolved
Avail Fault tree analysis | Technigue to analyze the availahility of a system
Avail Maintainability Ability of component or service Lo retwn to a state in which
the desired functionality will be provided again.
Avvail Nlean Time | Average time between restoration of service following an
| Between Failures  incident and another incident occurring.
| Avail Mean Time Average lime between incident occurrence.
Between System
| Incidents
Avail | Mean Thne To average downtime between an incident oceurring and
Repair restoration of service/the system.
Avail Recoverahility The ability of a system to recover. This term combines
- maintainability, serviceability and resilience
Avail Reliahility Ability of component to deliver desired functionality for a
given period of lime and under certain conditions.
Avail Resilience Ability of service to keep running where one or more
components have failed.
Avail Restoration of The moment a customer has confirmed that the service can
: - Service be used again after an incident or a contingency
Avail Risk A measure of the exposure to which an organization may be
subjected. This is a combinalion of the likelihood of a
business disruption occurring and the possible loss thal may
. result from such business disruption. ——
| Avail Hisk Analysis The identification and valuation of assels and threats; the
assessment of valnerabilities and risks by considering the
__|threats to assets.
| Avail Risk Management |The management of risks to assets: the selection and use of
countermeasures.
Awvail | Risk reduction Measures taken to reduce the likelihood or consequences of a
MEeASITE business disruption occurring (as opposed to planning to

recover after a disruption),

http:/feducation.hp.com
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Process Term Description
Awail Service provider Third-party organization supplying services or products to
i CUSLOMETS.
Awvail Service Window Hours/times to which service is available
Awvail serviceability Contractual term used Lo deline the support recerved from an
external supplier.
Avail 'Single point of A ecomponent that will cause unavailability to a service when
failure it fails
“Avail Threat An event that could happen and that would degrade the
| functioning of a componenl or a service
Avail Underpinning A eontract with an external supplier covering delivery of
contract services that support the [T directorate in their delivery of
_ services.
Avail Villnerability The measure to which a component or a service will be
| affected by a threal
Cap [.CDB - | See Capacity Database
Cap Application Sizing = The process which estimates the resource requirements Lo
support a proposed application change or new application, to
ensire that it meets its required service levels.
Cap Business Capacily | This sub-process is responsible for ensuring that the future
Management business requirements for I'T services are considered, planned
L and implemented in a timely fashion.
Cap Capacity Database, | A Database that will hold the information needed by all the

CDB

sub-processes within Capacity Management.

| Cap Capacity The process that is responsible for ensuring that 1T
Management processing and slorage capacity matches the evolving
demands of the business in the most cost-effective and timely
IANNET. - ]

Cap Capacity Planning | Process to provide plans and reports Lo meetl current and
future business workloads.

Cap Demand See Business Capacity Management

Management

Cap Modeling | An activity to predict the behavior of computer systems
under a given volume and variety of work.

Cap Monitoring The registration and guarding of the utilization of each
resource and service on an on-going basis to ensure the
optimum use of the hardware and soflware resources, that all
agreed service levels can be achieved, and that business
volumes are as expecled.

Cap Percentage Percentage utilization describes the amount of lime Lhal a

(utilization hardware device is busy over a given period of time. For
|example, If the CPU is busy for 1500 seconds in one-hour
= period, its utilization is said to be 50%.
(Cap Perlormance The process that ensures that technical resources in the
Management infrastructure provide the best possible value for money.
Cap Resource Capacity | The focus in this sub-process is the management of the
Management individual components of the IT infrastrocture, It is
responsible for ensuring that all components within the IT
infrastructure thal have [inite resource are monilored and
measured, and that the collected data is recorded, analyzed
and reported.
H1846S D.00 D-4
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Process

Term

| Description

[ Cap

Resource
Manageient

Process that ensures that adequate resources are available
and funetional at the required time.

Cap

Resource profile

- primber of Vs and memory usage.

Hesource profile describes the total resource costs, which are |
consumed by an individual online transaction, bateh job or
program. It is usually expressed in terms of CPU seconds,

Cap

Resources

The term resources refers to the means the [T Services
section needs to provide the customers with the required
services. The resources are typically computer and related
equipment, software, facilities or organizational (people).

Cap

Service Capacity
Management

The foeus of this sub-process is the management of the
performance of the IT services used by the customers. Il is
responsible for ensuring that the performance of all services,
as detailed in the targets in the SLAs and SLEs is monitored
and measured, and that the collected data is recorded,
analyzed and reported.

Process that determines resonree profiles needed Lo process
current and future business workloads.

Cap

Simulation
modeling

Simulation modeling, as the name implies, emmploys a
prograrm, which simulates computer processing by describing
in detail the path of a job or transaction. It can give extremely
‘accurate results. Unfortunately, it dernands a great deal of
'time and effort from the modeler. Tt is most beneficial in
extremely large or time critical systemns where the margin for
error is very small,

| Software work undt

Software work is a generic lerm devised to represent a
common base on which all caleulations for workload nusage
and IT resource capacity are then based. A unit of software
work for IO type equipment equals the nuwmnber of bytes
transferred; and for central processors it is based on the

| product of power and cpu-time. -

Storage ocoupancy

Storage occupancy is a defined measurement unit that is used
for storage type equipment to measure usage. The unit value
equals the number of bytes stored.

Workload

| Management

See Service Capacity Management

Workloads

Workloads in the context of Capacity Management Modeling,
are a set of forecasts which detail the estimated resource
usage over an agreed plannming horizons. Workloads generally
represent diserete business applications and can be further

{ sub-divided into types of work (interactive, timesharing,
batch)

CI

| See Configuration Trem

CMDB

See Conliguration Management Database

Assel

Component of a business process. Assets can include people,
acconunodation, computer systems, networks, paper records,
fax machines, etc.

Asset Management

The management of Assets

| Attribute

Characteristic of a CI held on the CMDB,

http:/feducation.hp.com
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Process

Term

Bescription

Cfg

Clg

Baseline

Build

Snapshot of the state of a CI (CMDB) and related Cl's at a
point in time,
The final stage in producing a usahle configuration. The
process involves taking ane of more input Configuration
Items and processing them (building them) to ereate one or
more output Condiguration llems e.g. software compile and
load.

Category

Classification of a group of Condiguration ltems, Change
documents or problems.

I Level

The detail level of a CT

Classification

Process of formally grouping Configuration [tems by type, e.g.
software, hardware, documentation, environment,
application.

Configuration
Baseline

Configuration of a product or system established at a specific
point in time, which captures hoth the strueture and details of
the product or system, and enables thal product or system to
be rebuilt at a later date.

A snapshot or a position, which is recorded. Although the

|position may be updated later, the baseline remains
unchanged and available as a reference of the original state
and as a comparison against the current position (PRINCE 2).

Clg

Cig

Configuration
'control

Activities comprising the control of Changes to Configuration
Items after formally establishing its configuration documents.
Tt includes the evaluation, co-ordination, approval or rejection |
‘of Changes. The implementation of Changes includes
changes, deviations and waivers that impact on the
configuration.

Configuration
| documentation

Documents that define mq:.dimnent&, system design, build,
production, and verification for a configuration item.

Clyg

Cfg

Configuration
identification

Activities that determine the product structure, the selection
ol Configuration Items, and the documentation of the
Configuration Item's physical and functional characteristics
including interfaces and subsequent Changes. It includes the
allocation if identilication characters or numbers to the
Conliguration Items and their documents. It also includes the
unique numbering of condiguration control forms associated
with Changes and Problems.

Configuration item
(CI}

Cfeg

H18465 D.00

Component of an infrastructure - or an item, such as a
Request for Change, associated with an infrastructure - which

is (or is Lo be) under the control of Configuration
Management, Cl's may vary widely in complexity, size and
Lype - from an entire systein (including all hardware, software
and docwmentalion) to a single module or a minor hardware
componernt,

Configuration
Management
Database (CMDB)

details of the important relationships between Cl's.

‘A datahase, which contains all relevant details of each CI and
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Board Emergency

Committee

http:/feducation.hp.com

Process  Term Description |
Cfz Configuration A soltware praduct providing automatic support for Change,
Management Configuration or version control.
Tool (CM Tool) n

Cfg Configuration The process of identilying and defining the Configuration

Management ltems in a system, recording and reporting the status of
Configuration Ttems and Requests for Change, and verifying
the completeness and correciness ol configurafion items. |

Cfg Configuration Document setting out the organization and procedures for Lthe

Management plan | Configuration Management of a specific product, project,
systern, support group or service.

Clyg | Conliguration A hierarchy of all the CT's that comprise a configuration.

Structure _ 3

Cfg Lifecycle A series of states, connected by allowable transitions. The

| lifecycle represents an approval process for Configuration
Items, Incident Reports, Problem Reports and Change
documents.

Cfg Registration The initial and on-going recording of a CI

Cig Status accounting | Process that records the state of CI's at a given tiime.

Cfg Variant 'CT with the same functionality as another CI but different in
some small way.

Cly Verification Process that ensures the CMDB and physical Cl's are

B synchronized.

Cfg Version An identified instance of a Configuration [tem within a
praduct breakdown structure or configuration structure for
the purpose of tracking and auditing change history. Also

‘used lor software Configuration Items to define a specific
identification released in development for drafting, review or
maodification, test or production.

Chg .CAD See Change Advisory Board

| Chg .CAB/EC See Change Advisory Board Emergency Comumittee

| Chg FSC See Forward Schedule of Changes

Chg .RFC See Request for Change

Chg Category | Classification of a group of Configuration Items, Change

. documents or problems.

| Chg Change Process of controlling C hange-; to the infrastructure or a;nv
Management aspect of services, in a controlled manner, enabling approved

- : Changes with minimum disruption.

Chg “hange The addition, modification or removal of approved, suppuru,d
or baselined hardware, network, software, application,
environment, system, desktop build or associated

_ documentation.
| Chg Change Advisory | A group of people who can give expert advice to Change
Board Management on the implementation of Changes. This board
is likely to be made up of representatives from all areas within |
IT and representatives from business units. |
Chg Change Advisory | A group of people who can give expert advice to Chmuge

Management on the implementation of Changes in emergency
situations.
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Process

Term

_liﬂmtrip_tiﬂn

Chg

Change authority

A group that is given the authority to approve Change, e.g. by
the project board. Sometimes referred to as the Configuration
Board.

Chg

Change confrol

The procedure to ensure that all Char iges are controlled,
including the submission, analysis, decision making, approval,

| plemontation-ehd post- inpleciitation of the Change.

Chg

Change document

Eequest for Change, Change control form, Change order,
Change record.

Chg

Change history

Anditable information that records, for example, what was
done, when it was done, by whom and why.

Chg

Change log

Change
Management

A log of Requests for Change raised during the project,
showing information on each Change, its evaluation what
decisions have been made and its current stalus, e.g. Raised,
Reviewed, Approved, huplemented, Closed.

Process of controlling changes to the infrastmeture or
services with minimum disruption.

Change record

A record containing details of which CI's are affected by an
authorized Change (planned or implemented) and how.

Charnel

Channel is the physical conmection from CPU to an VO device,
usually a controller, or indeed another CPUL

Classificarion

Forward Schedule
ol Changes

scope change request, validalion change request,
Infrastruclure change request. -
Conlains details of all the Changes approved for
implementation and their proposed inplementation dates. It
should be agreed with the Customers and the business,
Service Level Management, the Service Desk and Availability
Management. Once agreed, the Service Desk should
commiunicate to the User conununity at large any planned
additional downtime arising from implementing the Changes,
‘using the most effective methods available.

Chg

Irmpact

Chg

Impact analysis

Measure of the business criticality of a Change. Often equal to |
the extend to which a Change can lead to distortion of agreed

The identification of critical business processes, and the
potential damage or loss that may be caused to the
organization resulling from a disruption to those processes.
Business impact analysis identifies the [orm the loss or
damage will lake; how that degree of damage or loss is likely
Lo escalate with fime following an incident; the minimum
staffing, facilities and services needed to enable business
processes Lo contimie to operate at a minimwm acceptable
level: and the time within which they should be recovered.
The time within which full recovery of the business processes
is to be achieved is also identified.

Chy

H1846S D.00

Lifecycle

A series ol stales, connected by allowable transitions. The
lifecycle represents an approval process for Configuration
[tems, Incident Reports, Problem Reports and Change
documents,
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Glossary by Process

Process | Term Description |
Chyg Post A review to see if the change achieved whal it should achieve
Implementation
Review, PIR : |
Chy Request Lor Change | Form, or scréeti; used io record deiaiis of a reguest fora ‘
(RFC) change to any CI within an infrastructure or to procedures
| and items associated with the infrastructure.
Chg Urgent Change A change that due to business criticality of an Incident has o |
be implemented urgently
| Cont BCM ' Business Conlinuity Management
Cont Alert phase The first phase of a business continuity plan in which initial
emergency procedures and damage assessments are
- activated.
Cont Assurance The processes by which an organization can verify the
accuracy and completeness of ils BCM.
Cont BCM activily An action or series of actions as parl ol a BCM plm*F-qs
Cont BCM Lifecvele The complete set of activities and processes necessary fo
manage business continuity - divided into four stages.
Cont BCM process A set of activities with defined deliverables [orming a discrete
{ part of the BCM lifecycle.
Cont Business recovery |The desired time within which business processes should be
| ohjective recovered, and the minimum staff, assets and services
| required within this time.,
Cont Business recovery | A template business recovery plan (or set of plans) produced
plan framework to allow the structure and proposed contents to be agreed
_ ' before the detailed business recovery plan is produced.
Cont Business recovery | Documents describing the roles, responsibilities and actions
| plans necessary to resume business processes following a business
- | disruption.
Cont Business recovery | A defined group of personnel with a defined role and
team subordinate range of actions Lo [acilitate recovery of a
business function or process
Cont Cold stand-by See 'Gradual Recovery'
Cont Command, control | The processes by which an organization retains overall co-
and ordination of its recovery effort during invocation of business
. comumunications recovery plans.
Cont Contingency Plan | Plan detailing actions and procedures to followed in the event
of a major disaster.
Conf | Contingency Planning Lo address unwanted occurrences thal may happen
' Planning at a later time. Traditionally, the term has been used to refer
to planning for the recovery of IT systems rather than entire
_ business processes.
Cont Crisis management The processes by which an organization manages the wider
- impact of a disaster, such as adverse media coverage.
| Cont Disaster recovery iﬂ series of processes that [ocus only upon the recovery
planning processes, principally in response to physical disasters that
are contained within BOCM. |
‘Cont Fortress approach |IT site made as disaster-proof as possible, l
http://feducation.hp.com D-9 H1846S D.00
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Process Term Description

Cont Gradual Recovery | Previously called 'Cold stand-by’, this is applicable to
organizations that do not need immediate restoration of
business processes and can function lor a period of up to 72
hours, or longer, without a re-establishment of full IT
facilities. This may include the provision of emply
accommodation Mully equipped with power, environmental
controls and loecal network cabling infrastmicture,
telecomumudeations connections, and available in a disaster
situation for an organization to install its own computer

L . equipinendt.
Cont Mot stand-hy See 'Tmmediate Recovery'
Cont Intermediate Previously called "Warm stand-by’, will typically involve Lw
Hecovery reestablishrent of the critical systems and services within a
24 to 72 hour period, and will be used by organizations that
need to recover [T Facilities within a predetermined time to
o prevent impacts to the business process.
Cont Invocation (of Putting business recovery plans info operation after a
business recovery | business disruption.
plans) o
Cont Invocation (of Putting stand-by arrangements into operation as part of
stand by business recovery activities.
arrangernents) fIl. |

Cont Invocation and The second phase of a business recovery plan, '

= recovery phase

Conl IT Service The process to support the overall Business Continuity

Continuity Management process by ensuring that the required IT
Managetnent techmical and services facilities (including computer systems,
| networks, applications, telecommunications, technical
support and service desk) can be recovered within required,
and agreed, business timescales.

Cont Reciprocal 2 organizations running on compatible infrastricture provide

| Arrangement ‘each other with IT resources in an emergency.

Conl Restoration ol The moment a customer has condirmed that the service can

Service be used again after an incident or a contingency

Cont Return to normal | The phase within a business recovery plan which re-

phase establishes normal operations,

Cont Risk A measure of the exposure to which an organization may be
subjected. This is a combination of the likelihood of a
business disruption occurring and the possible loss that may
result from such business disruption. _

Cont Risk Analysis The identification and valuation of assets and threats; the
assessment of villnerahilities and risks by considering the

. . | threats to assets.
| Cont Risk Management | The management of risks Lo assets: the selection and nuse of
[ COUNtermeasureas, .
| Cont Risk reduction Measures taken to reduce the likelihood or consequences of a
measurse business disruption oceurring (as opposed to planning to
| recover after a disruption),
D-10
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Process Term | Description

Cont Self-insurance A decision to bear the losses that could result from a
disruption to the business as opposed to taking insurance
cover on the risk.

Cont Stand-by Arrangements to have available assets, which have been
arrangements identified, as replacements should primary assets be
unavailable following a business disruption. Typically, these
include accommodation, IT systems and networks,
teleconununications and sometimes people.
Cont Threat An event that could happen and that would degrade the
. functioning of a component or a service
Cont Vulnerability The measure to which a component or a service will be
affected by a Lthreat

Cont. Warm stand-by See Tntermediate Recovery'

Cost Budgeting | The process of predicting and controlling the spending of
motey within the enterprise and consists of a periodic
negotiation cycle Lo set budgets (usually annual) and the day-

. to-day monitoring of the current budgets.
|CRM .BRM See Business Relationship Management
CEM Business Business Relationship Management has developed which
Relationship deals primarily with managing the relationships between
Managerment Customers and IT Service Providers, and also with the
| _ communication that takes place between the two.
CRM IT Customer | See Business Relationship Management
Relationship
. Management

Fin CC See Utility Cost Center

Fin Absorbed overhead | Overhead which, by means of absorption rates, is included in
costs of specific produects or saleable services, in a given
period of time. Under or over-absorbed overhead. The
difference between overhead cost incurred and overhead cost
absorbed: it may be split into its two constituent, parts for

| conlrol purposes

Fin Absorption costing | A principle whereby fixed as well as variable costs are
allotted to cost units and total overheads are absorbed
according to aclivity level, The term may be applied where

| production costs only, or costs ol all functions are so allotted.
Fin Alocated cost A cost that can be directly identified with a business unit

Fin Apportioned cost | A cost that is shared by a nunber of business units (an
indirect cost). This cost must be shared out between these
units on an equitable basis.

Fin Capital Costs Typically those applying to the physical {subbLEJTtlal) assets of

the organization. Traditionally this was the accommodalion
and machinery necessary to produce the enterprise’s product.
(Capital Costs are the purchase or major enhancement of fixed
Lassets, for example computer equipment (building and plant

| and are often also referred to as ‘'one-off” costs.

http:/feducation.hp.com
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Process

Fin

Term

Description

Capilal investinent
appraisal

The process of evaluating proposed investiment in specific
fixed assels and the benefits to be obtained from their
acquisition. The techniques used in the evaluation can be
sununarized as non-discounting methods (i.e. simple pay-
back), return on capital emploved and discounted cash flow
methods (i.e. vield, net present value and discounted pay-
back).

Fin

Capitalization

Fin

Chargeable Unit

Fin

Charging

Many organizations choose to 1dent1f~, major expenditure as
Capital, whether there is a substantial asset or not, to reduce
the impact on the current [inancial year of such expenditure
and this is referred to as ‘Capitalization’. The most common
item [or this to be applied to is software, whether developed
in-house or purchased.

Business work units to which charges can be attached

The process of establishing charges in respect. of husiness

units, and raising the relevant invoices for recovery from
CUstomenrs,

Fin

Fin

Cost

Cosl cenler

The amount of expenditire (actual or notional) incurred on,
or attributable to, a specific activity or business unit.

IT is budgeted and there is soft {'h-lrgmg for specific services:
it is concerned with inpul and oulpul cosls,

Fin

Cost management

The term used in this module to describe the procedures,
tasks and deliverables that are needed to fulfill an
organization's costing and charging requirements.

Cost unit

The cost unit 15 a fimetional eost unit which establishes
standard cost per workload element of activity, based on
calculated activity ratios converted to cost ratios,

Costing

Depreciation

The process of identifying the costs of the business and of
breaking them down and relating them to the various
activities of the organization.

Deprecmtmn is the loss in value of an asset due to its use
and/or the passage of time, The annual depreciation charge in
accounts represents the amount of capital assets need up in
the accounting period. It is charged in the cost accounts to
ensure that the cost of capital equipment is reflected in the
unil costs of the services provided using the equipment. There
are various methods of caleulating depreciation for the
period, but the Treasury usually recommends the use of
current cost asset validation as the basis for the depreciation
charge.

Fin

Fin

[—J'II‘ELL cost

Differential
charging

Charging business customers different rates for the same
work, typically to dampen demand or to generate revenue for
spare capacity. This can also be used to encourage off-peak or

 nighttime running.

A cost, which is ineurred for, and can he traced in full to a
product, service, cost center or department. This is an
allocated cost. Direcl costs are direct materials, direct wages
and direct expenses.

H1B4ES D. ﬂﬂ
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Process

Term

Description

| Fin

| Discounted cash

An evaluation of the future net cash flows generated by a

flow

capital project by discounting them Lo their present-day value.
| The two methods most commonly used are: a) yield method,
for which the calculation determines the internal rate of
(return (IRR) in the form of a percentage b) net present value
(NPV) method, in which the discount rate is chosen and the
answer is a sum of money,

Fin

Fin

Discounting

Discounting is the offering to business customers of reduced
rates for the use of off-peak resources (see also Surcharging).

Elements of cost

The constituent parts of costs according to the factors upon
which expenditure is incurred with materials, labor and
| expenses.

Fin

"

Financial

Services

Financial Management is the sound stewardship of the

Management for TT  monetary resources ol the enterprise, It supports the

enterprise in planning and executing its business objectives
and requires consistent application throughont the enferprise
| to achieve maximum efficiency and minimum condlict.

| Financial year

The financial vear is an accounting period covering 12
consecutive months. In the public sector this financial year
will generally coincide with the fiscal year, which runs from 1
April to 81 March.,

Fin

Fin

| Full absorption
cosling

A principle where fixed and variable costs are allocated to
cost units and overhead costs are absorbed according Lo
activity levels,

Full cost

Full cost is the total cost of all the resources used in
supplying a service i.e. the sum of the direct costs of
producing the output a proportional share ol overhead costs
and any selling and distribution expenses. Doth cash costs
{ and notional (non-cash) costs should be included, including
the cost of capital.
Caleculated as a total cost of ownership, including
 depreciation / planned renewal)

Fin

IMard charging

| Descriptive of a situation where, within an organization,
|actual funds are transferred from the customer to the IT
| directorale in payment [or the delivery ol [T services.

I Fin

Fin

Indirect cost

An indirect cost is a cost incurred in the course of making a
product providing a service or running a cost center or
department, but which cannot be traced directly and in full to

(the product, service or department, because it has been

|incurred for a number of cost centers or cost units. These

cosls are apportioned to cost cost/cost units. Indirect costs
are also referred to as overheads.

IT Accounting

The set of processes that enable the IT organization to fully
account for the way its money is spent (particularly the
ability to identify costs by customer, by service, by activity).
It usually involves ledgers and should be overseen by
someone trained in Accountancy.

http:ffeducatiun.hp. com
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Process

Term

Description

Fin

I'Ir'Isl.t"gi nal cost

The variable cost of producing one extra unit of product or
service. That is, the cost which would have been avoided if
the unit/service was not produced/provided.

Fin

Operational Costs

Those resulting from the day-to-day running of the IT Services
section, e.g. staff costs, hardware maintenance and electricily,
and relate to repeating payments whose effects can he
measured within a short timeframe, usually the less than the
12-month fnaneial year,

Opportuity cost
{or true cost)

The value of a benefit sacrificed in favor of an alternative
cowrse of action. That is the cost of using resources in a
particular operation expressed in terins of foregoing the
benefit that could be derived from the best alternative use of
those resources.

'Fin

The total of indirect materials, wages and expenses.

Fin

Uwverheads
| Pricing

The policy that determines how chargeable units are priced.

| Fin

| Prime cost

Fin

Profit center

Fin

Resoiree cost

The total cost of direet materials, direct labor and direct
expenses. The term prime cost is commonly restriclted to
direct production costs only and so does not customarily
include direct costs of marketing or research and
development.
IT is run as a business with profit objectives. — ]
This term is used to describe the amount of machine resource
that a given fask will conswme. This resource is usually
expressed in seconds for the CPL or the number of L'Os for a
disk or tape device,

Fin

| Resource unit costs
|

Fin

Resource unit may be calculated on a standard cost basis to
identily the expected (standard) cost for using a particular
resonrce. Because compuler resources come in many shapes
and lorms, units have to be established by logical groupings.
Examples are; a) CPU Time or instructions, b) disk T/0s, )
print lines, d) communication transactions.

Revenue Cost

Also called mmning cost, value diminishes with usage, such as
paper or salaries. Usually a variable cost.

Fin

Standard cost

A pre-determined caleulation of how many costs should be
under specified working conditions. It is built up from an
assessment of the value of cost elements and correlates
|technical specifications and the quantification of materials,
labor and other costs to the prices and/or wages expected to
apply during the period in which the standard cost is intended
to be used. Its main purposes are to provide bases for control
Lhrough variance acconmting, for the valuation of work in
progress and for lixing selling prices.

H18465 D.0O

B

Standard costing

A technique, which uses standards for costs and revenues for
the purposes of control through variance analysis.

I Surcharging

Surcharging is charging business users a premiun rate for
using resotrces at peak thmes.

L o om 2
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Process | Term Description

Fin | Unit costs 1nit costs are costs distributed over individual component
usage to establish the unit cost. For example, it can be
assumed, that if a box of paper with 1000 sheets costs 510,
then obviously one sheet costs 1p. Similarly if a CPU costs
SIm a year and it is used Lo process 1,000 jobs that year, each
job costs on average 51,000 - |

Fin Utility cost center | A cost center for the provision of quppurt services to other

_ (UCC) | cost centers.,

Fin Variance analysis | A variance is the dilference between planned, budgeted, or
standard rost and actual cost (or revenues). Variance analysis
is an analysis of the factors, which have cansed the difference
between the pre-determined standards and the actual results.
Variances can be dev el::rped specifically related to the
 operations carried out in addition Lo those mentioned above.

Ine Category Classification of a group of Configuration [tems, Change

B _ documerits or problems. -

Ine Classification Process of formally identifying incidents, problems and

| kmown errors by origin, symptoms and cause.

Tne Closure When the Customer is satisfied that an incident has been
resolved. .

Inc ' Crisis management | The processes by which an organization manages the wider

| impact of a disaster, such as adverse media coverage.
| Inc Downtime The time an agreed service is not available

Ine First Line Support | Often, departments and (specialist) support groups other
than the Service Desk are referred to as second- or third-line
support groups, having more specialist skills, thme or other
resources to solve Incidents. In this respect, the Service Desk
would be first-line support.

Inc Functional Escalation or Referral to more or other knowledge

| Escalation
Ine Hierarchical Escalation to a higher hierarchical layer
FEscalation ;

Ine Impact Measure of Lthe business eriticality of an Incident. Often equal
to the extend to which an Incident leads to distortion of
agreed or expected service levels.

Ine lmpact scenario Description of the type of impact on the business that could
follow a business disruption. Will usually be related to a
business process and will always refer to a period ol time, e.g.
customer services will be unable Lo operate for two days.

Inc Incident Any event which is not part of the standard operation of a
service and which causes, or may cause, an interruption to, or
a reduction in, the quality of that service.

Ine Incident Life Cycle |All activities from the moment an incident happens to the
moment an incident is closed

Inc Incident The process that seeks to restore normal service operation as

Management quickly as possible and thal minimizes the adverse impact on

husiness operations, thus ensuring that the best possible
levels of service quality and availability are maintained.
‘Normal service operation’ is defined here as service

| operation within Service Level Agreement (SLA) limits, |

http://education.hp.com
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Process

Term

Description

Ine

Lifecycle

A series of states, connected by allowable transitions. The
lifecycle represents an approval process [or Configuration
Items, Incident Reports, Problem Reports and Change
documents.

Priority

Sequence in which an Incident or Problem needs to be
resolved, based on impact and urgency.

T

| Resalution

Action, which will resolve an Incident, This may be a Work-
| around.

Ine

| Second Line
Support

Ine

| Security Incidents

Often, departments and (specialist) support groups other
Lthan the Service Desk are referred to as second- or third-line
support groups, having more specialist skills, time or other
resources to solve lncidents, In this respect, the Service Desk
would be first-line support,

Tneidents that threaten the security of an organization, e.g.
viruses, hacker attacks, ete

Third Line Support

Often, departments and (specialist} support groups other
than the Service Desk are referred to as second- or third-line
support groups, having more specialist skills, thne or other
resources Lo solve Incidents. In this respect, the Service Desk
would he first-line support.

Lrgency

Inc

Work-around

Measure of the business criticality ol an Incident or Problem
based on the impact and on the husiness needs of the
Customer.

Method of avoiding an Incident or Problem, either from a
temporary fix or from a technique that means the Customer is
not reliant on a particular aspect of the service that is known

| Lo have a problem.

Prb

PIE

| See Post Implementation Review

Prb

O

Category

Classification of a group ol Configuration Items, Change
docuwments or problems.

Classification

Process of formally identifying incidents, problems and
known errors by origin, symploms and cause.

Prb

Error Control

Error control covers the processes involved in progressing
Known Errors until they are elininated by the successful
implementation of a Change under the control of the Change
Management process. The objective of error control is to he
aware ol errors, Lo monitor them and to eliminate them when
feasible and cost-justifiable.

Prb

Prb

Impact

to the extend to which the Problem will benefil the business
once implemented successfully.

Known Error

Prb

H1846S D.00

Lifecycle

Measure of the business criticality of a Problem. Often equal

An Incident ar Problem for which the root cause is kmown
and for which a temporary Work-around or a permanent
alternative has been identified, I a business case exists, an
BFC will be raised, but, in any event, it remains a Known
Error unless it is pennanently lixed by a Change.

A series ol states, connected by allowable transitions, The
lifecycle represents an approval process for Configuration
Ttems, Incident Reports, Problem Reports and Change

| documents. i
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Process |Term © 7 |Description
Drb Post A review to see if the change that should solve the problem,
Implementation actually did solve the problem
Review, PIR _
Prb Priorily Seguence in which an Incident or Problem needs to be
resolved, based on impact and urgency. =
Prb Proactive Problem  The process that tries to prevent incidents from happening
- Management )
Prb Problem Unknown underlying cause of one or more Incidents.
Prb Problem Control | The Problem control process is concerned with handling
Problems in an efficient and effective way. The aim of
Problem control is to identify the root cause, such as the Cls
that are at [ault, and to provide the Service Desk with
information and advice on Work-arounds when available.
Prb Problem The process that wants to minimize the adverse impact of
Management mecidents and Problems on the business that are caused by
errors within the IT Infrastructure, and fo prevenl recurrence
of Incidents related to these errors. )
Prb Urgency | Measure of the business criticality of an Incident or Problem
hased on the impact and on the business needs of Lthe
= Customer.
Rel DHS | See Definitive Hardware Store ]
Rel IDSL See Delinitive Software Library
LRel ST See Software Configuration Item
Rel Definitive The area for the secure storage of definitive hardware spares.
Hardware Store, These are spare components and assemblies that are
DS maintained at the same level as the comparative systems
| within the live environment. _
Rel Definitive Software | The library in which the definitive authorized versions of all
Library (DSL) software CT's are stored and protected. It is a physical library
or storage repository where master copies of software
versions are placed. This one logical storage area may in
reality consist of one or more physical software libraries or
file stores, They should be separate from development and

test file store areas. The TISL may also include a physical
store to hold master copies of bought-in software, e.g.
fireproof safe. Only authorized software should be accepted
into the DSL, strictly controlled by Change and Release
Management.

The DSL exists not directly because of the needs of the
Configuration Management process, but as a common base
for the Release Management and Configuration Management
pProcesses.

http:/feducation.hp.com
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| Process Term Description
| Rel | Della Release | A Delta, or partial, Release is one that includes only those CT's
| within the Release unit that have actually changed or are new
' since the last full or Delta Helease, For example, uf the
Release unit is the program, a Delta Release contains ondy
those modules that have changed, or are new, since the last
full release ol the prograim or the last Delta Release of the
~|modules - see also ‘Tull Release’.
Rel Emergency A release that s urgently implemented. Mostly becanse of an
Release outstanding incident
Rel Enviromment A collection of hardware, software, network communicalions
and procedures that work together to provide a discrete type
of computer service. There may be one or more enviromnents
on a physical platform e.g. test, production. An environment.
has unique features and characterislics thal dictale how Lhey
are adiministered in similar, yet diverse manners.
Rel Full Belease All components of the Release unit are built, tested,
distributed and implemented together - see also ‘Delta
) llelease’. |
Rel Live Build (Part of) the computer system used to build soltware releases
Envirommment for live use.
el Live enviromunent  (Part of) computer systemn used Lo run software in live use.
Rel Package release A number ol release unils packaged together, ) _
Rel 'Release ‘A collection of new and/or changed Cl's, which are tested and
\introduced into the live environment together.
Rel Release The process that management releases, both the technical
| Management and the non technical aspects.
Bel Release numbering | The policy that determines how releases should he numbered.
The number ol a release.
Rel Release Policy The policy that determines how releases must be treated. It
encolnpasses size, numbering and frequency
Rel Helease unil The level al which soltware ol a given Lype 1s normally
released.
Rel Raollout, The moment or periad that a {set of) system(s) is
implemented. This Lterm is usually used when multiple
i systems are implemented on different moments
|Rel Software As ‘Configuration Trem’, excluding hardware and services.
Configuration Iltem
L (SCD) o
Rel Software Software used to support the application such as operating
Environment system, database management system, development tools,
compilers, and application software. )
Bel Soltware Library | A controlled collection of SCI's designated to keep those with
like status and type together and segregated from unlike, to
- aid in development, operation and maintenance.
Rel Test Build {Part of) the computer system used to build software releases
=== Environment for operational acceptance testing.
Rel Test enviranment | (Part of) the computer systemn used to run software releases
| for operational acceplance testing,

H18465 D.00
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Process | Term Description
Rel Version An identified instance of a Configuration Item within a
product breakdown structure or configuration structure for
the purpose of tracking and auditing change history. Also
used lor software Configuration Items to define a specific
identification released in development for drafting, review or
| | modification, test or production.
[Rel ... .. .. Version Identifier | A version number: version date; or version date and time
stamp.
sD Call A contact with the Service Desk
sD End-User See ‘TUser'.
SD Expert User See ‘Super User'. |
sD First Line Support | Often, departments and (specialist) support groups other
than the Service Desk are referred Lo as second- or third-line
support groups, having more specialist skills, time or other
resources to solve Incidents. In this respect, the Service Desk
would be [irst-line support.
=D Service Desk The single point of contact within the IT directorate for users
. B of IT services.
5D Registration  The initial and on-going recording of a call
SD | Second Line Often, departments and (specialist) support groups other
| Suppaort than the Service Desk are referred to as second- or third-line
support groups, having more specialist skills, time or other
resources to solve Incidents. In this respect, the Service Desk
) would be [irst-line support.
' SD Service Desk i -
sSD Service hours Hours to which the service is available.
sD Service Request Every Incident not being a failure in the IT Infrastructure.
=D Super User In some organizations it is common Lo use ‘expert’ Users
' (commonly known as Super or Expert Users) to deal with
first-line support problems and queries. This is typically in
specific application areas, or geographical locations, where
there is not the requirement for full-time support staff. This
valuable resource however needs to be carefully coordinated
_ and utilized. -
SD Support hours Hours/times Lo which support is available. |
| SD User The person who uses the service on a day-to-day basis.
| Sec Security Confidentiality, Integrity and Availability of CT's.
Sec Security The measure to which an organization aware of it's security
_ Awareness | situation
Sec Security Incidents | Ineidents that threaten the security of an organization, e.g.
_ viruses, hacker attacks, ete ]
Sec Security Level The level Lo which an organization has been secured
Sec Securily The process thal is responsible for the design and activation
| Management. ol all security measures needed to reach the desired security
level
Sec Security Section The section in the SLA which describes the needed security
level
Shm LOLA See Operational Level Agreement
Shm SLA See Service Level Agreement

http://education.hp.com
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Slm SLM See Service Level Management

slm SLRE bee Service Level Hequirements

Slm External Target |[One of the measures against which a delivered IT service is

(compared, expressed in terins of the custoiner's business.

Sl Intelligent The purchaser (as distinet from the provider) of services. The

cuslomer term is often used in relafion to the outsourcing of [T/T5.

Slm Internal target Ome of the measures against which supporting processes for
the I'T service are compared. Usually expressed in technical
terms relating directly to the underpinning service being
measured. .

Slm Operational level An internal agreement covering the delivery ol services,

. agreement which support the IT directorate in their delivery of services.

Sl Cutsourcing The process by which functioms performed by the
organization are contracted out [or operation, on the

. - organization’s behalf, by third parties.

Shin Securily Section The section in the SLA which deseribes the needed security
level

Slm Service The actual service levels delivered by the IT directorate to a

achievement customer within a defined lime-span.
Slm | Service catalogue | Written statement of T services, default levels and oplions.

Sl Service Level 'Written agreement hetween a service provider and the

Agreement 'Customer(s) that decuments agreed service levels for a
service.

=] Fi | Service level The process of defining, agreeing, docwnenting and managing

| management the levels of customer IT service, that are requirad and cost
_ Z justified.
Sl Service Level Requirements, expressed by the customer that are inputs into
Requirement negotiations lowards SLA.

Shm Service quality plan The written plan and specification of internal targets designed
to guarantee the agreed service levels.

Slm | Service Window Hours/times to which service is availahle _

Slm Specsheest Specifies in delail what the customer wants (external) and
what consequences this has for the service provider (internal)

| such as required resources and skills.

Shn Waterline The lowest level of detail relevant to the customer.

SLM Contract, Document between two bodies (iL.e. with external suppliers)

) with separate legal existence,
Tech Asynchronous Asynchronous in a conmunications sense is the ability to
fsynchronons transmit each character as a self-contained unit of
information, without additional timing indormation. This
method of transmitling data is sometimes called start/stop.
Synchronous working involves the use of timing information
to allow transmission of data, which is normally done in
blocks. Synchronous transmission is usually more efficient
, than the asynchronous method.

Tech Bridge A bridge is equipment and techniques used to match circuits

to each other ensuring minimum transmission impairment. |
H1848S D.0O0 D-20
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S Glossary by Process

Process

'Term

' Description

Tech

' Data transfer fime

Dala transfer time is the length of time taken for a block or
sector of data to be read from or written to an VO device,
such as a disk or Lape.

Tech

Tech

| Disk cache
controller

Disk cache controllers have memory, which is used o store
blocks of data, which have been read from the disk devices
comnnected to them. If a subsequent I requires a record
which is still resident in the cache memory, it will be picked
| up from there, thus saving another physical 110,

Duplex (full and
half)

Full duplex line/channel allows simultaneous transmission in

| both directions. Half duplex line/channel is capable of
transmilling in both directions, but only in one direction at a
time.

"Tech

| Echoing

Tech

(Gateway

Tech

Hard faull

Tech

Host

Echoing is a reflection of the transmitted signal from the
receiving end, a visual method of error detection in which the
signal from the originating device is looped back to that
device so that it can be displayed.

A gateway is equipment, which is used to interface networks
so that a terminal on one network can conununicate with
services or a terminal on another.

Hard faults describe the situation in a virtual memory system
when the required page of code or data, which a program was
using, has been redeployed by the operating system for some
other purpose. This means that another piece of memory
must be found to acconunodate the code or data, and will

| involve physical reading/writing of pages to the page file.

' A host computer comprises the central hardware and
software resources of a compuler complex, e.g. CPLI,
memory, channels, disk and magnetic tape IO subsystems
plus operating and applications software. The term is used to
denote all non-network iterns.

Tech

Tech

Immediale
Recovery

Previously called 'Hot stand-by', provides [or the immediate
|restoration of services following any irrecoverable incident.

It is important to distinguish between the previous definition
(of ‘hot standby” and ‘immediate recovery’. Tot standby

typically reflerred Lo availability of services within a short
‘timescale such as 2 or 4 hours whereas inunediate recovery
[implies the instanl availabilily of services.

Interface

Tech

L.ulenc;; =

'Physical or functional interaction at the boundary between
| Configuration Items.

|Latency describes the elapsed time rom the moment when a
seek was completed on a disk device to the point when the
required data is positioned under the read/write heads.
Latency is normally defined by manufacturers as being half
the disk rotation time.

:Tenh

Logical O

Logical /0 is a read or write request by a program. That
request may, or may not, necessitate a physical /0. For
example, on a read request the required record may already
be in a memory buffer and therelore a physical I'O wilt not be
necessary.

http:/feducation.hp.com
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Glossary by Process

Process

Term

Tech

Multiplexer

Tech

Package assembly
/disassembly

T | device

Description

Multiplexers divide data channels into two or more
independent fixed data channels of lower speed

A package assembly/disassembly device pennits tenininals,
which do not have an interface suitable for direct connection
torapacket swiiched neiwork o access such a neiwork, A
PAD converts data Lo/rom packets and handles call set-up
and addressing.

Tech

Tech

Page fault

I Paging

Tech

Tech

Tedh

Phantom line error

A program interruption which oceurs when a page that is
marked not in real memory' is relerred Lo by an active page.

| Paging is the 1/} necessary to read and write Lo and from the

paging disks: real (not virtual) memory is needed to process
data. With insufficient real memory, the operating system
writes old pages to disk, and reads new pages from disk, so
that the required data and instructions are in real memory.

A phantom line error is a communications error reported by a
computer system, which is not delected by network
monitoring equipment. It is often caused by changes to the
circuits and network equipment (e.g. re-routing cireuits at the
physical level on a backbone network) while data
communications is in progress,

Physical I/

Physical I'() means that a read or wrile request [rom a
prograim has necessitated a physical read or write operation
on an IO device,

Program

A collection of activities and projects that collectively
implement a new corporale requirement or function.

Tech

Ceuing time

Chieuing time is incurred when the device, which a program
wishes to use, is already busy. The program will therefore
have to wait in a queue to obtain service from thal device.

Tech

Roll in roll out

(RIRO)

RIRO is a term, which is used on some systems to describe
swapping.

Tech

| Rotational Posilion

Sensing

| RPS is a facility which is employed on most mainframes and
| some minicomputers. When a seek has heen initiated the

systemn can free the path from a dise drive to a controller for
| use by another disc drive, while it is waiting for the required
|data to come under the read/write heads (latency). This
facility nsually improves the overall performance of the 1/0
subsyslent.

Tech

Seek time

Seek time occurs when the disc read/write heads are not
positioned on the required frack. It describes the elapsed time
taken Lo move heads Lo the right track.,

Tech

Soft fault

A soll fault describes Lhe siluation in a virtual memory systern
when the operating svstem has detected that a page of code
or data was due to be reused, i.e. it is on a list of "[ree” pages,
bt it is still actually in memory. It is now rescued and put
back into service.

Tech

Solid state devices

Solid state disks are memory devices which are made to
appear as il they are disk devices, The advantages of such
devices are that the service tfimes are much faster than real
disks since there is no seek time or latency. The main
disadvantage is thal they are much more expensive.

H1846S D.00
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Glossary by Process

E‘rmesa Term Descriplion

[ Tech Swapping The reaction of the operating system to insufficient real
merory: swapping occurs when too many tasks are perceived
to be competing lor limited resources, It is the physical
movement of an Ent.ire task (e.g. all real memory pages of an
-raddress space may be moved al one time rom main storage
. to auxiliary storage).

Tech Terminal emulation | Terminal emulation is achieved by soflware running on atl
intelligent device, typically a PC or workstation, which allows
that device to fuinction as an interactive terminal connected Lo
a host system. Examples ol such emulation software includes
TBM 5270 BSC or SNA, ICL CO3, or Digital VT10,

Tech | Terminal 1O | Terminal /O is a read from, or a write to, an online device
) such as a VDU or remote printer,
Tech Thrashing A condifion in a virtual storage system where an excessive

proportion of CPU time is spent between moving data |
- between main and auxiliary storage.

Tech Tree structures In data structures, a series of connected nodes without cycles. |
Une node is termed the root and is the starting point of all
paths, other nodes termed leaves terminate the paths.

Tech Virtual memory Virtual memaory systems were developed to increase the size
SVSTem of memory by adding an auxiliary storage layer, which resides

on disk. |

Tech VSI V8I (virtual storage interrupt) is an ICL VME term for a page
fault.

Tech WORM WOBREM or CD-WORM is the tenmn which is frequently used to
describe optical read only disks, standing for write once read
IAny.
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Sample Examination

[TIL

Foundation Certificate in IT Service Management
(ITIL Foundation)

Sample Examination

Based on 2001-2002 module description

Contents
Introduction
Sample Questions
Answer Key
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Sample Examination

Place in the Qualification Structure

This is the sample examination for the Foundation Certificate in IT Service Management

~ {Ti FPoundation). - oo s

Composition of the Sample Examination

This sample examination consists of 40 multiple-choice questions. These questions are
representative of those asked during an actual examination. The questions are designed to
fulfil the examination requircments for the TTIL Foundation module specified in the TTTL,
PRINCEZ, ISPL and DSDM 2001-2002 examination plan.

Each question in this sample examination is multiple choice, with only one correct answer.

Distribution of the Questions Across the Examination REequirements

The 40 questions in this sample examination cover the examination requirements as
illustrated in the table below. The questions in the examination are not arranged in the order
of examination requirement, but are in random sequence.

Examination Requirement Number of Question Number in Sample
Questions Examination

General (1, 2) 3 2,22,32

ITIL processes (3, 4)

Service Desk 3 1,13, 27

Incident Management -+ 3, 10,19, 24

Problem Management 5 4, 18, 20, 35, 36

Change Management 6 3, 6,25,34, 37, 40

Configuration Management 5 7, 26,28, 33, 38

Release Management 2 11, 29

Service Level Management 3 12, 16, 30

Availability Management 2 17,39

Capacity Management 2 14, 23

IT Service Continuity Management 2 g, 21

Financial Management for IT Services 1 15

Security Management 2 9, 31

Literature, Notes and Calculator
When taking the examination, vou may not use literature, notes or a (pre-programmable)
calculator.

Time
You have 60 minutes to complete this examination.

Examination Scoring

Each correct answer earns 1 point, for a maximum possible score of 40 points. A score of 26
points or more is considered a passing grade.

No rights can be derived from this provisional data.
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Sample Examination

1 Which of the following is a Service Desk activity?

Lo function as the first point of customer contact
o investigate the cause of disruptions lor the customer
to trace the cause of incidents

2 What is the role of ITIL within IT Service Management?

to provide an approach based on the best examples taken from practice
to serve as the intermational standard for IT Service Management

to serve as the standard model for IT service provision

Lo serve as a theoretical framework for process design

3 The network managers have excessive workloads and have no time to proactively
manage the network. One of the contributing factors to these large workloads is the
frequency that users contact these managers directly.

Which TTIL process would improve this situation?

Change Management
Conliguration Management
Incident Management
Problem Management

4 Which task is a Problem Management responsibility?

to co-ordinate all modifications to the I'T infrastructure

to record incidents for later study

to approve all modifications made to the Known Error database

to identify user needs and modify the TT infrastructure based on such needs

5 The data in the Configuration Management Database (CMDB) can only be modified
f alter permission is granted to maodify the infrastricture.

Which process grants such permission?

Change Management
Configuration Management
Incident Management
Service Level Management

6 Which comeept is part of Change Management?

Post Tniplementation Review
Emergency Release

Service Request
Work-around
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Sample Examination

T

10

11

A new networked computer is installed to replace an existing I'C. The old ’C is
installed as a print server for the local area network.,

Which process is responsible for registering this modification in the Configuration
Management Database (CMDB)?

("hange Management
Conliguration Management
Problem Management
Belease Management

Because of its increased dependency on information systems, a national realty [irm
decides that there must he assurances for the provision ol IT services [ollowing an
interruption to the service,

Which process should be implemented to provide this assurance?

Availability Management

IT Service Continuity Management
sService Level Management

Service Management

Data provided for the financial administration of XYZ must only be accessible 1o
authorized users. Security Management takes steps fo ensure this.

By taking these steps, which aspect of data can be ensured?

Availability
Integrity
Stability
Conlidentiality

A computer operator notices the full storage capacity of her/his disk will soon be used.
To which ITIL process must this situation be reported?

Availability Management

Capacity Management

Change Management

Incident Management.

Which acrtivity is a Release Management responsibility?

lo check whether there is any illegal software on computers within the organization

to store the original versions of all authorized software within the organization
to register where each software version is availahle
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14

15

16

17

Sample Examination

For which purpose does Service Level Management use data from the Service Desk's
incident registration?

to draw up Service Level Agreements (SLAs)

to report on the number and nature of incidents that occwrred during a specific period
to determine the availability of an IT service using the number of resolved incidents

to analyze. together with other data, in order to determine if the agreed service level is
being provided

The Service Desk has handled 2317 calls this month.
What would these calls include?

maodifications to Service Level Agreements (SLAs)
notices regarding modified Configuration Items (Cls)
requests to the I'T organization for user support

A steel company is merging with a competitor, The IT departments, along with the IT
infrastruetures of both companies will be combined.

Which process is responsible for determining the required disk and memory space
required for applications running in the combined [T infrastructure?

Application Management

Capacity Management

Computer Operations Management
Release Management

Which concept is not part of Financial Management for IT Services?

Budgeting
Charging
Procuring
Pricing

Service Level Requirements are used in the Service Level Management process.
What do these Service Level Requirements represent?

the customer's expectations and needs regarding the service

what the I'T organization expects of the customer

the conditions required for the Service Level Agreement (SLA)

a paragraph of the SLA with additional specifications required to execute the SLA

Which of the lollowing is one of the responsibilities of Availability Management?

to enter into contracts with suppliers

to monitor the availability of a charge through system

to verify the reliability and the service level of the Configuration Items (Cls) purchased
from and maintained by third parties

to plan and manage the reliability and availability of IT Service
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Sample Examination

18

19

21

A nser complains to the Service Desk that an error continually oceurs when using a
specific application. This causes the connection with the network to be broken,

Which [TIL process is responsible for tracing the cause?

Awailability Management
Incident Management
Problem Management
Release Management

A serious incident has occourred. The assigned solution team is unable to resolve this
incident within the agreed time. The Incident Manager is called in.

Which form of escalation describes the ahove sequence of events?

[ormal escalation
functional escalation
hierarchical escalation
operational escalation

Which of the following best describes a Problem?

one or more Known Frrors

i known cause of one or more disruptions
the unknown cause of one or more incidents
a Known Error with one or more incidents

Which concept is part of [T Service Continuity Management?

Application Sizing
Vulnerability
Maintainability
Resilience

How does [T Service Management contribuie to the quality of IT service provision?

by recording agreements hetween internal and external customers and suppliers in
formal documents

by delining generally accepted norms for service levels

by promoting a customer focus among all the employees of the IT organization

by planning, implementing and managing a coherent set of processes for providing IT
services

IPerformance Management and Resouwrce Management are parts of which process?

Awailability Management

Capacity Management

IT Bervice Continuity Management
Service Level Management

H1846S D.00 E-8 http:/feducation.hp.com
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Sample Examination

24 An organization has set up an Incident I'»f[an_agement Process. In «t_luing 50, several
groups were crealed 1o resolve specific incidents. These groups include:
PC Solution Team:
Network Solution Team;
Service Desk;
Specialists’ Group to support the other teams.

Within an IT organization, support groups are generally categorized by levels. Select the
answer that correctly categorizes the support groups merntioned above.

{line Service Desk

first-line both Solution Teams

second-line Specialists

first-line Service Desk
second-line IPC Solution Team
third-line Network Solution Team
fourth-line Specialists

first-line Service Desk

second-line both Solutions Teams

third-line Specialists

25 The management of ABC Inc. has insisted that each request for a new workstation
installarion be handled with optitoum efficiency and effectiveness.

Which ITIL process is designed to achieve this desired outcome?

Change Management
Customer Liaison
Problem Management
Service Level Management

926 Which of the following is a Configuration Item (CL)?

acall
documentarion
an incident

a Process

2? How does Problem Management support the Service Desk activities?

Tt resolves serious incidents for the Service Desk,

It studies all incidents resolved by the Service Desk.

Tt relieves the Service Desk by communicating the resolution directly to the user.
1t makes information on a Known Error available to the Service Desk.
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28

33

Which of the following is a Configuration Baseline?

the standard configuration [or the Configuration Management Database (CMDB)

a description of a standardized Configuration Iltem (CI)

a set of Cls that is delivered once

a recorded snapshot of a product or service, to provide a basis for a conliguration audit
and regression

Which of the following is the role of the Definitive Software Library (DSL) in the
RRelease Management process?

a physical storage area for the original versions of all authorized software in use
a reference manual that inclhides all software documentation

a registration tool for all sollware items

atype of Configuration Management Database (CMDB) for sofiware

Your Network Department has made an agreement with an external organization in
order to [ulfil an agreement with its internal customer,

Where would the agreement with the external organization be specified?

Operational Level Agreement (OLA)
service Level Agreement (SLA)
Service Level Requirement (SLE)

[ 'nderpinning Contract (1707}

How does Availability Management work with Security Management?

by making agreements on the availability of the Security Database

by making agreements on the security of the Availability Database

by establishing the security boundaries based on the availability requirements

by implementing the measures specified by Security Management for securing the data

Which question is being answered when an organization specifies its vision and
business objectives?

How do we get where we want to he?
[Tow do we know we have arrived?
Where do we want to be?

Where are we now?

Which task is the responsibility of Configuration Management?

convening the Configuration Advisory Board

physically managing software items

installing equipment at the workplace

recording the relations between Conliguration Items (Cls)

H18465 D.00 E-10 http://feducation.hp.com
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37

38

Sample Examination

After the requisite search, the conunon cause of a series of incidents is found. This
results in a Known Error.

In the sequence of things, what should happen after the Known Error has been
declared?

Al incidents must be resolved as quickly as possible.

The error must be resolved using a change.

The error must be included in the Configuration Management Database [CMDB).
The problem must be identilied.

What is the primary task of Error Control?

to ligure out the details for work-around

to resolve Known Errors through the Change Management process
Lo recognize and register Known Errors

to register and manage Known Errors

Which ITIL process is associated with a Post Implementation Review?

Application Management
Incident Management
Problem Management
Belease Management

When processing a Request for Change (RFC), the Change Manager initiates a number
of activities.

Which action is required if this involves a complex change?

The Change Manager reports the change Lo Problem Management,

The Change Manager reports the change to Incident Management.

The Change Manager presents the change to the Change Advisory Board.
The Change Manager presents the change to the TT Manager.

What is the difference between Asset Management and Configuration Management?

Asset Management only deals with what you owng Configuration Management deals
with everything in your infrastructure.

Assel Management is a superset of Configuration Management, as it includes non-IT
assets such as chairs and tables.

Asset Management deals with the financial aspects of Configuration Items;
Configuration Management only deals with the technical details of the infrastructure.
Configuration Management goes much further than Asset Management, becanse it also
specifies the relations between the assets.
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39 Which ITIL process uses Mean Time Between Failures (MTBF)?

Awvailability Management

Capacity Management

IT Service Continnily Management,
Service Level Management

40 A company sets up an Intranet for its graphic design workstations. The bandwidih must
be increased because of the high volume of illustrations sent over the network.

Which ITIL process is responsible for approving the implementarion of increased
bandwidth?

Capacity Management
Change Management
Availability Management
Problem Manageiment

H18465S D.00 E-12 http://feducation.hp.com
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The Evaluation

Examination Results

Sample Examination

A maximum of 40 points can be earned on an ITIL Foundation examination.
A sctire of 26 polnis v higher is considered a passing grade.

The following table relates the number of points earned to a grade.

Failed
Sumber of
Points Earned

Carade

0-11

Passed
Number of

12-15

16—18

1922

23-25

TN e | L | b )

http://leducation.hp.com

Points Earned Grade

26-29 B

an-32 7

33-36 H

37 -39

40) n
E-13
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Sample Examination

Sample Examination
The table below shows the correct answers to the questions in this sample

examination.

mumber answer _points number answer _points
1 A 1 21 B 1

2 A 1 22 D 1

3 C 1 23 B 1

-+ C 1 24 C 1

5 A 1 25 A I
6 A i 26 B 1

7 B i D7 D .
8 B 1 28 D 1

9 D 1 29 A l

10 D 1 30 D 1

11 B 1 31 D |
12 D 1 32 C 1

13 C ! 33 D | S
14 B 1 34 B 1

15 C 1 35 B 1 B
16 A 1 nlil C 1

17 C | a7 c 1

18 C 1 35 D 1

19 © 1 39 A T
20 iC 1 40 B 1
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Foundation Certificate in IT Service Management

Exam requirements specifications

“ ilniderstanding of the importance of IT Sérvice Management and the IT
Infrastructure

The candidate has understanding of the importance of IT Service Management and the [T
Infrastructure,

The candidate is able to indicate the importance of a methodical and systematic approach
to information technology service:

for users and customers of IT Service

for suppliers of IT Service.

Understanding of the Service Management processes and the interfaces between
them

The candidate has undersianding of the Service Management processes and the interlfaces
beiween them.

The candidate is able to:

mention the benefits of the descriprion of the Service Management processes for an
organizafion

distinguish between ITIL processes and organizational units

indicate which elements are needed for the deseription of the TTIL processes.

Knowledge of an ITIL management model
The candidate has knowledge of the following ITIL management model.

IT Customer
Relationship
Manzgemant

Haleasa Managemsnt ]
I

Change Management I—‘
T

Problem Management _l

Configuration Management ’—‘ Incident Managemen I
Service Level Management Capaciy llu'lanagernent
Financial Managermen} IT Service Service
for [T Services Continuity Management Dask
I
Availability Managemeant

| Security Management |

hitp://leducation.hp.com F-1 H18465 D.00
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EXIN/ISEB Terms

The candidate is able to:

distinguish the objeclives, activities and results of the various ITIL processes
give examples for each of the connections in the representation of the relationships between

the processes,

Basic concepts of ITIL

The candidate has knowledge ol the [ollowing basic concepts of ITIL:

Application Sizing

Assel Management*

Assets

Audit*

Availahility

Availability Management
Budgeting®

Business Process*

Call*

Capacity Database, CDD
Capacity Management
Capacity Planning
Category®

Change

Change Advisory Board
Change Management
Chargeable Unit

Charging

CI Level

Classificarion®
Confidentiality*
Configuration Baseline*
Configuration Item, CI
Configuration Management*
Confguration Management Database, CMDB
Costing

Customer

Customer Liaison

Definitive ITardware Store, DHS#
Definitive Software Library, DSL
Demand Management
Disaster

Dowmntime

Elapsed Time*

Emergency Release®

Error Control

Escalation®

Evaluation*

H18465 D.00
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Failure

Fault

Financial Management for IT Services®
First Line Support*

Forward Schedule of Changes, FSC*
Full Release

Functional Escalation®

service Desk

Hierarchical Escalation®

Impact

Incident

Incident Life Cyele®

Incident Management®

Integrity*

IT Customer Relationship Management®
IT Infrastructure

I'T Service

IT Service Continuwity Management®
IT Service Management

Enown Error

Maintainahility

Mean Tune Between Failures

Mean Time To Repair

Mission Statement

Modeling*

Monitoring

Operational*

Operational Level Agreement, OLA#
Package Release

Performance

Performance Management

Post Implementation Review, PIR*
Pricing®

Priority

Proactive Problem Management*
Problem

Problem Control

Problem Management
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Procedure*
Process®

Process Manager®
Guality Assurance
Guality Control
Cality Assurance
Quality Control
Recoverability
Recovery™
Registration®
Release Management®
Release Policy®
Release Unit*
Reliability
Report®

Request for Change, RFC

Resilience

Resource Management
Restoration of Service*
Review

Risk

Rollout*

Second Line Support®
Security

Securily Awareness®
Security Incidents®
Securily Level*
Security Management
Securily Seclion®

http://education.hp.com

EXINAISEB Terms

service Catalogue

Service Desk®

service Improvement Plan®
Service Level

Service Level Agreement, SLA
Service Level Management
Service Level Requirements®
Service Request®

Service Window*®
Serviceability

Software [tem

Softwure Release

Status*

Strategic®

Tactical®

Third Line Support®

Threat

IUnderpinning Contract*
Urgency*

Urgent Change

User

Iser

Verification®

Version®

Vulnerability
Work-aronnd*®

Workflow Position®
Workload

Workload Management
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